KN-BTPMG202M
GUI User Guide

5=
A
R
L
Iy -
g
'

Date/Version : 2026-03-19/A1

baroxKommunikation A( baroxKommunikation Gmb
Im GrundL4 Weiler Strasse 7

CHb5405 Badeattwil D-795l0L6rrach



KN-BTPMG202M GUIUser Guide )

Legal

All rights reserved. No part of this publication may be reproduced in any form or by any means without
the prior permission of barox Communication.

Trademark protection

barox® is a protected trademark of barox Kommunikation. All other
registered trademarks or registered brands mentioned in this manual
belong to their respective manufacturers.

Liability

Information in this document is subject to change without notice.

barox Kommunikation reserves the right to make changes to the equipment and/or
the manual without prior notice.

Our product may contain unintentional technical and/or typographical errors.
Changes are made regularly to improve our product.

The current operating instructions are available on our website.

www.barox.ch

www.barox.de

Publisher

barox Kommunikation AG
Im Grund 15

CH-5405 BadenDaettwil
Schweiz

www.barox.ch



KN-BTPMG202M GUIUser Guide )

About This Manual

Copyright

Purpose

Audience

Conventions

Warranty

Disclaimer

Copyright © 2023 barox Kommunikation AG. All rights reserved.

The products and programs described in this User Guide are licensed products of barox
Kommunikation AG, This User Guide contains proprietary information protected by copyright, and

this User Guide and all accompanying hardware, software and documentationra copyrighted. No

parts of this User Guide may be copied, photocopied, reproduced, translated or reduced to any

electronic medium or machine-readable from by any means by electronic or mechanical. Including

photocopying, recording, or information storageand retrieval systems, for any purpose other than the
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This GUI user guide gives specific information on how to operate and use the management functions
of the KNNBTPMG202Mvia HTTP/HTTPs web browser

The Manual is intended for use by network administrators who are responsible for operating and
maintaining network equipment; consequently, it assumes a basic working knowledge of general
switch functions, the Internet Protocol (IP), and Hypertext Transfd?rotocol (HTTP).

The following conventions are used throughout this manual to show information.

See the Customer Support/ Warranty booklet included with the product. A copy of the specific
warranty terms applicable to your barox products and replacement parts can be obtained from your
barox Sales and Service Office authorized dealer.

barox Kommunikation AG does not warrant that the hardware will work properly in all environments
and applications, and marks no warranty and representation, either implied or expressed, with
respect to the quality, performance, merchantability, or fithessfor a particular purpose. barox
disclaims liability for any inaccuracies or omissions that may have occurred. Information in this
User Guide is subject to change without notice and does not represent a commitment on the part of
barox. barox assumes no respnsibility for any inaccuracies that may be contained in this User
Guide. barox makes no commitment to update or keep current the information in this User Guide,
and reserves the righter to make improvements to this User Guide and /or to the products degmed

in this User Guide, at any time without notice.
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1 Overview

1.1 Configuration via Web Console

1. Open the web browser. We recommend usingGoogle Chrome".
Note: If the web browser is not supported, the warning message will be showed up.

- e BTOWSEFNOtSUPPUFted x

<« c @ © & 1921681016

This Browser is not Supported

We recommend users access WEB GUI management via Chrome

2. Enter thelP Addressin the URLfield to connect to the switch and click"Enter" key.
Note: Thedefault IP Address is 192.168.10.1".
TheLogin Pageis displayed.

2 Configuration Interface

Please enter your username and password.
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3. Enter theUsername and Password, and click "Login" Button to login to the system.
Note: Thedefault Username and Password i@dmin / admin.

After logging into the system, theOverview" page is displayedPage format

B

For Din rail series models:

L Overview

Basic Settings

A
A
A
A
A
A
A
A
A

Redundancy

Management

L2 Switching

Security

Diagnostics

Monitoring

MAC Table

Maintenance

Q Main

Host Name  Switch
Description |
System Location

Contact Information

System Uptime 0 Day 0 Hour 19 Minutes 58 Seconds

Industrial Ethernet Switch with 8-port 10/100/1000TX & 4x SFP

Q MAC/IP Address

IP Address 192.168.10.1

Subnet Mask  255.255.255.0

Default Gateway
DNS Server 1 8.8.8.8
DNS Server 2

IP Mode  static

MAC Address  68:02:35:CFiFE:73

For M12 series models:

A

2 02 2 2 XA » A d »

Overview
Basic Settings
Redundancy
Management
L2 Switching
Security
Diagnostics
Monitoring
MAC Table

Maintenance

« MM oCe0

IP Address
192.168.10.1
MAC Address
68:02:35:CF:FE:73
Firmware Version
B1.1.72
Firmware Date
2020-01-20 17:33

1P Address

192.168.10.1

MAC Address

Host Name
Description

System Location
Contact Information

System Uptime

Switch

Industrial Ethernet Switch with 10-port 10/100/1000TX
& 8x PoE ports

0 Day 0 Hour 4 Minutes 33 Seconds

Firmware Version

Firmware Date

Q@ MAC/IP Address

IP Address
Subnet Mask
Default Gateway
DNS Server 1
DNS Server 2
IPv6 Address

IP Mode

MAC Address

192.168.10.1

255.255.255.0

8.8.8.8

fe80::6a02:35ff:fe3¢:1335 / 64

static

68:02:35:3C:13:35

68:02:35:3C:13:35

B1.2.45

2022-06-29 13:07

10
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For Rack mount series models:

B

Basic Settings
Redundancy
Management

L2 switching

A
A
A
A
A Security
A Diagnostics
A Monitoring
A MAC Table
A

Maintenance

1

£ Front Panel

1.2 Global Functions

£ Overview

Q Main

Host Name
Description

System Location
Centact Information

System Uptime

Switch

Industrial Ethernet Switch with 8-port 10/100/1000TX &
28x SFP slot

0 Day 0 Hour 1 Minute 50 Seconds

Q MAC/IP Address

IP Address
Subnet Mask
Default Gateway
DNS Server 1
DNS Server 2
IPv6 Address

1P Mode

192.168.10.1

255.255.255.0

8.8.8.8

feB80::6a02:35ff:fe6b:bfcd / 64

static

Five global functions are provided in the header field.
1. €@ Hide/Show Model Information

IP Address
152.168.10.1
MAC Address
68:02:35:6B:BF:CD
Firmware Version
bcm6516-0.0.22.12
Firmware Date
2022-06-14 00:36

Cic! to Detail Page

1P Agdress

When a lowresolution environment is used to configure the system via the web console, tHé&odel
Information" field can be hidden to have a better view.

Show Model Information :

11
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A Overview
A Basic Settings

A Redundancy

£+ RSTP/CIST Status

Q Bridge Information

8.000.68:02:35:FF:FF:77

« WK D06

1P Address
192.168.10.168
MAC Address
68:02:35:FF:FF:77
Firmware Version

¥ Spanning Tree Bridge ID

1.1.0
Root Priority 32768
RSTP/CIST Status ¥/ Firmware Date

2017-10-02 00:00

RSTR/CIST Root Bridge No

Configuration Root Port  Port8

MSTI Status Root Path Cost 0

MSTI Configuration Hello Time 2

MSTI Port Settings Forward Delay 15

v ERPS Max Age 20
A Management
A 12 Switching © Port Status
A Security [

No Role Path State  Port Cost Oper P2P  Oper Edge

Priority

A Diagnostics

Portl  Designated ~ Forwarding 200000 128 p2p Edge
A Monitoring

Port2  Disabled  Discarding 200000000 128  Shared  Non-Edge
A MAC Table

Port3  Disabled  Discarding 200000000 128  Shared  Non-Edge
A Maintenance

Port4a  Designated  Forwarding 200000 128 p2p Edge

Ports  Disabled  Discarding 200000000 128  Shared  Non-Edge
Porte Disabled Discarding 20000 128 P2pP Non-Edge
Port7 Disabled Discarding 200000 128 p2p Non-Edge
Ports Root Forwarding 20000 128 P2P Non-Edge

Ports  Disabled Discarding 200000000 128  Shared  Non-Edge
Port10  Disabled Discarding 200000000 128  Shared  Non-Edge
Portll  Disabled Discarding 200000000 128  Shared  Non-Edge
Port12 Disabled Discarding 200000000 128 Shared Non-Edge

Hide Model Information :

A Overview

£} RSTP/CIST Status

Q Bridge Information

A Basic Settings

A Redundancy

¥ Spanning Tree Bridge ID  8.000.68:02:35:FF:FF:77
RSTP/CIST Root Bridge  No
Configuration Root Port  Ports
MSTI Status Root Path Cost 0
MSTI Configuration Hello Time 2
MSTI Port Settings Forward Delay 15
¥ ERPS Max Age 20
A Management
A L2 switching Q Port Status
A security
ecunty No. Role Path State Port Cost port Oper P2P Oper Edge
Priority
A Diagnostics
Port1 Designated Forwarding 200000 128 P2P Edge
A Monitoring
Port2 Disabled Discarding 200000000 128 Shared Non-Edge
A MAC Table
Port3 Disabled Discarding 200000000 128 Shared Non-Edge
A Maintenance
Port4 Designated Forwarding 200000 128 P2P Edge
Ports Disabled Discarding 200000000 128 Shared Non-Edge
Porté Disabled Discarding 20000 128 P2P Non-Edge
Port7 Disabled Discarding 200000 128 P2P Non-Edge
Port8 Root Forwarding 20000 128 pP2pP Non-Edge
Port9 Disabled Discarding 200000000 128 Shared Non-Edge
Port10 Disabled Discarding 200000000 128 Shared Non-Edge
Port11 Disabled Discarding 200000000 128 Shared Non-Edge
Port12 Disabled Discarding 200000000 128 Shared Non-Edge

N

1
. H Save Configuration

After configuring, click the icon to save the configurations to the startup -config" file. The
configurations are retained in the system until a factory reset default is done.

3. P. Restore Factory Default

Removes the configurations saved in the system. After restoring factory default, all the settings will
be set to default values.

a ! ,Reboot System

Reboots the device and restarts the system.
. G System Logout

()]

12
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This option enables you to sign out from the system. Users have to login again if they want to configure
the settings.

The system willauto-logout after the "timeout" timer expires. The "timeout" timer is configured in the
CLI mode by using the "exetimeout" command.

The maximum value of the timer in the web console 80 mins.

6. @ Change Language

WE SUPPORT MULTLANGUAGE FROM FIRMWARE VERSIANL.72. THE DEFAULT LANGUAGE EENGLISH AND
TRADITIONALCHINESE IS ALSO SUPPORTED BY DEFAULAYOU NEED OTHER LANGUAGESLEASE CONTACT
us.

o MR O0CGO

English
IP Address s
192. 1LRE T

RAAT AAdAAsn~ee

1.3 A User-Friendly Data Table

Ausern | RIJUT G! WI ¢ q¢ Wa ¢ HRVEINHBHbAH Tabl&-2ARINBISndH g MhdpléH VLA

Tablew ALLIDB Neighbor Tablas A LWAMAC Addsess Tables FOWN 6 W Wn YO d Ys RUNDW WHqRYO W 13
data table functions to help the users to observe the information easily.

N6 JWn VY{didYs R WMACKldress TEed ORt Wb

Show | 10 v entries Search:

VID 1: MAC Address Type Source

VLAN 1 EC:08:6B:06:96:53 Learning 2

WVLAN 1 1C49:7B:6AF3:41 Learning 5

WVLAN 1 1C:1B:0D:66:T5EB Learning 5

VLAN 1 01:00:5E:7TF:FF:FA Static 2

VLAN 1 40:8D:5CEAD2:02 Learning 5

VLAN 1 9CEBEB3AS4ET Learning 5

VLAN 1 40:8D:5CEABD:C3 Learning il

VLAN 1 1C:1B:0D:66:FT:F8 Learning il

VLAN 1 FC:3F:DB53:19:8E Learning il

VLAN 1 A4:02:B9:80:7D:66 Learning il
Showing 1 to 10 of 10 entries First Previous MNext Last
Auto Refresh l@ﬁg‘

Refresh Rate: 5 seconds @
¢ Show 10 v | entries

Users will be able to select a value to display the number of entries in one page. The following values can
be selected - /A0H 2B EH0S] LU ALGDH WL 0 W Hq R Y U10WWRY W Wb B e a A o

13
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q Search:

The search option enables you to search a key word in the data. It will search all the columns and
identify the data rows that match the search criteria.

1 Showing 1 to 10 of 31 entries
It displays the total number of entries and the current entry number.
1 It and |F
This option orders the field fromsmaller to larger or from larger to smaller .
1 First Previous MNext | ast
96c¢cUNUt WagVYWm[ RIt qwdAlWmAI J2RYet AWl DFEFqumuAWYI Whx et qb
fOWeT T RqRYULq Y WoRéftdshe HY AukdlRierest s a ey Uit RS0 We | WWe 2 ¢ RO ¢ AGWIL
G¢ NI WR U s eightbMabier SRETER Port Statuss SDIHAP Leased Tablas SPotnStatus v A LU

MGMP Snooping Tablas SVILAN Tables STtlnking Status s SLUDB Neighbor Tables A WAVAC LU
Address Tablew O

1 Auto Refresh
ENGVUHqRUNWQS6RI WHEWH AY+#WWUCHGU Wb WWm 2qYWAINI 131
TRt CHOIWUY W6 WWm 2qYWAINI Ut 6 wlWne UqRYUIO

q Refresh Rate: 5 seconds @

The Refresh Rate option is global configurable variable. When the Auto Refresh option is
enabled, the status will refresh automatically based on the Refresh Rate interval.

The range of theRefresh Rateis from 5 to 300 second(s).

The defaultRefresh Rateis 5 seconds.

T (Refresh Button)

You can click thesbA 13'n | hiittod 1@ manually refresh the status.

14
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2 Basic settings

2.1 System Information

2.1.1 Configure System Information

£+ System Information

System Name Switch 2]
System Description Industrial Ethernet Switch with 8-port 10/ (2]
System Location Q
System Contact Q

Apply

For more information, hover the mouse over the @icon in the system.

1 Host Name
It is useful to identify the difference between the switches, for example: CoreSwitchO1.
Themax. length for the Host Nameis 32 characters.
Note: #,\, ', ", ?areinvalid characters.

1 System Description
The System Description is default defined by the system.
It contains the copper port number, fiber port number, and PoE information (if supported).
Themax. length for the System Descriptionis 68 characters .
Note: #,\, ', ", ?areinvalid characters.

1 Switch Location
It is useful to find the location of the switches, for example: Area01.
Themax. length for the Switch Locationis 32 characters.
Note: #,\, ', ", ?areinvalid characters.

1 Contact Information
Records the information of the person responsible for this device and also the contact details.
Note: #,\, ', ", ?areinvalid characters.

1 21 (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

15
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22 IPv4

Internet Protocol Version 4 (IPv4) is the fourth version of the Internet Protocol. It is used on the packet

switched networks and with connectionless communication. IPv4 has four bytes (32 bits) address and the

address space is limited to 4,294,967,296 (£) unigue addresses. On the local area network (LAN), the

BAlI R2¢qUW WUas YI t w LW RI2.168.0.0hdQhe fadptbds gpade apéntairns |6%,0R5LE) IP

addresses. The frames can only be sent to the host in the same subnet. For example, the default IP Address

YnlWad JW 5 RxYHONIMHONLsBOLG =G-QNU Wa 6 D Weat 1+ Ws ¢c UqagVYWHYUUUHGq WY

cTT1 13t Wnl Y LLIrbNGJE}ONZY}ONMPOEH:U_IG]VLUH:.N(DEPONZYPONMPOEPI'IH:LLIL‘] 2t ql
2.2.1 Configure IPv4 Information
£ 1Pv4
IPv4 Mode '@' Static DHCP Client
IP Address 192.168.10.1
Subnet Mask 255.255.255.0
Default Gateway
DNS Server 1 8.8.8.8
DNS Server 2
1 I1Pv4 Mode

There are 2 ways to configure IPv4 addres®ne is to configure astatic IP address manually and
another one is to get an IP address HyHCP.
If the IPv4 mode isDHCP Client", IPv4 information fields will be set to Disabled".

1 1P Address
Assigns a unique static IP Address in the subnet to access the system.
The default IP Address i§192.168.10.1".

1 Subnet Mask
Defines the type of network, to which this device is connected to.
The default Subnet Mask i8§255.255.255.0".

1 Default Gateway
The IP address of the router used to connect a LAN to a WAN.

1 DNS Server1 &2
Specifies the IP address of the DNS Server so that the users can connect to another device based

on the URLinstead of the IP address.
The default DNS Server i¥3.8.8.8". It is provided by Google.

i (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

16
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2.3 IPv6

Internet Protocol Version 6 (IPv6) is a solution to deal with the address space limitation of IPv4 and it is
the most recent version of Internet Protocol. It is intended to replace IPv4. IPv6 idayer 3(Internet

Layer) protocol, which is used on the packeswitched networks and with connectionless

communication. There are 16 bytes (128 bits) for an IPv6 address and the address space is up' 2
unique addresses. The IPv6 address is usually represented in hexadecimal digits, 8 groups of 4 digits, and
J¢ HG WNI Ye GUWR! LiHthb6): Focespihpldliife DINS sdreer address in IPV6 is
B=Z=MMNalNlYZMallYZMaMMMMa MMMMa MMMMa MMMMa YY Y Y wtO

2.3.1 Configure IPv6 Information

£+ IPv6 Settings

IPv6 Mode (@ Enable Disable
Default Address  fego::6a02:35ff:fe66:701f / 64

Default Gateway

Q IPv6 Addresses

IPv6e Address /! Prefix +

1 IPv6 Mode

"Enable" or "Disable" IPv6. When the IPv6 Mode is enabled, other devices can connect to this unit.
The default IPv6 Mode isEnable".

1 Default Address
This is the Default IPv6 Address for this device. It isLénk-Local address and is automatically
generated from theMAC Address of the device.

1 Default Gateway
This is theDefault IPv6 Gateway for this device. The IPv6 address of the router used to connect a
LAN to a WAN when the devices are using IPv6 for communication.

i IPv6 Addresses
Enables the users to define other IPv6 addresses for this device.
The IPv6 address contains 2 sectionlPv6 address and prefix. The default Prefix i$4-bit .

== Click the plus icon to add a IPv6 Address row.
K : Click theremove icon to delete the IPv6 Address row.

i (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

17
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2.3.2 IPv6 Neighbor Table

£} |Pv6 Neighbor Table

Show | 10 ¥ | entries

IPvG Address

fed0:8952:7b83:45e9:6616

Showing 1 to 1 of 1 entries

Search:

1 MAC Address
EC:08:6B:06:96:53

First Previous

State

STALE

MNext Last

Auto Refresh

Refresh Rate: 5 seconds @

1 1Pv6 Address

This filed displays the IPv6 address of the neighbor.

1 MAC Address

This filed displays the MAC address of the neighbor.

1 State

N6UWHYUUOWHEqRYUW q¢ quWwae UWA W WmB? E X

o wAWBAE

9c

18
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2.4 System Time

TheSystem Time represents the date and time. The system uptime defines the passing time after the
system boots up. There is no battery on the switch and hence the system time cannot be saved in the
system. Users can configure the time zone and system time manually by sghronizing the time with the
Al Yst 31 WY WANIBWUHE B0 RO ILG G ¥ LWINDRSHwed 1J Wa REG I Wn !l Yo We W

24.1 NTP

Network Time Protocol (NTP) is a clock synchronization protocol, which is used to synchronize the
system time with the NTP server. NTP is one of the oldest Internet Protocols in use from 1985 until now. It
works based on a clientserver model, but it can also be used in peeto-peer relationships. The NTP
application on the switch is follows the clientserver model and the switch plays a role in the NTP Client.

2.4.2 Configure System Time Information

£+ System Time

Q@ System Time Information

Current Time @ 1970/01/01 04:15:41.352115737

System Uptime 0 Day 4 Hours 14 Minutes 40 Seconds

@ NTP Settings

NTP Mode Enable @ Disable

NTP Server 1 2.pool.ntp.org

NTP Server 2 2.pool.ntp.org

NTP Sync Time @ 1 Hour v

@ Manual Time Settings

Time Zone Europe v London v

Date Selector 1970/01/01
Time Settings g4 . 14 . 40

Sync with Browser 2021/12/21 14:23:11

Apply

19
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System Time Information

Current Time The current date time of the system.

Note: Time format: Year/Month/Day 24HR:Min:Sec.NanoSec
System Uptime The system boot up duration.

L

L

1 NTP Settings
NTP Mode

"Enable"” or "Disable” NTP Service. If NTP Mode is enabled, the system will sync time with
NTP Server on an hourly basis.

NTP Server1 & 2
This field displays the URL or the IP address of the host that provides the NTP Service.

There are 2 server configurations supported.

. NTP Sync Time
The system synchronize interval with the NTP server. Time scale can ipénute, hour,

day, week and month . The value range isrom 1 to 60.

L

1 Manual Time Settings

Time Zone

Select the Time Zone to define the local time offset from GMT.

Date Selector

Select the system date manually. The format isyear/month/day ".

. Time Setting

Define the system time manually. The format isHour:minute:second ".
Sync with Browser

Select the checkbox to synchronize the system time with thbrowser time .

i (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

L

L

20
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2.5 Precision Time Protocol (PTP)

M Master
H slave

ThePrecision Time Protocol (PTP is used to
synchronize clocks and it is more accurate
than NTP.PTP is majorly employed to
synchronize the network devices that require
precise timing like financial transactions.
Synchronization and management of a PTP
network is implemented by the exchange of
messages across the communications
devices.

PTPis working by aviaster and Slave
structure. There are three types of PTP clocks
T Ordinary Clock , Boundary Clock, and
Transparent Clock and currently we support
Ordinary Clock and Transparent Clock on

the L2, Router, and L3 switches, and
Boundary Clock on the Router and L3
switches. If the switch is an Ordinary Clock, it
can be configured as role Master or Slave. Fol
the Boundary Clock and Transparent Clock,
they can be both Master and Salve at the
same time to synchronize with the Master and
forward to Salves.

S BHH 5 es HEEH ==

Ordinary Clock

2.5.1 Configure PTP Basic Information T Ordinary Clock
£ PTP Configuration

Q Basic Settings

PTP Status @ Enable Disable
PTP Mode (@ Master Slave
Domain ID 0 @

For more information, hover the mouse over the @icon in the system.

1 PTP Status
"Enable" or "Disable" the PTP protocol.
Note: ThePTP Slaveand NTP Clientare mutually incompatible, if users want to enable PTP mode
with role Slave, please make sure the NTP Client is disabled.

1 PTP Mode
There are 2 modes of PTP that supported on the switctMaster and Slave. Masters provide clock
time to Slaves and Slaves follow and adjust the clock time.

1 Domain ID
The ID is the identifier of the PTP network. Only the nodes with the same Domain ID synchronize
the time in the network.
The default value oDomain IDis 0
The range oDomain IDis from 0 to 127

21
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2.5.2 Configure PTP Advanced Settings

Q Advanced Settings

Priority1 128
Priority2 128
Announce Interval 1 -
Announce Timeout 5 [>]
Sync Interval 0 v

Period 0 2]

Apply

For more information, hover the mouse over the @icon in the system.

1 Priority 1
The Priority is used to decide the Best Master when there are several Master nodes in the PTP

network. If there are 2 or more Masters with the sami@riority 1, the system will refer to thePriority
2.

The default value ofPriority 1is 128

The range oPriority 1is from 0 to 248

Note: the lower the value the higher the priority

1 Priority 2
The Priority is used to decide the Best Master when there are several Master nodes with the same

Priority 1 in the PTP network. If there are 2 or more Masters with the sarReority 2, the system
will refer to the Clock Identity (MAC Address).

The default value ofPriority 1is 128

The range oPriority 1is from 0 to 248

Note: the lower the value the higher the priority

1 Announce Interval
The Announce Interval is the period to send Announce Message.
The range ofAnnounce Intervalis from -1 to 7

1 Announce Timeout
TheAnnounce Timeout is the timer for announcing timeout message.
The default value ofAnnounce Timeoutis 6
The range ofAnnounce Timeoutis from 2 to 255

1 Sync Interval
The Sync Interval is the period to send Sync Message.

The range ofSync Intervalis from -7 to 7
The mapping forAnnounce Intervaland Sync Intervalto second(s) is as following table:

0 1 2 3 4 5 6 7
1s 2s 4s 8s 16s 32s 64s 128s
-1 -2 -3 -4 -5 -6 -7

512ms | 256ms | 128ms 64ms 32ms 16ms 8ms

1 Period
The Period is a timeout period. The Slave node will wait n (Period Value) times that announce
receipt timeout before resetting.

22
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The default value ofPeriodis 0
The range oPeriodis from 0 to 20

T BaldslA (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

2.5.3 PTP StatusT Master

£+ PTP Status

PTP device type MasterOnly Clock
Clock Domain 0
Clock ID 680235fffeflc441
Best master ID 680235fffeflc441
Priorityl 128
Priority2 128

Class 13

1 PTP Device Type
N6 Rt WnRIUGT WRY Wadé WWa! GUol YO IWY™n W 5 NMagtet Onlyepdlicy d WIR U We WA
rSlave Onlyw W21 | JUqd! WHANFA¢C@rdindnleloskinow.d ! Wt 2 GGY | q LW

1 Clock Domain
This field shows the Domain ID that the system is in now.

1 ClockID
This field is the identity of the switch in the PTP network. The Clock Identity is configured to the

MAC Address of the switch by default.

i Best Master ID
TheBest Master IDis the Clock Identity of the Best Master in a PTP network. If there are several
Master in the PTP network, users can understand which one is the Best Master through this field.

9 Priority 1
This field is the value oPriority 1 that is configured.

1 Priority 2
This field is the value oPriority 2 that is configured.

1 Class
The Class field is usually nameaolckClass . The values of PTP clock classes are based on the

traditional quality levels from SSM/ESMC.
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2.5.4 PTP StatusT Slave

£+ PTP Status

PTP device type SlaveOnly Clock
Clock Domain 0

Clock ID 680235fffef1c441

1 PTP Device Type
N6 Rt WnRIWAOT WRY Waé WWa! GWol YiWWYn L 5 Mastet Onlyepdld ¢ WR O LWe WA
rSlave Onlyw W2 | |1 IU0q ! WA H ¢ @rdindntGlaskinow.d ! Wt 2 GGY | qll

1 Clock Domain
This field shows the Domain ID that the system is in now.

1 ClockID
This field is the identity of the switch in the PTP network. The Clock Identity is configured to the

MAC Address of the switch by default.
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2.5.5 Configure PTP Basic Information T Transparent Clock

£+ PTP Hardware Configuration

Port Mode Status

1 Transparent v Enable b
2 Transparent v Enable v
3 Transparent hd Enable hd
4 Transparent hd Enable hd
3 Transparent v Enable A
6 None v| | Disable v
7 Mone v Disable v
8 None v| | Disable v
E None v| | Disable v
10 None v Disable v

Apply

Known Limitations:

TheTransparent Clockis only supported on the following conditions:

- VLAN untagged mode

- L2 management switches

Copper ports and 1G SFP Slots

One-step Mode

End-to-End delay mechanism

1 Port
Port 1 to Port N, where N is based on the total port number.

1 Mode
Select Transparent Modeor Normal Mode (None) on the designated port.

1 Status
WBEUCHIUwWY! WH? R CHI W wW DOUHEqIT W YT JwYyUWwWagé 1wl 3t RNU

1 2B (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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3 Redundancy

3.1 Spanning Tree

TheSpanning-Tree Protocol is a standard protocol that is defined inEEE 802.1D It is used to build
alogical loop -free topology for layer2 Networks. The basic function of the protocol is to prevent loops
and broadcast flooding around the switches. STP allows spare links in the network design to

provide backup paths when the active link fails and requires @onvergence time of 30-50 seconds to
recover the topology when the topology is changed. This prompted the use Rapid Spanning-Tree
Protocol as it provides a faster convergence when the topology is changed.

RSTP was introduced by IEEE 892.1w. It can respond within3 x "Hello Time" when a topology is
changed. The "Hello Time" is a configurable value and it is very important for RSTP. The default RSTP
value is2 seconds and typically, the convergence time for RSTP imder 6 seconds. RSTP is much faster
than STP. RSTP should be used instead of STP.

TheMultiple Spanning -Tree Protocol defined in thelEEE 802.1ds an extension to RSTP for Virtual
LANs. MSTP provides a better alternate path than STP/RSTP for different VLANSs. It can make a group of
VLANs more systemized in the topology.

3.1.1 Configure RSTP/CIST Basidnformation

£+ RSTP/CIST Configuration
@ Bridge Settings

Mode RSTP v
Priority 33768 v
Hello Time 2
Forward Delay 15
Max Age 20 e

For more information, hover the mouse over the @icon in the system.

1 System Time Information
RSTP Enable STP and run "RSTP" for redundancy.
MSTP Enable STP and run "MSTP" for redundancy.
Disable: Disable STP. Users have to enable another protocol to prevent from loop.

1 Root Priority
It is used to define the Root Bridge". The bridge with thdowest Root Priority is the "Root Bridge".

If all the bridges are set to the same Root Priority value, the system will select the Root Bridge
based on theMAC Addresses.

The range of Root Priority isom 0 to 61440 (multiple of 4096) .

The default Root Priority i82768.

1 Hello Time
It is very important and used to determine the interval to send BPDU (management frame) to check
the RSTP topology and status.
The range of Hello Time ifom 1 to 10 second(s).
The default Hello Time i seconds.

1 Forward Delay
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A delay/timer is used to determine when to change thPath State from Learning/Listening to
Forwarding.

The range of Forward Delay fsom 4 to 30 seconds.

The default Forward Delay i45 seconds.

1 Maximum Age
A timer that is used to wait for the Hello BPDU from the Root Bridge. If this device receives the

BPDU before the timer expires, the timer will be reset. Else, the device will send the topology
changed BPDU to notify other devices.

The range of Maximum Age fsom 6 to 40 seconds.

The default Maximum Age i20 seconds

The relationship between "Hello Time", "Forward Delay", and "Maximum Age" is:

2 x Forward Delay - 1 sec) >=Max Age>= 2 X Hello Time + 1 sec)
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3.1.2 Configure RSTP Portinformation
Q@ Port Settings

Port Port Cost @ Port Priority
E 0 128 v
2 0 128 v
3 0 128 v
4 0 128 v
5 0 128 v
6 0 128 v
7 0 128 v
8 0 128 v
B 0 128 v
10 0 128 v
11 0 128 v
12 0 128 v

Admin P2P

Shared

Shared

Shared

Shared

Shared

Shared

Shared

Shared

Shared

Shared

Shared

Shared

Edge

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Admin STP

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

For more information, hover the mouse over the @icon in the system.

1 Port

Port 1 to Port N, where N is based on the total port number.

i Path Cost

The cost from the current node to another device.

The range of Path Cost isom 0 to 200000000
The default Path Cost i©. This implies that the Path Cost is decided by the system.

1 Port Priority

Used to decide the port to be blocked in the Ring topology.

The range of Root Priority isom 0 to 240 and arein multiple of 16 .

The default Root Priority i428.
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|l

3.1.3

Admin P2P

The Admin P2P is the linkype for each port.
P2P: ltis a fulkduplex link.

Shared It is a halfduplex link.

Edge
A port that can connect to anon-STP deviceis called an Edge port Users can manually fix a port

to non-Edge or Edge.

Auto: The systemautomatically identifies an Edge or NorEdge.

Edge The port is forced to be an Edge port. An edge port will directly be transitioned to the
"Forwarding" state and is not required to wait for the "Forward Delay". If a port is directly
connected to a nonSTP device, users can manually set it to "Edge" and enable it to transmit faster.
Non-Edge The port is forced to be a NotEdge port. This implies that the port will go through
Learning/Listening to Forwarding state even though it is connected to an end device or not.

Admin STP
"Enable" or "Disable" the Spanningree protocol that is running on the specific port.

WA (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

RSTP/CIST Status
RSTP/CIST Status

Q Bridge Information

Bridge ID 8.000.68:02:35:B7:839:05
Priority 32768
Root Bridge Yes
Root Port  none
Root Path Cost O
Hello Time 2
Forward Delay 15

Max Age 20

Bridge ID
This field shows theunique identity of this node when it is part of a network. It contain8 bytes -

the first 2 bytes are forBridge Priority (configurable) and the remaining 6 bytes are for th®1AC
Address (unique).

Root Bridge
It is elected from the switches in the STP topology via sever@lP messages (BPDU)The Root

Bridge is the node with thdowest Root Priority . If all of the nodes are with the same Root Priority,
the Root Bridge will be selected based on theMAC Addresses.

Root Priority
It is used to define the Root Bridge". The bridge with thdowest Root Priority is the "Root Bridge".

If all bridges are set to the same Root Priority value, the system will select the Root Bridge based
on the MAC Addresses.
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1 Root Port
It is the port that isconnected to the Root Bridge and with the lowest cost . If the Root Port shows
"none", it implies this node is the Root Bridge.

1 Root Path Cost
It is the cost from the current node to the Root Bridge.

1 Hello Time
It is used to determine the interval to send BPDU (management frame) to check the RSTP topology
and status.

1 Forward Delay
It is used to determine when to change th@ath State from Learning/Listening to Forwarding.

T MaxAge
It is used during waiting for Hello BPDU from the Root Bridge.

Q@ Port Status

Port Role Port Status Port Cost PrFi’g:itty Oper P2P Oper Edge
1 Disabled Discarding 200000000 128 Shared Non-Edge
2 Designated Forwarding 20000 128 p2p Non-Edge
3 Disabled Discarding 200000000 128 Shared Non-Edge
4 Disabled Discarding 200000000 128 Shared Non-Edge
5 Disabled Discarding 200000000 128 Shared Non-Edge
6 Disabled Discarding 200000000 128 Shared Non-Edge
7 Disabled Discarding 200000000 128 Shared Non-Edge
8 Disabled Discarding 200000000 128 Shared Non-Edge
9 Disabled Discarding 200000000 128 Shared Non-Edge
10 Disabled Discarding 200000000 128 Shared Non-Edge
11 Disabled Discarding 200000000 128 Shared Non-Edge
12 Disabled Discarding 200000000 128 Shared Non-Edge

Auto Refresh
1 Port

Port 1 to Port N, N is based on the total port number.

=
2y

ole

This field shows the role of the STP port.

Root: This is the root port, which is connected to the Root Bridge with the lowest cost.

Designated This is the designated port, which can send the best BPDU on the segment to other
connected nodes.

Alternate: This is the alternate port, which is blocked. This port can still receive useful BPItdm
another bridge . When it receives a useful BPDU, it will help to forward it on the segment.
Backupa WUN 6 Rt WRY Waqé WWAHCHt e GWGY! qAlWs 6 RAGWRY WHGYHE 1JT oU
blocking state. This port also receives useful BPDU, but the BPDUiem the same bridge . When

it receives a useful BPDU, it will help to forward it on the segment.

Disabled: The port is not linked up.

1 Path State
This field shows the path state of this STP port.
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Discardinga WNGS JWGY ! qWt q¢ qlWHc UWHUWB? Rt ¢ HG DT wAWm7 0 YHE RUI
dropped and learning MAC addresses are stopped.

Learning The port is learning MAC addresses, but the incoming frames are dropped.

Forwarding The port in the forwarding state forwards the incoming frames based on the learned

MAC address table.

1 Port Cost
This is the cost from the port to the Root Bridge. Spannirtgee Protocol assumes the path cost is
determined by the access speeds of the links . Thedefault RSTP path cost is shown in the
following table:

4 Mbps 5,000,000 1000 Mbps (1Gbps) 20,000
10 Mbps 2,000,000 2000 Mbps (2 Gbps) 10,000
16 Mbps 1,250,000 10000 Mbps (10 Gbps) 2,000
100 Mbps 200,000

1 Port Priority
The Port Priority is used to determine the Root Port on a noaot bridge. The port with the lowest

Port Priority value gets the higher priority.

1 Oper. P2P
This field shows the linkg) ! GIJW Y n Wa 6 1JWE N A pbief ¥d-popildlH AIE A IILEB 6 61 Wibla 3¢
Jpoint -to-multiple ® HO

1 Oper. Edge
This field shows the edge state of this STP port.
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3.1.4 Configure MSTIInformation
£ MSTI Configuration

Q Basic Settings

Region Name 680235b78905 0
Revision Number 0
Q Instance Settings
Instance Included VLAN @ Priority
1 32768 v
2. 32768 v
3. 32768 v
4. 32768 v
5. 32768 A\
6. 32768 v
7. 32768 v
8. 32768 v
9. 32768 v
10. 32768 A\
11. 32768 v
1z. 32768 v
13. 32768 v
14. 32768 v
15. 32768 v

Apply

For more information, hover the mouse over the 9icon in the system.

I Basic Settings

. Region Name
The Region Name is the name of the MST Region. The switches in the same MST Region

must be set to the same Region Name.

Themax. length for the Region Nameis 32 characters.

Note: #,\, ', ", ?areinvalid characters.

Revision Number

The Revision Number is the level of the MST Revision. The switches in the same MST
Region must be set to the same Revision Number.

The range of the Revision Number fsom 0 to 65535.

The defaultRevision Numberis 0.
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1 Instance Settings
Instance
The Instance is from 1 to 15.
Included VLAN
The configured VLANS are involved in the specific Instance.
NEUWnY!l G¢ qWRt alUINMAW=ZMALWOMB IOWmBLI Y& G ¢ wWRY Wet 1IT Wa®
. Priority
N6 DWGI RYI Ra! WRt Wet UT WgYW InRUVDWS6 WWHLAYYqW7!1 RT I
MSTI Region.
The range of the Root Priority #om 0 to 61440 (multiple of 4096) .
The default Root Priority i82768.

T BaldA (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

L

3.1.5 Configure MSTI Portinformation
£+ MSTI Port Settings

Instance 1 v

Q Instance 1

Port Port Cost @ Port Priority
- 0 128 v
2 0 128 v
3 0 128 v
4 0 128 v
5 0 128 v
& 0 128 v
7 0 128 v
8 0 128 v
s 0 128 v
10 0 128 v
11 0 128 v
12 0 128 v

Apply

For more information, hover the mouse over the Qicon in the system.

1 Instance Selector
Select the instance to configure the ports. The Instance No. is from 1 to 15.

1 Port
Portl to PortN, where N is based on the total port number.

M1 Path Cost
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The Path Cost is the cost from the current node to another device.
The range of the Path Cost isom 0 to 200000000

The default Path Cost i€. This implies that the Path Cost is decided by the system.

1 Port Priority
This is used to identify the port to be blocked in the Ring topology.

The range of the Root Priority isom 0 to 240 and isin multiples of 16 .
The default Root Priority i428.

1 2B (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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3.2 ERPS

Ethernet Ring Protection Switching (ERPS applies the protection switching mechanism for Ethernet
traffic in a ring topology. This mechanism is defined ilTU-T G8032 You can have a protection switching
and avoid the possible loops in a network by implementing the ERPS function. This is done by blocking
the flow of traffic to the Ring Protection Link (RPL) there by protecting the entire Ethernet ring.

When an ERPS is implemented in a ring topology, only one switch is allocated as twener. This switch

is in charge of blocking the traffic in the RPL to avoid loops. The switch adjacent to the RPL owner is
called the RPL neighbornode and it is responsible for blocking the end of the RPL during normal
condition. The participating switches that are adjacent to the RPL owner or neighbor in a ring are called
the members or RPL nexheighbor nodes. The primary function of these switcbs is to forward the
received traffic.

Other
Other
The benefit of the E
Protection switching
Preventing loop by |
VLAN based protec Other Neighbor

Sub-50msec protection switching

Support administration command

M M mr mr mr mr

250 switches and links in singled ring tested

To make sure that a ring is up and loofree, Ring Automatic Protection Switching message is sent
regularly as control messages by nodes on the ring. The RPL owner identifies a signal failure (SF) in a ring
when the RPL owner misses the poll packets or reads from the fault detection packets. When the fault is
identified, the RPL owneunblocks the ring protection link (RPL) and permits the protected VLAN traffic
through.

ERPS, similar to STP, provideslaop -free network by using polling packets to detect faults. If a fault
occurs, ERPS restores itself by sending traffic over a protected reverse path rather than making a
calculation to identify the forwarding path. The fault detection mechanism in the ERPS enablése ERPS
to join inless than 50 milliseconds and recovers quickly to forward traffic. In a real test case, the
protection switching time is 15ms in 250 devices single ring topology.
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In the new ERPS version, G.8032 v2, it supports multiple ring or ladder topology. Rings can conjoin by one
or more interconnection nodes. The major ring controls a full physical ring. Sub ring does not constitute a
closed ring. It is connected to a majoring at the interconnection nodes.

@ @ ® i ® ®
Major-Ring 1 Major-Ring 1 Major Ring 1
® @ ® ® o
® ® ® [ @ L4
Sub-Ring 2 Sub-Ring 2 Sub-Ring 3

® | ® " 4 ®

Using major ring and sub ring can design multiple ring or ladder topology. With these topologies, ERPS
can append to variance application with different level of ring network. For example, core ring and branch
ring architecture has application in campus am the area with central control node. Ladder topology has
lots of case for tunnel and train application. The benefit of small ring is less effect nodes if ring caused of
recovery.
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3.2.1 Configure ERPS Information

£+ ERPS Configuration

Ring 1

Q Basic Settings

ERPS Status Enable (@ Disable
Ring Type @ Major-ring Sub-ring
Port O(West) Port 1 W Mone
Port 1(East) Port 2 W Mone
ERPS Ring ID 1
R-APS Channel 1000
WTR Timer Interval 5
Advanced Settings @ Enable

Q Advanced Settings

Major-Ring Virtual
Channel 0

Sub-Ring Virtual Enable Disab

I

Revertive Mode (@ Enable Disable

MEL Value 7

Channel Support only when Ring Type set to"Sub-ring”

2]

For more information, hover the mouse over the 9icon in the system.

1 ERPSRIng

Apply

There are three rings supported on a device. Using the dropdown select to change the ERPS Rings.

I Basic Settings
ERPS Status

L

BEUCHIUwWY! WH?Rt cHIUWWEAAEWG! YaqY#HYOGW 2U0U0URUNDWY L

is disabled .
. Ring Type

37



KN-BTPMG202M GUIUser Guide )

Major-ring: controls a full physical ring.

Sub-ring: connected to another ring. It does not constitute a closed ring.

ERPS Port 0

N6 JDWEAAEWAY | qUMgdtIR Y g & IOMBIB G 0 & & WG WY n Wa 6 JW 5 RaF
of ERPS and decide the role of the port.

ERPS Port 1

N6 IJWEAAE WA Y| q LENSLARY | LLbg Hei KO LY ELLJAGE |G oI L) WY n Wap 6 W 5 R F
of ERPS and decide the role of the port.

Note: Only One of the switch ports can be configured as ERPS Port 0 or ERPS Port 1.

N6 JI WWRt wWyUa! wyvuwmsgs UVl mWRUW

Owner responsible for blocking the traffic in RPL and protects one side g
the RPL.
N6 Il WWRt wWwyUa! wyUWWs WRNEAY! wWR
Neighbor is the port connected with the Owner port and protects another sidg
of the RPL.

The Interconnection port connects a majofring and a subring. If
Interconnection | YU WY nWq6 JWGY! qt WYUWaq6 JWt 5 Ra#H
Yqo6ll WGYI qlis RG G WAHIIW DalldgV Wb? R
N6 UWm YUUDWWRGGHRIJY Wabcaqllgd JWGY
Neighbor.

None

ERPS Ring ID
The ID is the identifier of the ring. The members in the same ring must be set to the same

ERPS Ring ID.

The range of the ERPS Ring IDfiem 1 to 239.

The defaultERPS Ring I3 1.

R-APS Channel

The RAPS Channel is used to forward ERPS information and is mapped to the VLAN IDs.
These VLAN IDs cannot be set as traffic VLAN ID. The members in the same ring must be
set to the same RAPS Channel.

The range of theR-APS Channels from 1 to 4094.

The defaultR-APS Channeis 1000.

WTR Timer Interval

The WTR Timer Interval is used to initial an RPL block. It happen when both revertive mode
of operation or before reverting to idle state.

The range of theNVTR Timer Intervak from 1 to 12 in minutes.

The defaultWTR Timer Intervails 5 minutes.

1 Advanced Settings

NgIuW T2¢URDT WEWqqRUNY WnRJGT WRY WYUG! Wi RY Gae! T Ws 61
in the Basic Settings.

L

Major-Ring Virtual Channel

This field is used to configure the specific virtual channel for transmitting the

management packets of the subring through the majorring.

Sub-Ring Virtual Channel

BEUCHIUwWY! Wmn? R ¢ HE U We t -y, Wvhed Bhe SubRing Minial ¢ U U 1D 0 W R
Channel is enabled, ERPS protocol will transmit management packets by the configured

virtual channel.

Revertive Mode

BEUCHIUWWY! WH?RE CHIUwWaqS JWEAAEWAN2 11 qR2 W~ YT L
blocked link will revert to the RPL link after the failed link is recovered.

By default, the ERPS Revertive Modeésabled .

MEL Value
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MEL field is for the compliance with other devices which are running ITU G.8031 from
third-party. The MEL implies the MEG Level. Itis a field in thédRS PDU. A large MEL value
involves more devices. For example, level 7 contains levels 0 to 6.

The range of theMEL Values from 0 to 7.

The defaultMEL Valuds 7.

T BaldeA (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

3.2.2 ERPS Status

£+ ERPS Status

Ring 1 hd

Q Basic Information

Ring Type Major-ring
ERPS Status Disable
Ring State  MNormal
MNode State  Initial
ERPS Ring ID 1
R-APS Channel 1000
Virtual Channell N/A
Virtual Channel2z  N/A
Virtual Channel3 N/A
Revertive Mode Yes

MEL Value 7

Q@ Port Status

Interface Role status
Port 0{West) Lanl None Forwarding
Port 1(East) Lanz None Forwarding
Auto Refresh
Refresh Rate: 5 seconds @

1 ERPSRIng
There are three rings supported on a device. Using the dropdown select to change the ERPS Rings.

91 Basic Information
. Ring Type
N6 1JWa! GIIWYn Wa 6 1J LW 1J GMajst ajiny ks BEbAsRdEWiAVR URIcHaNrEe Yis S LIL b
Y | Quibwing without virtual channel kb O
ERPS Status
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N6 W q¢cgqet WYNWEAAEWRY WHEUCHIUwWY! WH?RE ¢ HI UmWRL
. Ring State
There are two states for ERPS Ringsormal and Abnormal .
Node State
There are three states for ERPS Nodelgiitial , Idle, Pending, and Protection .

Initial The ERPS protocol is disabled in the selected ring.
Idle The ERPS protocol is enabled in the selected ring and the ERPS 1
is under control by the RPL Owner.
The ERPS protocol is enabled in the selected ring. The ERPS rin
Pending recovery from Protection state and is waiting for the wtr time
expired.
The ERPS protocol is enabled in the selected ring but one of th
Protection links in the ring is broken. The RPL changes to forward to keep t
ring working.

. ERPSRIingID
The ID is the identity for the selected ERPS Ring.

R-APS Channel

This field shows the configured RAPS Channel.

Virtual Channel 1~3

This field shows the virtual channel of sud RUNIOWf nWaqé W Wn RIJGT Wt 6 Yst Wb
virtual channel follows the RAPS Channel.

Revertive Mode

Show the Revertive Mode is enabled (Yes) or disabled (No).

MEL Value

The field is the configured MEL value.

1 Port Status
Interface
The configured port presents the ERPS port 0/1 in the ERPS protocol.
Role
Display the configured role for the configured port.
. Status
Display the port status (forwarding or blocking) for the configured port.

L
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3.3 MRP

MRPfunction is only supported on the following models:
0804 Series including MID804G, MR0804G, MS0804G, MT0804X, MRP0804X, MS0804X
0802 Series including MI0802G, MR0802G, MS0802G, MTF0802X, MRP0802X, MS0802X

Media Redundancy Protocol (MRP)is an IEC standard protocol to prevent the ring topology from loop,
and it is defined aslEC 624392. The recovery time of MRP is much faster than STP and even than RSTP,
so it is suitable in most Industrial Ethernet applications.

In the ring topology with MRP, the manager is callddedia Redundancy Manager (MRM) and the clients
are called Media Redundancy Clients (MRC). TheMRMsend test packets from both of its ring ports
periodically to confirm the health of ring topology.

There are three states for MRP Ring Pont®isabled , Blocked, and Forwarding. When theMRPring is
under normal operation, the network works in theRing-Closed state. In the closed state, one of theMRM
Ring Ports is blocked and the other one is forwarding, while both of the ring portsMRCs are forwarding.
Due to the blocked port, the topology is a logical stub and the loops are avoided. If one of the forwarding
links is failed, the ring topology goes to open state, and the blocked port MRMwill be forwarding state

to insure the transmission in the ring.

Ring Topology Closed Ring Topology Open

If the MRCdetects a link down at one of the ring ports, it can notify this event to tHdRMinitiatively. In
Advanced Mode, the MRM can activate the blocked ring port to speedp recovery rather than wait till
sufficient loss of test packets.

MRPstandard guarantees the recovery time in the specifications. The recovery time are 500ms, 200ms,

30ms with maximum 50 switches, and 10ms with up to 14 switches in a ring. Currently, we support the
recovery delay of 500ms and 200ms.
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3.3.1 Configure MRP Information

£+ MRP Configuration

Q Settings
MRP Status Enable (@ Disable
MRP Role Manager (@ Client
MRP Recovery Delay I@I 500 ms 200 ms
MRP Port 1(Primary) None v
MRP Port 2(Second) None v
MRP Domain Name (2]

MRP Domain 1D 255.255.255.255.255.255.255.255.255.2!

Advanced Mode Enable

Apply

For more information, hover the mouse over the 9icon in the system.

MRP Status
BEUCHIWwWY! WBR?Rt cHIUwW~AAWG!I YaqYHYOWI cOURUNDWY U W q
disabled .

MRP Role
9YUnRNDa !l VW8 WW YGWWYnWgd Wt s RagH6Ws 6 30UWI 2 UURUNIW~AA]
6 WWBITRUVUgwWRqG WRA GO R W~A910

MRP Recovery Delay

The MRP Recovery Delay implies to the amount of lost packets. The IEC 62238andard defines
4 recovery delayst 500ms, 200ms, 30ms, and 10ms. Currently, we only support 500ms and
200ms.

MRP Port 1 (Primary)
The MRP Port 1 is theorim ary port of MRP.Select one of the switch ports to be the primary port of
MRP. The Primary port is default configured to Herwarding when the Ring is closed.

MRP Port 2 (Second)
The MRP Port 2 is thesecondary port of MRP.Select one of the switch ports to be the secondary
port of MRP. The secondary port is default configured to B#ocking when the Ring is closed.

MRP Domain Name
The MRP Domain Name is a unique string for the MRP domain to identify MRP domains

MRP Domain ID

The MRP Domain ID is the key attribute to define the members in the same MRP ring.
The defaultMRP Domain I0s
255.255.255.255.255.255.255.255.255.255.255.255.255.255.255.255
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1 Advanced Mode
NeWW T2¢URDT W~YT DWRY Wt e GGY I qUT WY U iMabhgeddIQillf apndlbiié~IALA
Advanced Mode is checked, it implies the Advanced Mode is enabled. Under the advanced mode,
when the MRM received a likdown signal, the MRM actives the backup port immediately rather
than waiting for thesufficient loss of test packets.

3.3.2 MRP StatusT Basic & Configure Information
£+ MRP Status

Q Basic Information

Instance ID 1

Domain ID  255.255.255.255.255.255.255.255.255.255.255.255.255.255.255.255

@ Configure Information

Advanced Mode(react on link change) Enabled
Role of Switch (administrative setting) Manager
Role of Switch (real operating state) Manager
Domain Name
Recovery delay 500 (msec)
Port Number, Secondary 3, State: Blocked
Port Number, Primary 4, State: Blocked

Operation  Enabled

91 Basic Information

Instance 1D

The Instance ID is the Ring ID. We only support one ring currently, so the Instance ID
displays always1.

Domain ID

The Domain ID is the identity of current MRP ring. Only the members with the same
Domain ID will be regarded as working in the same ring.

L

1 Configured Information
Advanced Mode
The field shows the status of Advanced Mode. Advanced Mode is only supported when
the switch is configured as aMRM (Manager)
Role of Switch
There are 2 roles of switches in the MRPManager and Client
Administrative Setting: the role that users configured for the switch.
Real Operating State: the role that the switch is working as.
Domain Name
This field shows the configured name of this MRP Domain.
. Recovery Delay
This field shows current operating Recovery Delay. It may B0 or 200 (msec).
Port Number, Secondary
Port Number, Primary
These two fields shows two parts of information. The first one is the switch port number
configured as Primary / Secondary Port, and the other one is the state of this port. There
are 3 states for MRP ports when the MRP is enabldebrwarding, Blocked , and Disabled .
fnllgd JW~AAWRY W Rt NAGIOT Algd IW q¢c qlWt 6 Yst W
. Operation
This field shows current Operation Stata Enabled or Disabled .

L
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Q@ Operating States

Ring State  Open
Topology Change Interval 20.0 (msec)
Topology Change Repeat Count 3
Short Test Interval  30.0 (msec)
Default Test Interval  50.0 (msec)
Test Monitoring Count 5
Nonblocking Client Supported Enabled
Test Monitoring Extended Count 15
Check Media Redundancy Enabled

1 Operating States (Master)

. Ring State
The Ring State displays the actual ring sate of MRP, and the state may be

Open: some of the links in the MRP ring are down or MRC failure.
Closed: the MRP ring is closed and under normal operation without error.
. Topology Change Interval
The interval is the period to sendMRP_TopologyChangeframes.
. Topology Change Repeat Count
The count is the repeat times to transmiMRP_TopologyChangeframes.
Short Test Interval
This interval is a timer used aftelink changes to send MRP_Testframes on the MRP ring
ports.
Default Test Interval
The interval is thedefault period to sendMRP_Testframes on the MRP ring ports.
Test Monitoring Count
This field is the interval count for monitoring the reception dfiRP_Testframes.
. Non-blocking Client Supported
This field displays the ability of the MRM to support MRCs withoBLOCKEDport state
support in the ring.
. Test Monitoring Extended Count
This field is anoptional parameter. It is an extended interval count for monitoring the
reception of MRP_Testframes.
. Check Media Redundancy
96 1WHt Wad WWra Il | WUqUWt qc¢ q Bribdtieod i Bisaided N-601J LLIE g ¢ q WG ¢ ! |
Q@ Operating States

Link Down Interval  20.0 (msec)
Link Up Interval 20.0 (msec)

Link Change Count 4

Blocked Suppert  Enabled

Auto Refresh

Refresh Rate: 5 seconds @

1 Operating States (Client)
Link Down Interval

The Linkdown Interval shows the perioid that MRP Lirkown frames sent on the ring port.
The default value of Linkdown Interval is20ms.
. Link Up Interval
The Linkup Interval shows the perioid that MRP Linkip frames sent on the ring portThe
default value of Linkup Interval is20ms.
Link Change Count
The Linkchange Count controls the repeated times to transmit MRP LiniChange frames.
The default Linkchange Count is4 times.

L
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. Blocked Support
The Blocked Support is defaulenabled. The MRM with Blocked Support will block the

secondary port when there is no Blocked Port in the MRM ring topology to avoid loops.
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4 Management

4.1 SNMP

Simple Network Management Protocol (SNMP) is a standard for collecting and structuring information
on the managed devices of the IP network. It can also modify some of the information to change the
behavior of the devices. SNMP is usually used in monitoring the network. The users can remotely gue
the information provided by the devices running SNMP.

The switches support SNMP v1, v2c¢, and v3. SNMP v1 and v2c authenticates with a community string for
reead-only ks L Yeladiwete i UG | G Rt + RYUWNGS WWE ~AwWzoWecaq6lUgRAECqRY UL
authentication level (MD5 or SHA) and also supports data encryption to make the data safer.

For the SNMP version and authentication method relationship, refer to the table below:

[emen [ ool 7 e[|

vl & Read Only Community Community String No String match for authentication

v2c ReadWrite Community Community String No String match for authentication
Security Levelr
No Authentication, No No No Access by an account (admin or user)
Privacy

Access by an account (admin or user)

Security Levelr and password with more than 8

Authentication, No Privacy MD5 / SHA No characters, which is based on MD5 or
v3 SHA
Access by an account (admin or user)
and password more than 8
Security Levelr MD5 / SHA Yes characters, which is based on MD5 or
Authentication, Privacy AES /DES | SHA. The data encryption is based on

AES or DES and the key requires 8 to
32 characters.
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4.1.1 Configure SNMP Server Information

£+ SNMP Server

il

Q@ Basic Settings

SNMP Version v1, v2c and v3 "
Read Only Community public
Read-Write Community private

Q SNMPv3 Settings

2 Admin

Security Level No Authentication, No Privacy v

Authentication Type D3 SHA

Authentication Password administrator o
Encryption Type AES DE
Encryption Password administrator e
L User
Security Level No Authentication, No Privacy v

Authentication Type 1D5 SHA
Authentication Password administrator Q

Encryption Type AES

Encryption Password administrator Q

Apply

For more information, hover the mouse over the @icon in the system.

Basic Settings

L

SNMP Version

Ngwuwt '+ qua wlUeA,valantdg¥ WHIE qé BlleggRAC qRYUWA! W In¢ e
DUCHOGWWaq6 WWE ~ Al fard IvZHLL YR EDiENe s il | Wisld | + Wa VY WT Rt ¢ HE
SNMP server.

Read Only Community

N6 JWrRY GG URq! Wet T Wa VY WE HH kdad-odhgprlUEL ER 2~-RAIL NI K2 1J 1 LU:
Themax. length for the Read Only Communityis 32 characters.

Note: #,\, ', ", ?areinvalid characters.

ReadWrite Community

NeUuWeYGGaURq! Wet U1 Waq VY We HH @ad-wilite 6 WEHIER 2 RAUD MI0 W 131 LUz
Themax. length for the Read-Write Community is 32 characters .

Note: #,\, ', ", ?areinvalid characters.
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1 SNMPv3 Settings

This section is displayed only when theSNMP VersionR+t LWt D Wa VY Wm2 OwWY ! Wms2 NA W2
accounts are providedT Admin and User to access the SNMP agenthe users can set different
levels for the 2 accounts.

L

Security Level
No Authentication, No Privacy a LI HE1Jt + WA! We¢ UWe #ARY2 UqWmeT d RUwLWY

Authentication, No Privacy a W H#HIJt + WH! We UWe #HAYa UqWme T G RUWY I
Authentication, Privacy a W HHIJt + WA! We UWe HAY2 UqWme T G RUWY | Wb
data will be encrypted.

Authentication Type

Two algorithms are provided MD5 and SHAfor authentication password.

Authentication Password

A string/key is used to authenticate the SNMP Server and obtain the access permission.

It will be hashed by MD5 or SHA before authentication.

Themin. length for the Read-Write Communityis 8 characters.

The max. length for the Read-Write Community is 32 characters.

Note: Only digits, letters and underline are valid.

Encryption Type

Two algorithms are provided AESand DESfor data encryption.

Encryption Password

A string/key is used to encrypt the data that is sent to the SNMP server.

Themin. length for the ReadWrite Community is 8 characters.

The max. length for the Read-Write Community is 32 characters.

Note: Only digits, letters and underline are valid.

i (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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4.1.2 Configure SNMP Trap Information
£+ SNMP Trap

il

Q Basic Settings

Trap Version
Inform Retry
Inform Timeout
Trap Receiver IP 1
Trap Receiver IP 2

Community

v3 Trap

public

2 & 2 o O

Q@ SNMPv3 Trap Settings

Username

Engine ID

Security Level
Authentication Type
Authentication Password

Encryption Type

Encryption Password

0x8000000080f189e37802010000

Authentication, No Privacy v

@ MD5

m
03]

SHA

DES

2

Basic Settings

L

L

Trap Mode

NSUWt !+ qldd WU ¢ M vee addp@illice q-dAlllle RH¢ qRYULWHAH! WT Uné

PWUcAHOWWaqS DWE ~ Aulliand v22udll NuBi ekt B (IR H e q 1t WIT Rt ¢ H

SNMP server.
Inform Retry

N6IWWE ~AlWlql ¢cGWsRaaWwt WOT WmAJql ! wlWqRG Wt Ws 6 JUWaq6

mode.

The default Inform Retry i5.

Inform Timeout

NEWWRUqUI 2¢0WRY Wet UT WagYwt JOT Wal ¢ GWs 6 3ULWa6 1IWal «
The range of the Inform Retry isom 1 to 300 second(s).

The default Inform Retry id second.

Trap Receiver IP 1 & 2

The IP address is the IP address of the trap server to receive the trap information. The

Apply

For more information, hover the mouse over the @icon in the system.

The range of the Inform Retry isom 1 to 100.

system supports bothIPv4and IPv6 addresses for the receiverThere are 2 Trap Receiver

IP supported.
Community

The string in the SNMP trap is the identity of the device.
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The max. length for the Community is 32 characters.
Note: #,\, ', ", ?areinvalid characters.

1 SNMPv3 Trap/Inform Settings

This section is displayed only wherap Mode¢ | DLWt Jq Wq VY Wws2 OWNI ¢ GuWY | W2 OWf
Username
Specify the username for authentication with the SNMP trap server.

. Engine ID
The Engine ID is the identifier for the given SNMP application.

. Security Level
No Authentication, No Privacy : Access using the username assigned to the users.
Authentication, No Privacy : Access using the username assigned to the users with
password.
Authentication, Privacy : Access using the username assigned to the users with
password and the data will be encrypted.
Authentication Type
Two algorithms are provided MD5 and SHAfor authentication password.
Authentication Password
A string/key is used to authenticate the SNMP trap server and obtain the permission. It
will be hashed by MD5 or SHA before authentication.
Themin. length for the ReadWrite Community is 8 characters.
The max. length for the ReadWrite Community is 32 characters .
Note: #,\, ', ", ?areinvalid characters.
. Encryption Type
Two algorithms are provided AESand DESfor data encryption.
. Encryption Password
A string/key is used to encrypt the data sent to the SNMP trap server.
Themin. length for the ReadWrite Community is 8 characters.
The max. length for the ReadWrite Community is 32 characters .
Note: #,\, ', ", ?areinvalid characters.

T B (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

L
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4.2 DHCP

4.2.1 DHCP Server/Client

DHCP,Dynamic Host Configuration Protocol , is a standardized protocol used in the IP networks. The
DHCP Server holds aP address pool and when a DHCP Client request for an IP address, the DHCP
Server picks an IP address from the pool and assigns it to the client. DHCP Server also manages other IP
information such asDefault Gateway and DNS Server. DHCP is very useful to configure the IP

information for a number of devices. Only the administrator can enable the DHCP Client for each device
and setup the DHCP Server. The clients will then obtainumique IP address and other IP settings to
connect to the network.

4.2.2 DHCP Option66 & 67

Option 66 & 67 is an open standard. RFC 2132 defines it. Option 66 is used to identify a TFTP server when
the sname field in the DHCP header. Option 67 is used to identify a boot file when tfiee field in the
DHCP header has been used for DHCP options.

4.2.3 DHCP Server Binding

Apart from dynamically allocating an IP address to a DHCP Client, the DHCP Server also provides a
function to manually assign astatic IP address to the device with a specific MAC Address. This is called
as DHCP Server Binding.

4.2.4 DHCP Relay/Option82

In a large network, there might be several subnets existed and the DHCP Client is not able to serve by
DHCP Servers directly. In this case, we need a relay agent to help to transmit the request frames to the
DHCP Servers. When a relay agent receives thedaidcast request frame from a DHCP Client, the relay
agent will transmit the frame to the DHCP Servers, which are in the same subnet by unicast.
Option 82 is an information option to identify the clients byCircuit ID and Remote ID. TheCircuit ID is
an identity containing theinterface name and/or VLANinformation, and the Remote ID is to identify the
remote host (the relay agent). The DHCP Server can distribute an IP address to the DHCP Client
according to Option 82 information and make the IP addresses more controllable.

The frame format for theCircuit ID is as below:

Suboption Circuit ID
Type g Type

Length Length
T s

1 6 0 4 VLAN Module| Port

1 byte 1byte 1byte 1 byte 2 byte 1 byte 1 byte

7 VLAN
The VLAN field is for thenanagement VLAN ID, which is natively set tol.

1 Module
The stack number for the device sending the DHCP request is on. For industrial switches, this byte
is always filled as0.

1 Port
The port number identifies the incoming DHCP request frame/DHCP Client.
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The frame format for theRemote ID is as below:
Suboption Remote ID
Type Type

Length l Length

\ \

2 8 0 6 MAC Address

1byte 1byte 1byte 1 byte 6 byte

1 MAC Address
By default, the MAC address is set to the MAC address of DHCP relay agent.
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4.2.5 Configure DHCP Client

£ |Pv4 Settings

IPv4 Mode (@) Static DHCP Client

IP Address 192.168.10.1

Subnet Mask 2552552550

Default Gateway

DNS Server 5.8.88

Apply

1 1Pv4 Mode
Set theIPv4 Mode ) YOHEP Clientrws Wa Y WIJU¢ HO D Waq 6 I W? ¢ 9 A L diddavdry a FOWN 6 1J LU
frame to the network and tires to obtain an IP address from the DHCP Server.
After enabling the DHCP Client, users need to connect to th€onsole Port to get the IP address
Al We tsHROWIP dddsessw WY U Lig 6 I W9 x f 1O

i (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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4.2.6 Configure DHCP Server Information

£+ DHCP Server

Server Status DHCP Server Down

Server Mode Enable @ Disable

Start IP Address
End IF Address

Default Gateway

DNS Server

Lease Time 86400 o
Option 66 2]
Option 67 2]

Apply

For more information, hover the mouse over the @icon in the system.

1 Server Status
Shows the status of the DHCP serveDown or Up.

1 Server Mode
WBEUCHIWUWWY!I Wb? R CHIUwWa6IW?2c 9AWENI 2101 WneUrRqRYUIO

i Start IP Address

EVqWaé W ¢cUNWYnWagsJWf AWGY Yd OWNS WWmEqe! quwf Aw TT1 13
mEqe !l qUf AW T T 1 13&ante subiheteat thaltl i td ISRitalitged. 1 LLI

i EndIP Address
EVqWaé W ¢UNPWYnWf AWGYY G OWRNS DWBEOT Wf AW TT1 13t wlWRHY
BEUT Wf AW T T 1 It samelsiibnét aslthatditie Switah ds8Itl

1 Default Gateway
Set the Default Gateway for the DHCP Clients to make them connect to the WAN.
w2 WNnc¢edaqll] ¢ qlls ¢cdamelbibaet ap that Of AR Svitdty iGs&IfLL

1 DNS Server
Set the DNS Server for the DHCP Clients to make them connect to another device based on the
URLinstead of IP address.

M1 LeaseTime

DHCP Server leases an IP address to a device fperiod of time . When the lease time expires,
the DHCP server may assign a different IP address in the pool to the device.
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1 Option 66
TheURL or IP addressof provisioning sever presents in DHCP option 66 messages.

1 Option 67
Theboot file name of provisioning sever presents in DHCP option 67 messages.

T BaldlA (Apply Button)
After configuring above fields, click Apply" button to make the changeseffective.

4.2.7 DHCP Leased Table
£+ DHCP Leased Table

Show 10 v | entries Search:
IP Address & MAC Address Expired Time
192.168.10.100 68:02:35:00:16:ee 1970/01/07 22:55:49
Showing 1 to 1 of 1 entries First Previous Mext Last
Auto Refresh
Refresh Rate: 5 seconds. @
1 1P Address

This field implies the IP Address that this device acquired from DHCP Server.

1 MAC Address
The MAC Address of the device that acquired mapped IP Address. Administrators can use MAC

TT1 0 WYWee GWqYWags Wl W2 RAEWKT Wf AW TT1 13110

1 Expired Time
The Expired Time implies the deadline of designated IP Address that leased from DHCP Server.

After Expired Time, the DHCP Client has to communicate with DHCP Server and ask for the IP
Address again.
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4.2.8 Configure DHCP Server Binding Information

£ DHCP Server Binding

Binding ID @ MAC Address Binding IP Address +

Apply
For more information, hover the mouse over the @icon in the system.

1 Binding ID
An ID used to identify the binding.

The range of the Binding ID fsom 1 to 32.

T MAC Address
The device with the specified MAC Address will be assigned to the static Binding IP Address.

1 Binding IP Address
A static IP Address will be assigned to the specified MAC Address.

¢ == Click the plus icon to add a DHCP Binding row.
1 . Click theremove icon to delete the DHCP Binding row.

1 21U (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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4.2.9 Configure DHCP Relay Information

£ DHCP Relay

Q Basic Settings

Relay Mode Enable (@ Disable
Relay Options2 Enable (@ Disable

Helper Address 1
Helper Address 2

Helper Address 3

e ©¢ © ©

Helper Address 4

Q@ Relay Untrust

Port Untrust Status @

1 Enable (@ Disable
2 Enable (@ Disable
3 Enable (@ Disable
4 Enable (@ Disable
5 Enable (@ Disable
6 Enable (@ Disable
7 Enable (@ Disable
3 Enable @ Disable
9 Enable (@ Disable
10 Enable (@ Disable
11 Enable (@ Disable
12 Enable (@ Disable

Apply

For more information, hover the mouse over the @icon in the system.

1 Relay Basic Settings
. Relay Mode
BEUCHIUwWY! Wb? Rt ¢HIUwWq6 JW?2c 9AWANGE! Wne URqRY U
. Relay Option82
BEUCHIUDwWY! Wb? Rt ¢HIUwWaq6 JW?2c 9AWANGE! Ws Ra6 WS Gql
Helper Address 1- 4
ThelP Addresses of the DHCP Serversprovide IP addresses to the DHCP Clients. A
backup of Four Helper Addresses are available during breakdown.

1 Relay Untrust
Port

Portl to Port N, where N is based on the total port number.
Untrust Status

L

L
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BEUCHOWUwWY! Wb? Rt CHIWwWaqYWe Uql 2t qlugé DWW GUHRNRHAL
port, the system willdrop the DHCP management frames on the port.

T BaldslA (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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4.3 PoE (PoE Model Only)

ThePoE, or Power over Ethernet, allows switches to provide electric power along with data on the
twisted pair Ethernet cables. The Power over Ethernet defined the property as the following table. It
requires category 5 cables or better to support high power level®oEis helpful when the AC power is not
available or is available with high costlt is usually used in surveillance IP cameras, I/O sensors, wireless
access points, and IP telephones.

~¢c#OWGYs Ul L N P O M LU O MIOM LLi T MU N MM i
éYliqenuw ¢U nNMN#™M IOML P MM IOM P MM IOM| P = &M OM
~¢c*¥RUz 0 Wka | OP MW TMMWGEG = MMUEIJ! LW q’zGMCm'f'l‘”

4.3.1 Power De-rating Protection

Due to the power supply is designed inside the devices for some models, so the power budget will
decrease by the operating temperature. To ensure the functionality of POE, we do the protection by
software in the background and adjust the budget as temperate rises. Please refer to thedardware
User Manual for the detail of the relationship of power budget and temperature.

4.3.2 PoE Debug Code
We providePoE Debug CommandY U LU oCé ligféid feoubleshooting:

When users find that the PoE functions work abnormal, users can use the command to acquire the error
code. The error codes are mapping to different situations, users can understand the error codes from the
following table:

0x00
0x01
0x02 POE port is on.
0x03
0x04
0x06 POE port is off. Mains voltage is higher than maximum voltage limitation.
0x07 POE port is off. Mains voltage is lower than minimum voltage limitation.
0x11 PoE port is not defined yet, please check the PoE power input.
0x20 PoE port is off because of power budget exceeded.
Ox1F PoE port is off because of oveload state according to 802.3AF/AT.
0x43 PoE port is off because of class error.
0x81 802.3BT- compliant PD was detected using BT Port (30w)
Ox85 802.3BT- SSPD was detected using BT Port (60w/95w) and operates as BT Port (3
if requested class =< 4.
802.3BT- SSPD was detected using BT Port (60w|95w) and operates as BT H
0x86 ;
(60w/95w) if requested class > 4.
0x90 BT Port (30w) and delivers power due to force power command.
0x91 BT Port (60w/95w) and delivers power due to force power command.
0x1B PoE port is off because detection is in process.
O0xA8 PoE port is not connected.
Others Please contact your system administrator!!
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4.3.3 Configure Power over Ethernet (PoE)
£ PoE Configuration

Port Mode Status Class Voltage Power
1 @ Enable Disable Force Off 0

2 @ Enable Disable Force Off 0

3 @ Enable Disable Force Off 0

4 @ Enable Disable Force Off 0

5 @ Enable Disable Force Off 0

6 @ Enable Disable Force Off 0

7 @ Enable Disable Force Off 0

8 @ Enable Disable Force Off 0

Apply

1 Port
Portl to PortN, where N is based on the total POE port number.

1 Mode
rEnablen Mlidable b A LFérceli A Y EWn 2 URqRYUWY U W6 I Wt GIHRNRHALWGY ! a
m Y HOwAWgqs Wt 't qUOGWs RAGWG!I Y2RT WWGYs I WnVYl ®#IT 4! L
connected to this port.

1 Status
The field shows the PoE status of the specific port.
On: PoE is enabled or configured to force on the port and power is delivered on the port.
Off: PoE is enabled on the port but no Powered Device (PD) is connected.
Disabled: PoE is disabled on the port.

1 Class
The field shows the class followed by the PD. The acceptable power of the class is defined in the

IEEE 802.3af/at.

1 Voltage
This field shows the output voltage that PSE provided. The power output of the boost switch will

be boosted to 53V.

1 Power
The Consumption field contains provided power in watts. The PSE can provide up to 30Watts and
the PDs can receive up to 25.5Watts.

1 2L (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

60



KN-BTPMG202M GUIUser Guide )

4.3.4 Configure PoE Keep Alive
¥ PoE Keep Alive

Port Detect IP Address @ Ping Interval @ Hold Time @
1 Enable 30 60
2 Enable 30 60
3 Enable 30 50
4 Enable 30 60
5 Enable 30 60
6 Enable 30 50
7 Enable 30 60
38 Enable 30 60

Apply

For more information, hover the mouse over the @icon in the system.

1 Port
Portl to PortN, where N is based on the total POE port number.

1 Detect
BEUCHIWWWY! WH? Rt CHIUwWWqYWT WaqUlAqWasé JWAYs 11 JT W? U2RH
is enabled, the system pings the configured IP Address on every Ping Interval.

1 IP Address
The field is the IP Address of the Powered Device (PD).

1 Ping Interval
The Ping Interval is the duration to ping the Powered Device (PD).

The range of the Ping Interval fsom 1 to 65535 seconds.
The defaultPing Intervalis 30 seconds.

1 Hold Time
The Hold Time is used when the ping fails. The system will wait for the Hold Time to expire and then
try to ping the PD again.
The range of the Hold Time isom 1 to 65535 seconds.
The defaultHold Timeis 60 seconds.

T BaldslA (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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4.3.5 Configure PoE Schedule
£+ PoE Schedule

Port 1 ¥

Schedule Mode Enable @ Disable

sun Man Tue Wed Thu Fri Sat

00
01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
17
18
19
20
21
22
23

Apply

1 Port Selector
Select the port number to configure the PoE Schedule.
Port1 to PortN, where N is based on the total PoE port number.

1 Schedule Mode
WBEUCHIWWWY! WH? Rt CHIUWWaqYWG!I Y2RT JWGYs I WH! Waqb6 JW H6

1 Enable (for each day)
The week is from Sunday to Saturday.

1 Week (The xray of the table)
The week is from Sunday to Saturday.

1 Hour (The yray of the table)
The hour is from 00 (00:00) to 23 (23:00).
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Users can select the checkbox with the Week and Hour in the table to enable the PoE Schedule on
the specific time. For example, if the user wants the PoE to be enabled only on Monday from 6:00
to 7:00 and on Wednesday from 13:00 to 15:00, the following chkboxes must be selectedT
b~ ¥NUZ t A LEVF- WY SOLHEXGO i A LHYGT WA L ¢ ON RLEsHOLLD T

1 2 (Apply Button)
After configuring above fields, click Apply" button to make the changeseffective.

4.3.6 Configure PoE Priority

Fromv1.1.484 Ws 1J Wl RridrityMddélm Ll ¢ Bdwéld bimitis Wn Y1 W ¢ H6 WGY ! quWEYUnRNDz21 ¢ qF
Priority Page because of the support of the PoE chipset.

Fromv1.1.77, all PoE Models (including MP/MT/MH/MQ/CP/CT/CH/CQ) support PoE Priority function

including 60W/95W 802.3bt switches.

£+ PoE Priority

Q Basic Settings

Power Budget 240 (2]
Q Power Settings
Port Priority
B Low v
2 Low v
3 Low v
4 Low v
E Low v
& Low v
7 Low v
8 Low v

Apply

For more information, hover the mouse over the @icon in the system.

1 Basic Setting

. Power Budget
This field defines themaximum power that can provide to all the connected PDs.

The range oPower Budgetis from 1 to 240 Watt.
The defaultPower Budgetis 240 Watt.

1 Power Settings
Port

Portl to PortN, where N is based on the total PoE port number.

. Priority
Assign the PoE priority tdigh, middle , orlow for the specific port.

T BadLB (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

L
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4.4  Industrial Protocols
Industrial Protocols are supported on all models

There are three industrial protocols provided in the switchr EtherNet/IP , PROFINET and Modbus/TCP.
EtherNet/IP is anindustrial network protocol that linked up the Common Industrial Protocol (CIP) with
standard Ethernet. EtherNet/IP takes advantage of both of thaternet Protocol suite and IEEE 802
standard , which are the most widely deployed collections of Ethernet standards, to define the features
and functions for its transportation, networking, data link and physical layers. CIP makes use object -
oriented design to provide EtherNet/IP with the services and device profiles needed for retime control
applications. The objectoriented design of the CIP is also used to promote consistent implementation of
automation functions into a diverse ecosystem of products. EtherNet/IP defines how to organize the data
in a TCP/UDP packet and transfers the packén the application layer.

Modbus is a popular communication protocol used for theindustrial serial devices . It is usually working

¢ | ridster-slavew WE | A6 R Hqe | 1JdidgrammalsieYdgic dnirtlidis Rvbjch Aie also called

PLCs. The Modbus/TCP implies to provide Modbus Messaging service on the TCP/IP, so that the devices

which are running Modbus can communicate with each other with Modbus messages. The Modbus

messages are encapsulated with an Ethernet TCP/IP wrapper on the basif the standard. During the

transmission, the switches can only acquire the encapsulated information when the Modbus/TCP is

enabled. If users would like to understand the real content of Modbus message, users have to install

Yaqo6lJl We qROGRQRIJE W 2 A6 Wet Wb~ YT EHc Uw Oligeeslintidingsgptard 1J1 LR G G .
information, firmware information, port information, and packet information. The details refer to the

rModbus Data Mapping Informatioms LUt JHq R Y U 1O

PROFINETis a technical standard for automation data communication over Industrial Ethernet. It is
designed for collecting data and controlling devices in industrial systemsPROFINETs maintained and
supported by PROFIBUS & PROFINET InternationalPl). It defines entire data exchange not only 1O
controllers and IO-devices but also parameter setting and diagnosisPROFINETis useful for production
and process automation, safety applications, and all range of drive technology while these applications
are implemented.
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4.4.1 Modbus Data Format and Function Code
The primary four types of Modbus/TCP data format are as following:

Physical Discrete Inputs
Internal Bits or Physical Coils
Word Access Physical Input Registers
(16-bit Access) Physical Output Registers

Read Discrete Inputs
Read Coils

Read Input Registers
Read Holding Registers

Bit Access

[SRE-N I\

4.4.2 Modbus Data Mapping Information

In the following tables, we assume the total port number i28.
The following table is fofFunction Code 3 (Holding Registers) /Function Code 6.

System Information

Port 1 to Port 8 Status Configuration
0x0000 to 0x0000: Disable
0X0008 1 word HEX

0x0001: Enable

The following table is fofFunction Code 4 (Input Registers ). The data map addresses in the following table

starts from Modbus address 30001. For example, the address offset 0Ox0O000H equals Modbus address

30001, and the address offset 0x0030H equals Modbus address 30049. All the information read from our

switches is in theHEX modec¢ UT Weat W1 + WHecOWI Un Ul WqYWq6 W EQ9f f WacHG I
MFTMOI KqK b O

System Information

Al YT 2 Haqll &NYIN W~ N
Word 0 Hi byte = h ~ Kk

Word 0 Lo byte = h Nk

Word 1 Hi byte = kh

0x0030 20words | ASCII Word 1 Lo byte = h MK

Word 2 Hi byte = h Y K

Word 2 Lo byte = h MK

Word 3 Hi byte = h MK

Word 3 Lo byte = h ] K

0x0050 1 word Product Serial Number

Firmware Version
For example:
Word 0 = 0x0103

Word 1 = 0x0200

0x0051 2 words HEX

Firmware version is 1.3.2

Firmware Release Date
For example:
Word 0 = 0x1719

0x0053 2 words HEX Word 1 = 0x1506

Firmware was released on 201%6-17 at
NPLWY Kk #OYHT
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Ex: MAC = 01:02:03:0A:0B:0C
Word 0 Hi byte = 0x01

Word 0 Lo byte = 0x02
Word 1 Hi byte = 0x03
Word 1 Lo byte = Ox0A
Word 2 Hi byte = 0x0B
Word 2 Lo byte = 0x0C
Power 1

0x0059 1 word HEX 0x0000: Off
0x0001: On
Power 2

Ox005A 1 word HEX 0x0000: Off
0x0001: On

Fault LED Status
0x0000: Boot error

0x0058 1 word HEX 0x0001: Normal
0x0002: Fault
DO1

0x0082 1 word HEX 0x0000: Off
0x0001: On

Port Information

Port 1 to Port N Status

0x0000: Link down

0x1000 to 0x0001:

Link u
0x1020 1 word HEX p

0x0002: Disable
OXFFFF: No port

Port 1 to Port N Speed
0x0000: 10M-Half
0x0001: 210M-Full
0x0002: 100M-Half
0x0003: 100M-Full
0x1100 to L word HEx 0x0005: 1000M-Full
0x1120 0x0006: 2500M-Full
0x0007: 5000M-Full
0x0008: 210000M-Full
0x0009: Over 10000MFull
OxFFFE: Link down
OXFFFF: No port
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Port 1 to Port N Flow Ctrl

0x1200 to L word LEx 0x0000: Off
0x1220 0x0001: On
OxFFFF: No port
Port 1 to Port N Description
AYIl qw? 3t #1 RGgRYULWI W
0x1300 to Word 0 Hi byte = h Nk
0x1313 (Port 1) Word 0 Lo byte = h MK
0x1314 to Word 1 Hi byte = h I\NAK
Word 1 Lo byte = h NK
0x1327 (Port 2) 20 words | ASCII y
B B
0x138C to Word 4 Hi byte = h MK
O0x139F (Port 8) Word 4 Lo byte = h Pk
B
Word 5 Hi byte = h KOk
Word 5 Lo byte = AMK
Port 1 to Port N PoE Status
0x1500 to 0x0000: PoE Off
0x1520 1 Word HEX 0x0001: POE On
OxFFFF: Not PoE port
0x1600 to Port 1 to Port N PoE Power in Watt
0x1620 1 word HEX OXFFFF: Not PoE port
Packet Information
Port 1 to Port N Tx Packets
Ex: port 1 Tx Packet Amount = 13248635
Received Modbus response:
0x2000 to
Ox203E 2 words HEX 0x13248635
Word 0 = 1324
Word 1 = 8635
Port 1 to Port N Tx Bytes
Ex: port 1 Tx Bytes Amount = 13248635
Received Modbus response:
0x2080 to
OX20EF 2 words HEX 0x13248635
Word 0 = 1324
Word 1 = 8635
Port 1 to Port N Rx Packets
Ex: port 1 Rx Packet Amount = 13248635
Received Modbus response:
0x2100 to
OX21(N*2-1) 2 words HEX 0x13248635
Word 0 = 1324
Word 1 = 8635
Port 1 to Port N Rx Bytes
Ex: port 1 Rx Bytes Amount = 13248635
Received Modbus response:
0x2180 to
OX21FF 2 words HEX 0x13248635

Word 0 = 1324
Word 1 = 8635
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4.4.3 Ethernet/IP CIP Object Mapping Information

The following communication objects that defined in Common Industrial Protocol (CIP) are supported in
switches for PLCs and SCADA systems to monitor:

1 Identity Object
1 TCPI/IP Interface Object
1 Ethernet Link Object

1 Proprietary Object
The following tables introduce the supported attributes, including access rules for each attribute, and
services for the above objects. Users can also refer to the official documents of CIP introduction (Vol. 1)
and the Ethernet/IP Adaption of CIP (Vol. 2 understand the details of each attribute of the standard
objects.
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4.4.4 Identity Object

The Class code of Identity object is defined i€IP Vol 1, 52 and the value isOx01.

CLASSATTRIBUTELIST

1 Get Revision UINT (16) | Revision of this object
Maximum instance number of an object
2 Get Max Instance UINT (16) | currently created in this class level of the
device
3 Get Number of Instances UINT (16) Number.of O.bJeCt Instances currently
created in this class level of the device.
Maximum 1D Number The attribute ID number of the last class
6 Get . UINT (16) | attribute of the class definition implemented
Class Attributes . :
in the device
Maximum 1D Number The attribute ID number of the last instance
7 Get : UINT (16) | attribute of the class definition implemented
Instance Attributes . :
in the device

INSTANCEATTRIBUTELIST

1 Get Vendor ID UINT (16) | The vendor ID of company
2 Get Device Type UINT(16) [ M¥FMALWmBL~¢ Ue NIIT WE q6
3 Get Product Code UINT (16) | N/A
(Struct.) The version of the Identity object
4 Get Revision Major USINT (8) | The structure member, major
Minor USINT (8) | The structure member, minor
5 Get Status WORD (16) | Not used
7 Get Product Name 2?’8:?\1% ;I;r;:eng:oduct name in humanrreadable
101 Get Serial Number UDINT (32) | The serial number of each device

COMMON SERVICELIST

0x01 Oy Oy Get_Atributes_All Return the contents of all attributes of the class
O0xOE Oy Oy Get_Atributes_Single Used to read an object instance attribute

0x10 Oy Set_Atributes_Single Used to write an object instance attribute

0x05 Oy Reset Invokes the reset service for the deivce
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4.4.5 TCP/IP Interface Object

The Class code of TCP/IP Interface object is defined @IP Vol 2, 53 and the value isOxf5.
CLASSATTRIBUTELIST

1 Get Revision UINT (16) | Revision of this object
Maximum instance number of an object
2 Get Max Instance UINT (16) | currently created in this class level of the
device
3 Get Number of Instances UINT (16) Number.of O.bJeCt Instances currently
created in this class level of the device.
Maximum 1D Number The attribute ID number of the last class
6 Get . UINT (16) | attribute of the class definition implemented
Class Attributes . :
in the device
Maximum ID Number The attribute ID number of the last instance
7 Get : UINT (16) | attribute of the class definition implemented
Instance Attributes . .
in the device

INSTANCEATTRIBUTELIST

1 Get Status DWORD (32) | Interface status
0 = The Interface Configuration
attribute has not been configured.
1 = The Interface Configuration
attribute contains valid
configuration obtained from
BOOTP, DHCP or nowolatile
storage

Interface capability flags

Bit map of capability flags:

Bit 0: BOOTP Client

Bit 1: DNS Client

Bit 2: DHCP Client

Bit 3: DHCRDNS Update
Bit 4: Configuration Settable

Interface control flags

Bit map of control flags:

Bit 0 to 3: Startup Configuration
0= The device shall use the
interface configuration values
previously stored (for example,
in non-volatile memory or via
hardware witches).
1= The device shall obtain its
interface configuration values via
BOOTP.

2 = The device shall obtain its
interface configuration values via
DHCP upon startup.

31015 = Reserved.

2 Get Configuration

Capability

DWORD (32)

3 Get/Set | Configuration

Control

DWORD (32)

4 Get

Physical Link

(Struct.)

Path to physical link object

Object

Path Size

UINT (16)

Size of Path

Path

Padded
EPATH

Logical segments identifying the
physical link object
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5 Get/Set | Interface TCP/IP network interface
: . (Struct.) X .
Configuration configuration
IP Address | UDINT (32) | N6 Wi 2 RAWIK+ Wf AL
Network o, . . ; .
Mask UDINT (32) GIUW W2RHIDK 't WU q?
Gateway
Address UDINT (32) | Default gateway address
~ Z o - ] 7 . o ]
Name Server UDINT (32) Al Ruc¢l ! WUc¢cuawt 1l
NameZServer UDINT (32) | Secondary name server
Domain STRING Default domain name
Name
6 Get/Set | Host Name UDINT (32) | Host name

COMMON SERVICELIST

0x01 Oy Oy Get_Atributes_All Return the contents of all attributes of the class
OxOE Oy Oy Get_Atributes_Single Used to read an object instance attribute
0x10 Oy Set_Atributes_Single Used to write an object instance attribute
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4.4.6 Ethernet Link Object

The Class code of TCP/IP Interface object is defined @IP Vol 2, 54 and the value isOxf6. There is an
instance for each switch port, and mapping as the following table:

0 Ethernet Link class
1 1%t switch port
2 2" switch port
3 3" switch port
B N switch port

CLASSATTRIBUTHLIST

1 Get Revision UINT (16) | Revision of this object
Maximum instance number of an object
2 Get Max Instance UINT (16) | currently created in this class level of the
device
3 Get Number of Instances UINT (16) Number.of O.bJeCt Instances currently
created in this class level of the device.
Maximum ID Number The attribute ID number of the last class
6 Get . UINT (16) | attribute of the class definition implemented
Class Attributes . .
in the device
Maximum ID Number The attribute ID number of the last instance
7 Get . UINT (16) | attribute of the class definition implemented
Instance Attributes ) .
in the device

INSTANCEATTRIBUTHELIST

1 Get Interface UDINT (32) | Interface speed currently in use
Speed (Speed in Mbps, e.g., 0, 10, 100, 1000,
10000, etc.)
2 Get ::r:'g;ace DWORD (32) Refer to the Interface Flags table
3 Get Physical ARRAY of 6 | MAC layer address (The System MAC
Address USINT (8) | address)
4 Get Interface Counters relevant to the receipt of
(Struct.)
Counters packets
In Octets UDINT (32) | Octets received on the interface.
In Ucast Unicast packets received on
Packets UDINT (32) the interface
In NUcast UDINT (32) !\lon-unlcast packets received on the
Packets interface
In Discards Inbound packets received on
UDINT (32) the interface but are discarded
In Errors Inbound packets that contain
UDINT (32) | Errors (does not include In
Discards)
In Unknown UDINT (32) | Inbound packets with unknown protocol
Protos
Out Octets UDINT (32) | Octets sent on the interface
Out Ucast UDINT (32) | Unicast packets sent on the interface
Packets

72



KN-BTPMG202M GUIUser Guide

)

Out NUcast Non-unicast packets sent on
Packets UDINT (32) the interface
Out Discards | yDINT (32) | Discarded outbound packets
Out Errors UDINT (32) | Outbound packets that contain errors
6 Get/Set | Interface (Struct.) Configuration for physical interface
Control Control Bits Bit 0: Auto-Negotiate
Value 0: Force
Value 1: AuteNego
WORD (16) | Bit1: Half/Full Duplex
Value 0: half duplex
Value 1: full duplex
Bit 2 to 15: Reserved, all zero
Forced i i
Interface UINT (16) Speed at which the interface
shall be forced to operate
Speed
7 Get Interface Value 0: Unknown interface type.
Type Value 1: The interface is internal to the
device, for example, in the case of an
embedded switch.
USINT Value 2: Twisted-pair (e.g., 10BaseT,
100Base TX, 1000BaseT, etc.)
Value 3: Optical fiber (e.g., 100BaseFX)
Value4 to 256. Reserved
8 Get Interface USINT Value 0: Unknown interface state
State Value 1: The interface is enabled and is
ready to send and receive data
Value 2: The interface is disabled
Value 3: The interface is testing
Value 4 to 256 Reserved
9 Get Admin USINT Value O: Reserved
State Value 1: Enable the interface
Value 2: Disable the interface. If this is
the only CIP communications interface, a
request to disable the interface shall
result in an error (status code 0x09).
Value 3 to 256 Reserved
10 Get Interface SHORT_ . .
Label STRING Human readable identification
101 Get PoE Value 1: PoE On
Status USINT (8) Value 2: PoE Off
102 Get | PoE Power UDINT (32) | PoE Power in Watt
103 Get/Set | PoE Mode Value 0: Unknown
Value 1: Enable
UDINT (32) Value 2: Disable
Value 3: Force
INTERFACEFLAGS

0 Link Status 0 @nd!cates an inaptivg link;

1 indicates an active link.

0 indicates half duplex;

1 indicates full duplex.

Indicates the status of link autenegotiation
0 = Autonegotiation in progress.

1 Half/Full Duplex

2-4 Negotiation Status
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1 = Autenegotiation and speed detection failed. Using default values
for speed and duplex. Default values are produetiependent;
recommended defaults are 10Mbps and half duplex.

2 = Auto negotiation failed but detected speed. Duplex was
defaulted. Default value is productdependent; recommended
default is half duplex.

3 = Successfully negotiated speed and duplex.

4 = Autenegotiation not attempted. Forced speed and duplex.

Manual Setting Requires
Reset

0 indicates the interface can activate changes to link parameters
(auto-negotiate, duplex mode, interface speed) automatically. 1
indicates the device requires a Reset service be issued to its Identity
Object in order for the changes to take effect.

Local Hardware Fault

0 indicates the interface detects no local hardware fault; 1 indicates
a local hardware fault is detected. The meaning of this is produet
specific. For example, an AUI/MII interface might detect no
transceiver attached, or a radio modem might detect no argnna
attached. In contrast to the soft, possibly selfcorrecting nature of
the Link Status being inactive, this is assumed a hartault requiring
user intervention.

7-31

Reserved

Shall be set to zero

COMMON SERVICELIST

OxOE

Oy Oy Get_Atributes_Single Used to read an object instance attribute

0x10

Oy Set_Atributes_Single Used to write an object instance attribute
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4.5 Proprietary Object
The Class code of Proprietary object is defined by vendor, and the valueQis1C1.

CLASSATTRIBUTHLIST

Power 1 status.
1 Get Power 1 USINT (8) | Valuel: On

Value 0: Off

Power 2 status.
2 Get Power 2 USINT (8) | Valuel: On

Value 0: Off

Alarm Relay status.
3 Get Alarm Relay USINT (8) | Valuel: On

Value 0: Off

Digital Input status.
4 Get Digital Input USINT (8) | Valuel: High

ValueO: Low
5 Get System Time UDINT (32) | System Time encodes as unix time.

ARRAY of 28| Array list of all interface speed currently in
6 Get All Interface Speed UDINT(32) | use
ARRAY of 28| Array list of all interface flags. Refer to the

! Get All Interface Flags DWORD(32) | Interface Flags table

Bitwise of all current interface states.

Bit 0: Port 1
8 Get All Interface States UDINT (32) ValueO: Link down

Value 1: Link up
Bit 1: Port 2, and so on

4.5.1 Ethernet/IP Electronic Data Sheet (EDS) File

The EDS (Electronic Data Sheet) file includes electronic descriptions of all relevant communication
parameters and objects of an EtherNet/IP device. It is required for I/O controllers to recognize switch and

its CIP capability.

The list includes the sections which are described in our EDS file.

1 [File]
[Device]

[Device Classification]

[Port]
Icon should be32 * 32in pixel.
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4.5.2 PROFINET ParameterdMapping Information
There are three categories of parameters Device Parameters, Device Status, and Port Parameters.

riw:
ro:

Read and Write
Read Only

45.2.1 Device Parameters

0 Do not send any alarms

0 Status Alarm rw : 0: No Alarms
1 Send alarm if any status change

1 Power Alarm 1 rw 0 Do not send'power failed alarm§ 0: No Alarms
1 Send alarm if power supply 1 fails

2 Power Alarm 2 rw 0 Do not send_power failed aIarm; 0: No Alarms
1 Send alarm if power supply 2 fails

45.2.2 Device Status

Overall Device Status

Unavailable

OK

Device Error

Fault Status

Unavailable

OK

Device Detect Fault

Power 1 Status

Unavailable

OK

Power 1 Fails

Power 2 Status

Unavailable

OK

Power 2 Fails

Relay 1

Unavailable

Closed

Open

Relay 2

Unavailable

Closed

Open

Redundant Mode

Unavailable

RSTP

ERPS

ERPS Sukring 1

ERPS Sukring 2

Ring Status

Unavailable

Healthy

Break

Redundant Port 1 Status

Unavailable

Forwarding

Blocking

Link Down

Redundant Port 2 Status

Unavailable

Forwarding

Blocking

WIN|FPO|WINFPIOINFRPIO|R[WIN|IFPIONIRP|OIN|IFRP|IOIN|IFP|IOINFR|IOIN(FRIO| N |+~ | O

Link Down
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10

Sub-ring Mode

ro

Unavailable

Healthy

Break

11

Sub-ring Port 1 Status

ro

Unavailable

Forwarding

Blocking

Link Down

12

Sub-ring Port 2 Status

ro

Unavailable

Forwarding

Blocking

Link Down

13

Connection

ro

Unavailable

OK

NIRPOWINIRFRIOWINIFRION|IFL|O

Connection Failure

45.2.3 Port Parameters

[Bre

0

Port Alarm

rw

Off, do net send alarm

On, send alarm when port link down

Port Admin State

rw

Unavailable

Off, inactive

On, active

Port Link State

ro

Unavailable

Link is down

Link is up

Port Speed

ro

Unavailable

Unknown

10M

100M

1G

10G

Port Duplex

ro

Unavailable

Half

Full

Port Auto-negotiation

ro

Unavailable

Off

On

Port Flow Control

ro

Unavailable

Off

On

Port MDI/MDIX

ro

Unavailable

MDI

NIFROINIFPOIN|IRPIOIN|IRPIOIO|ARWIN|IRIOIN|IP|ION|PR|O|F— | O

MDIX
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4.5.3 Configure Industrial Protocols Information
Note: ForPoE models, the system will take aroundl0 seconds to read PoE status.
£+ Industrial Protocols
Q@ Modbus/TCP

Modbus Mode Enable @ Disable

Q Ethernet/IP

Ethernet/IP Mode Enable @ Disable

Q Profinet

Profinet Mode Enable @ Disable

1 Modbus Mode

BEUCHIWwWWY!I Wb? Rt CHIUwWa6IW~YT Het oN9AWNnaURgRYUIO

1 Ethernet/IP Mode
BEUECHIWwmWY! WH? Rt ¢cHINwWaqS WWEq6 Wl UDgof Allne URqRYUILO

f PROFINET Mode
WBEUCHIUWWY! WH? Rt CHIWUwWa6 JWAAS[f ENWnzUrRqRYUIO

T B (Apply Button)
After configuring above fields, click Apply" button to make the changeseffective.

4.5.4 CONFIGURE IGNITION

In the vehicle, there are two kinds of power linedManual switch is directly connected to vehicle battery.

It controls the permanent 24V delivered by the vehicle anytimeagnition switch is connected after

manual switch. It controls the vehicle ignition. It controls the after key 24V delivered when the vehicle is
turned on. On vehicle electronic devices can detect the ignition switch to provide an operation delay after
the key turned off.After the delay timer expired, the switch device turn off itself and will avoid using the
energy of battery.

This is an enhance command. It provide in the command line interface (CLI).

Switch{config)# ignition enable

Usage: 1gnition enable [1-120]

1 Delay time
The delay time before system turn off when system detects vehicle key turned off.

Note: The unit of delay time is minutes
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4.6 UPnP

UPNP isUniversal Plug and Play, a set of networking protocols that permit the network deviceso

seamlessly discover each other in the networks. It is promoted by the UPnP Forum, but since 2016, all

UPNP efforts are managed by the Open Connectivity Foundation.

OAUA W +piuy &hdl playsdllq Y WRYUU U RqWa Y We WOWaqs YI ¢t W WD2RANWs Raé Ye q
device such as printer, WiFi AP, or mobile device connects to a network, it will automatically establish

the working configurations with another devices.

4.6.1 Configure UPnP Information

& UPnP

UPNP Mode Enable @ Disable

Advertisement Interval 1800 Q

Apply
For more information, hover the mouse over the @icon in the system.
1 UPnP Mode
BEUCHIWwWWY!I Wb? Rt CHIUwWa6 JWOAUAWN2 URHqRY U

1 Advertisement Interval
A time period used to send the UPnP advertisement frame.
The range of the Advertisement Interval isom 300 to 86400seconds.

The defaultAdvertisement Intervalis 1800 seconds.

1 21U (Apply Button)
After configuring above fields, click Apply" button to make the changeseffective.
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4.7 TRDP

TRDP is only supported on the following models:
MT-0802C-M12 / MS0802C-M12 / MF1000G-M12 / MS1000G-M12

TheTrain RealTime Data Protocol (TRDB is a network protocol for communication via IFbased

networks in the trains. It is also part of th& CN(Train Communication Network ) that standardized in the

IEC 613752-3.lN A? AWRY Wet UT WnY!l W6 JWI+H6¢c UNPIWYNnWNYS WGl YHIJE t Wl
Rt WRGGTNWGWUqUT WH! Wwe WNA?AWae! U1 Ws 6 RAG WRY WGGecHIT WYUWqYC

TRDPis based on UDP and optionally on TCP. The major function of TRDP is to exchange process data
(PD) and message data (MD) between devices such as door controls, displays, air conditioning systems,
and network devices.TRDPis a connectionless, frameoriented protocol and forms the basis for
communication in the future trains.

4.7.1 Configure TRDPInformation

£+ TRDP Configuration

Q Basic Settings

il

TRDP Status Enable (@ Disable
Destination IP 2241.1.1
Q PD Settings
PD Role Subscriber (@ Publisher
PD Mode @ Push Pull
PD Port 20548
PD Cycle 10000 9
Q@ MD Settings
MD Role Caller @ Replier
MD Protocol @ upP TCP
MD Port 20550
MD Timeout 5000000 9

Apply

For more information, hover the mouse over the @icon in the system.

Basic Settings

L

L

TRDP Status

BEUCHOWwWY! WH? Rt cHIWUwWa6 JWNA? Allnz URqRYUIO

Destination IP

The IP Address of target destination to whom we want to communicate.
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1 PD Settings

L

PD Role

Define the role of this device during the PD communication. There are two kinds of PD
roles, Subscriberand Publisher.

Subscriber : Receive information from Publisher

Publisher: Send selfinformation to Subscriber

PD Mode

There are two modes of Process DatRushand Pull.

Push Mode: Publisher sends message every 10ms no matter PD request is received or
not.

Pull Mode: Publisher sends message only when receives an PD request.

PD Port

PD uses UDP to send messages. Assign a UDP port for PD transmission.

PD Cycle

The PD Cycle is the period that the Publisher sends data out.

Note: The unit of°D Cycleis us

PD Timeout

The PD must be transmitted to the Subscriber under the PD Timeout expired or the
timeout will be triggered.

Note: The unit ofPD Timeoutis us

1 MD Settings

L

MD Role

Define the role of this device during the MD communication. There are two kinds of MD
roles, Caller and Replier

MD Protocol

Both UDP and TCP are supported on TRDP MD. User can select one of them to forward
MD packets.

MD Port

Assign a port for MD transmission via UDP or TCP according to MD Protocol configuration.
MD Timeout

TheMD Timeout implies reply timeout. To make sure theMD request is received by the
replier, the replier must send aMD reply before MD Timeout expired.

Note: The unit ofMD Timeoutis us

i (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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4.7.2 TRDPStatus
£+ TRDP Status

Type ComID
PD 3000
MD 3000

Data

Push Publisher

No Caller

Auto Refresh

Refresh Rate: &5 seconds @

T Type
The type of data, which could be PD or MD

T ComiD

The ComlD is the unique ID for the device aridentifies the exchange parameters to be used.

1 Data

Display the current status of TRDP, including the PD/MD mode and role.
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5 L2 Switching

5.1 Port Management

Port Management #Y Uq ¢ RUt We Wn? Wt Al RGaRYUwWn RIJGT W6 ¢ qWRt Wet 13T W
option to turn on or turn off a specific port, configure the speediuplex for the port, and Flow Control on

the port. In the Port Status page, the users can obtain infmation such as Link Status, Speed, Duplex,

Flow Control, Tx and Rx in Bytes, and PoE status. These are very helpful for the administrator to manage

the interfaces on the switch.

5.1.1 Configure Port Information

£} Port Settings

Port Description @ Link status Admin Status Speed Flow Control
- Down Enable v Auto v off v
2 Up Enable v Auto v off -
3 Down Enable v Auto v off v
4 Down Enable v Auto ¥ off v
&) Down Enable v Auto v off v
6 Down Enable v Auto ¥ off v
7 Down Enable v Auto ¥ off v
8 Down Enable v Auto v off v
s Down Enable v Auto ¥ off v
10 Down Enable v Auto v off
11 Down Enable v Auto v off v
12 Down Enable v Auto ¥ off v

Apply

For more information, hover the mouse over the @icon in the system.

1 Port
Portl to PortN, where N is based on the total port number.

1 Description
The description for the port is helpful for the administrator to identify the difference between the

ports.
Themax. length for the Description is 32 characters.
Note: #,\, ', ", ?areinvalid characters.

1 Link Status
x RUt WEqc¢cqet W 6Yst WuOGwAWBL?2Ys UnAWY! WH?RE ¢ AT U la VY LW

M Admin Status
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BEUCHIWWWY! WH? Rt CHIWwWWa6 YW T GRUWEqcEqet WYNWad6 JWGYI
Note: Administrator canturn off the un -used port to secure the network with unexpected device.

1 Speed
The users are able to manually fix the speed and duplex or automatically run adtegotiation to

determine the speed and duplex for copper ports.

Auto: The port follows IEEE 802.3 protocol to autnegotiate with connected device
100M-Full: The port transmits frames with100Mbits per second speed andfull
duplex.

100M-Half: The port transmits frames with100Mbits per second speed andhalf
duplex.

10M-Full: The port transmits frames withlOMbits per second speed andull duplex .

. 10M-Half: The port transmits frames withLOMbits per second speed anchalf duplex .
The users have to manually configure SFP ports to fix the speed and duplex. The default setting is
the highest speed for the SFP slot.

Auto: The port follows IEEE 802.3 protocol to autnegotiate with connected device
10G (Only supported on10G models)
The port transmits frames with10Gbits per second speed.
5G (Only supported on10G models)
The port transmits frames with5Gbits per second speed.
2.5G (Only supported on10G models)
The port transmits frames with2.5Gbits per second speed.
1G: The port transmits frames withLGbits per second speed.
100M (Only supported ordual speed SFP ports)
The port transmits frames with100Mbits per second speed.
. copper-sfp: Select CopperFull when usingcopper SFPmodule.
Notel: Configure the port speed tad'1G" if users need theVDSL2 SFRsupported.
9YUnRNal Ulqg 6 1AEGHYLL Ry oEEIII AGOY WM q 13T WT 2 REWWRY We U
For Copper SFP Module, please refer to the following instructions to configure the correct

L

L

L

L

L

speed:
SGMII (10/100/1000M) copper-sfp Only support transmitting on 1000M
Multi-Speed (1G/10G) 1G or 10G Depends on the connected speed
10G 10G
1G /VDSL2 1G

1 Flow Control
BEUCHIWWWY! WH? R ¢cHIUmWags IW[ dYsWwWoYUql YauWws 6130 Wq6 1JLW
helps to prevent the traffic from losing when the network is in congestion.

1 2B (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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5.1.2 SFP DDM Status
£+ SFP DDM

SFP Port S v

Q Transceiver Info

Vendor Name -
Part number -
Transceiver Type  Unknown
Laser wavelength  Onm

Link length -

1 SEP Port Selector
Select the SFP port number to display SFP DDM information.

9 Transceiver Info

fnWgdll DWRY WOYWE] AWGYT e WWRUY I qT WY WepdQIJWRUNY!I G ¢
. Vendor Name
This field shows thebrand or vendor name of the SFP module.
. Part Number
This field shows themodel name (part number ) of the SFP module.
. Transceiver Type
This field shows thetransceiver type of the SFP module including transmittingpeed and
the type of fiber . If there is no SFP module inserted or the transceiver type cannot be read,
q 6 1Wn RIJG IUdkndwi/gHat 6 Vs Wb
. Laser Wavelength
This field shows thelaser operating wavelength of the SFP module.
. Link Length
This field shows themaximum link length of the SFP module.
Q DDM Module

Real-Time Value

Temperature 57.000deg
Voltage 0.0mv
Current  0.000mA

Tx Power  0.0000mW
Rx Power 0.0000mwW

Alarm Warning

HI ALARM HI WARNNING LOW WARNNING LOW ALARM
TEMP 57.000deg 0.000deg 0.000deg 0.000deg
VOLT 1459.2mV 0.0mv 0.0mV 0.0mv
CURR 29.184mA 0.000mA 0.000mA 0.000mA
TX PW 1.4592mwW 0.0000mW 0.0000mMW 0.0000mW
RX PW 1.4592mwW 0.0000mW 0.0000mMW 0.0000mW

1 DDM Module

This section only shows when thesFP DDMis supported on the inserted SFP module.
Real Time Value

L
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The current operating information includingtemperature , voltage, current, Tx power,
and Rx power.

. Alarm Warning
The default configured threshold for triggering the alarm and system warning. There are 5
types of information ¢emperature , voltage, current, Tx power, and Rx power) and 4
levels of alarm and warninglfigh alarm/warning , low alarm/warning ).
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5.1.3 Detailed Port Status

There are two methods to link taletailed port status (RMON). One is frommenu and the other is from

the front panel picture. Uses can directly click the port on the front panel and then the page will redirect

to the detailed port status page of the specific port. The RMON is a set of standard Simple Network

Management Protocol (SNMP) and it is useful to monitor and mage the incoming and outgoing traffic.

£+ Detailed Port Status

Port 1

=» Received Packets

Rx Octets
Rx Unicast
Rx Multicast
Rx Broadcast

Rx Pause

RX 64 Bytes
RX 65-127 Bytes
Rx 128-255 Bytes
Rx 256-511 Bytes
RX 512-1023 Bytes

Rx 1024-1518 Bytes

Rx Collision

Rx CRC/Alignment
Rx Drop

Rx Fragment

Rx Jabber

Rx Oversize

Rx Undersize

Tx Octets
Tx Unicast
Tx Multicast
Tx Broadcast

Tx Pause

Tx Discard

Tx Error

210214763

0

431645

1391

0

=» Received Size Counter

512514
9572
35650
433050
19
57136

=» Received Error Counter

0
0
0
0
0
0
0

4= Transmitted Packets

108301443

17

531719

83245

0

4= Transmitted Error Counter

0
0

1 Port Selector

Select the port number to monitor the RMON information.
Port 1 to N, where N is based on the total port number.

1 Received Packets

L
L
L

L

Rx Octets the total received traffic in bytes

Rx Unicast the number of received unicast packets

Rx Multicast the number of received multicast packets
Rx Broadcast the number of received broadcast packets
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L

Rx Pausethe number of MAC Control packets received on the specific interface with an
opcode indicating the PAUSE operation.

1 Received Size Counter

L

L

L

L

L

L

Rx 64 Bytesthe number of received packets that were 64 octets

Rx 65127 Bytes the number of received packets that were from 65 to 127 octets

Rx 128255 Bytes the number of received packets that were from 128 to 255 octets

Rx 256511 Bytes the number of received packets that were from 256 to 511 octets

Rx 5121023 Bytes the number of received packets that were from 512 to 1023 octets
Rx 10241518 Bytes the number of received packets that were from 1024 to 1518 octets

i Received Error Counter

L

L

Rx Collisiont the total number of collisions on the Ethernet segment.

Rx CRC/Alignmentthe total number of received packets that have either a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS Error) or a bad FCS with a
non-integral number of octets (Alignment Error).

Rx Drop the total number of dropped packets due to lack of resources.

Rx Fragmentthe total number of received packets that are less than 64 octets and had
either a bad Frame Check Sequence (FCS) with an integral number of octets (FCS Error)
or a bad FCS with a notintegral number of octets (Alignment Error).

Rx Jabberthe total number of received packets that are longer than 1518 octets and had
either a bad Frame Check Sequence (FCS) with an integral number of octets (FCS Error)
or a bad FCS with a notintegral number of octets (Alignment Error).

Rx Oversizethe total number of received packets that are longer than 1518 octets.

Rx Undersizethe total number of received packets that are less than 64 octets.

I Transmitted Packets

Tx Octets the total transmitted traffic in bytes.

Tx Unicast the number oftransmitted unicast packets

Tx Multicast the number of transmitted multicast packets

Tx Broadcast the number of transmitted broadcast packets

Tx Pausethe number of MAC Control packets transmitted on the specific interface with
an opcode indicating the PAUSE operation.

9 Transmitted Error Counter

L

L

Tx Discard the number of outbound packets which are chosen to be discarded even
though no errors had been detected. One possible reason for discarding such a packet
could be to free up buffer space.

Tx Errorthe number of outbound packets that could not be transmitted because of errors.
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5.1.4 EEE Status

EnergyEfficient Ethernet (EEE) is a feature to save power when the link is idle, which means the
port is linked up but there is no traffic on the link. The EEE function can be enabled or disabled by port.

£+ EEE Status

Apply Selected Eanble All Disable All

Port State TxIdleTime TxWakeupTime TxEventCount TxDuration RxEventCount RxDuration Enable
1 Disable 60 30 -1 -1 1 -1
2 Disable 60 30 -1 -1 1 -1
3 Disable 60 30 -1 -1 1 -1
4 Disable 60 30 -1 -1 1 -1
5 Disable 60 30 -1 -1 1 -1
& Disable 60 30 -1 -1 1 -1
7 Disable 60 30 -1 -1 1 -1
8 Disable 60 30 -1 -1 1 -1
Auto Refresh
Refresh Rate: 1p seconds @

1 Port
Port 1 to N, where N is based on the total port number.

1 State
Display the state, Enable or Disable, of EEE function.

1 TxldleTime
The TxIdleTime is the required time to enter the EEE l@ewer mode.

1 TIxWakeupTime
The TxWakeupTime is the required time to exit the EEE {pawer mode.

1 TxEventCount
The TxEventCount is the EEE Low Power Idle (LPI) event counter of Tx. This counter implies the
number of times that the LPI mode has been enforced by EEE function on the transmitting side.

1 TxDuration
The TxDuration is an LPI event duration on the transmitting path which is updated if the port is in
the EEE LPI mode.

1 RxEventCount
The RxEventCount is the EEE LPI event counter of Rx. This counter implies the number of times
that the LPI mode has been enforced by EEE function on the receiving side.

T RxDuration
The RxDuration is an LPI event duration on the receiving path which is updated if the port is in the
EEE LPI mode.

1 Enable
ENGUHGWS W GURRNRAEWGY ! qt WY1 W 131 AppiySeleptetpslui s ofbp0HL 1)
qYWIOEAGIUWY! Wi Rt ¢ AGIVLWa 6 BrisderAliling tEIa Rey AIGQILE RE B & U il
GY | q Digallé Allmsllia Y WT Rt ¢cHIWWEEEWn 2 URqRYUWYUWE GG WGY! qt 1O
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5.1.5 Port Status
£+ Port Status

Clear Selected Clear All

Port Link Status Speed Duplex Flow Control Rx Byte  Tx Byte PoE  Clear Rx/Tx
1 Up 1000 Full Off 1704675 33021829 No_PD
2 Up 100 Full Off 17960092 13197836 Delivery
3 Down - - Off 0 0 Mo_PD
- Up 100 Full Off 5927919 25182558 Delivery
5 Up 1000  Full Off 1175481 31105465 No_PD
6 Down - - Off 0 0 Mo_PD
7 Up 1000  Full Off 3192398 28409537 No_PD
8 Down - - Off 0 0 Mo_PD
9 Down - - Off 0 0 MNone
10 Down - - Off 0 0 MNone
11 Down - - Off 0 0 Mone
12 Down - - Off 0 0 Mone
Auto Refresh
Refresh Rate: seconds @

1 Port

Port 1 to N, where N is based on the total port number.

9 Link Status

x RUt WEaqc¢aqet W Rt Gace! t+ Wa6 WG R Uftthdl poet & disablad, /i Qisplaydl Y | Wb? Vs
w? RE CAHIGUT wiO

Speed displays the access speed in bit per second of the port. If the port is linked down, it displays

1 Speed
111%Y;0)
1 Duplex

Duplex displays the linka)! GIJWbI[ 2 GG WYl Wecc¢lnb WYNnWaé6 JWG VY-h@HOWf n Waé |

1 Flow Control

It is the state (On or Off) of the Flow Control.

1 RxByte

This is the totalreceived frames formatted in byte.

1 TxByte

This is the totaltransmitted frames formatted in byte.

1 PoE(PoE Model Only)

PoE displays the PoE state (Delivery, No PD, Disabled, None) of the port. If the port does not
l 2GGYIl qWAYEWna2 UqRYUAWRqWI Rt Gac! t Wb YUWUWIO
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Note: This information is displayed on the system that supports the PoE function.
1 Clear Rx/Tx

ENGWUHqWa6 UW GIHR @itk Beetteda LLLAG Wi ol ROOLRyFY tLLEG dJId Wtla 6 I WN + o A
Y1 WHOSkAIdIE 2 qaqYUWgYWHG Ul WeddWEY! qt k UN+oA+W7! qlJWR I
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5.1.6 Port Rate Limit
£+ Port Rate Limit

Part Ingress Limit @ Unit Egress Limit @ Unit
- l 500 v Mbps 200 v Mbps
2 0 Mbps 0 Mbps
3 0 Mbps 0 Mbps
4 0 Mbps 0 Mbps
5 0 Mbps 0 Mbps
6 0 Mbps 0 Mbps
7 0 Mbps 0 Mbps
8 0 Mbps 0 Mbps
& 0 Mbps 0 Mbps
10 0 Mbps 0 Mbps
11 0 Mbps 0 Mbps
12 0 Mbps 0 Mbps

Apply

1 Port
Port 1 to N, where N is based on the total port number.

1 Ingress Limit
Ingress Rate limit. Rate unit is in 1M bits per second. Range is from 1Mbps to maximum speed of

the port. Value 0 means disabled.
1 Egress Limit

Egress Rate limit. Rate unit is in 1M bits per second. Range is from 1Mbps to maximum speed of
the port. Value 0 means disabled.
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5.2 IGMP / MLD Snooping

Internet Group Management Protocol (IGMP) and Multicast Listener Discovery (MLD) are used in
communicating among hosts and establishing a multicast group membership on the IP networks (Layer
3). IGMP provides IPv4 network and MLD provides IPv6 network the ability to promdticast traffic to
those who need this kind of traffic and reduce the amount of traffic on the network. However, switches
work on the MAC Layer (Layer 2) and are unable to obtain IGMP or MLD informati@GMP Snoopingand

MLD Snoopingallow the switch to listen to the IGMP or MLD communication between hosts and routers,
and maintains a table of multicast IPs and group memberdGMP Snoopingand MLD Snoopingcan
prevent the hosts on the LAN from receiving traffic from a nejpined multicast group and save

bandwidth of the network.

5.2.1 Configure IGMP/ MLD Snooping Information
£+ IGMP Snooping Settings

Q Basic Settings

Mode @ Enable Disable
Last-Member Count 2
Last-Member Interval 1 (2]

Q Fast-Leave Settings

Port Fast-Leave Mode
1 Enable @ Disable
2 Enable (@ Disable

w

Enable (@ Disable

4 Enable (@ Disable
5 Enable @ Disable
& Enable @ Disable
7 Enable @ Disable
8 Enable @ Disable
g Enable @ Disable
10 Enable @ Disable
11 Enable @ Disable
12 Enable (@ Disable

Apply

93



KN-BTPMG202M GUIUser Guide )

£+ MLD Snooping Settings

=
@

Q Basic Settings

Mode @ Enable Disable
Last-Member Count 2 2
Last-Member Interval 1
Q Fast-Leave Settings
Port Fast-Leave Mode @
1 Enable Disable
2 Enable Disable
3 Enable Disable
4 Enable Disable
5 Enable Disable
& Enable Disable
7 Enable Disable
8 Enable Disable
g Enable Disable
10 Enable Disable
11 Enable Disable
12 Enable Disable

Sl yges to

recelve the leave message.

The range of thdLast-Member Countis from 2 to 10.

The defaultLast-Member Countinterval is 2.

Last-Member Interval

The interval is the period to send IGMP or MLD query messages.
The range of thd.ast-Member Intervalis from 1 to 25 seconds.
The defaultLast-Member Intervalis 1 second.

i Fast-Leave Setting

L

Port

Port 1 to N, where N is based on the total port number.

Fast-Leave Mode

BEUCHTO UwWY | WnleRve funttivhea e pétificnport. Igjthe fastlieave mode
is enabled on the port, the switch will close the multicast stream when receiving a leave
message on this port without further action.

1 2 (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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5.2.2 Configure IGMP Snooping Querier Information
£+ IGMP Snooping Querier

Q Basic Settings

Mode Enable (@ Disable
Query Interval 125 2]
Max Response Time 10 (2]

Q@ Query Version Settings

VLAN ID @ State Version +

1 Enable v v2 v

£+ MLD Snooping Querier

Q Basic Settings

Mode Enable @ Disable
Query Interval 125 2]
Max Response Time 10 (7]

@ MLD Query Version Settings

VLAN ID @ State Version +

1 Enable v vl v x

Apply

For more information, hover the mouse over the @icon in the system.

1 Basic Settings
. Mode

BEUCHIOUwWWY! WH?RECHI DWW JWF ] ~AWEUYYGRUNDWY I W~
enabled, the system sends IGMP snoopingersion 1 and 2 queries or MLD shooping
version 1 queries.
. Querier Interval
This period is the interval to send the IGMP snooping or MLD snooping queries.
The range of theQuerier Intervalis from 1 to 3600 seconds.
The defaultQuerier Intervalis 125 seconds.
. Query Max Response Time
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This is a timer to wait for the member response of the IGMP or MLD groups. It is used in
removing the information of the IGMP or MLD groups if no member responds to the query.

1 Query Version Settings
The Query Version Settings is configured for p&fLAN query.
. VLANID

The field is to fill in the VLAN ID to configure the IGMP Snooping or MLD Snooping query
version.

State
BEUCHIUWWY! WH?RE CHIUwWq6 JWF ] ~AWEUYYGRUNDWY ! W~x ?
ID.

Version
Set the IGMP Snooping version (v1, v2c, v3) or MLD Snooping on the specific VLAN.

1 2B (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

L

L
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5.2.3 Configure Unknown Multicast Information

£+ Unknown Multicast
Q Action Setting

Unknown-Multicast Flooding M

Q Router Port Settings

Port Router Port Status

n o wN

oo oW~

Apply

1 Action Settings
Unknown-Multicast

Configure the action when the system receives an unknowmulticast packet.
Flooding: flood the unknown-multicast packet to all other ports.

Discarding: discard the unknownmulticast packet.

Router: forward the unknownmulticast packet to the router port.

L

1 Router Port Settings

No.

Port 1 to N, where N is based on the total port number.

Router Port

Set the specific port to router port or not.

. Status
N6 WUW qcaget WnRIDGT W 6 Y 5/b LR IRV L ¥ ailltl copli I qi¥e d a3 16 LRGHY
implies set to router port.

L

L
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5.2.4 IGMP Snooping Table

£ IGMP Snooping Table

Show | 10 v entries Search:
lMulticast IP I Group
2240160 Port 5
239255255250 Port 5
Showing 1 to 2 of 2 entries First | Previous | Next  Last

Refresh Rate: 5 seconds @

£+ MLD Snooping Table

Show | 10 ~ entries Search:
VLAN 1D Multicast IP Group 12
1 ff02:0000:0000:0000:0000:0000:0000: 00ed i
1 ff02:0000:0000:0000:0000:0000:0000:00ee 1
1 ff02:0000:0000:0000:0000:0000:0000: 00ef 1
1 ff02:0000:0000:0000:0000:0000:0000:00f0 i
1 ff02:0000:0000:0000:0000:0000:0000:00f1 1
1 ff02:0000:0000:0000:0000:0000:0000:000c 12
1 ff02:0000:0000:0000:0000:0000:0000:00fb 12
1 ff02:0000:0000:0000:0000:0000:0001:0003 12
1 ff02:0000:0000:0000:0000:0001:ff00:0001 12
1 ff02:0000:0000:0000:0000:0001:ffb1:0f88 12
Showing 1 to 10 of 10 entries First | Previous = Next | Last
B Auto Refresh
Refresh Rate: | 5 seconds @

1 Multicast IP
The Multicast IP is the IP address of the multicast group.

1 Group
The group shows the port number, which joined the group.
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5.3 802.1Q VLAN

5.3.1 802.1Q VLAN

Virtual Local Area Network (VLAN) s a structure that can ease Network planning. The devices in a VLAN
can be located anywhere without the restriction of physical connections, but work like they are on the
same physical segment.

IEEE 802.1Q define¥LAN taggingconception for the Ethernet frames. VLAN tagging supports frames in

the different VLAN groups transmitting on a link (calle®LAN trunk). The maximum number of VLANS on

the Ethernet network is 4096. The VLAN 0 and VLAN 4095 are for specific use and hence the usable VLAN
number is 4094.

5.3.2 VLAN Gin-Q

VLAN Qin-Q, also called Stacked VLAN, is an extension for 802.1Q VLAN. It supports a maximum of

4096*4096 VLAN groups. VLAN-@-Q can apply a port to a provider, customer, or tunnel for different

applications. The header of the stacked VLAN frame contains two 802.1Q Headers with different

Eq6 1l q! GUWeINAf ?2 b IOWNGS DWNAf 2 WBM+YY YwlWRt W6 JWYe qldl Waeé N LW
802.1Q VLAN. Customized ethertype calle&pecific Provider Ethertype are supported if one or more

ports are set tY 18pecific Provider w O

5.3.3 Configure 802.1Q VLAN Information
£+ VLAN Settings

Q Management VLAN

VLAN ID 1 2]

Q VLAN Member Settings

VLAN ID @ Name @ Untagged Ports Tagged Ports +

1 - 12 items selected - Nothing selected ~ b3

For more information, hover the mouse over the @icon in the system.

1 Management VLAN
. VLANID
The VLAN ID is for the native VLAN. Only the ports in the same VLAN as Management VLAN
can access the switch configuration console viaEthernet.
The range of the VLAN ID feom 1 to 4094.
The default Management VLAN ID &

T VLAN Member Settings

VLAN ID

Assigns a unique VLAN ID to this VLAN group.

The range of the VLAN ID fsom 1 to 4094.

Name

Assigns a name to this VLAN group to identify the different VLANSs.
Themax. length for the Name is 32 characters .

Note: #,\, ', ", ?areinvalid characters.

. Untagged Ports

L
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)

L

L

Sets the untagged ports for this VLAN group. The systemmoves the VLAN tag before

ql ¢Ut GRagqRUNWN I VYO WdafidéduGUOd LHopGiclia) LARH qilidt R o IEGYY Lyl R

end device that belongs to this VLAN.

Tagged Ports

Sets the tagged ports for this VLAN group. The systekeeps the VLAN tag when

ql ¢cUt GRaqqRUNWNI VY { tagyédid DAD I @ G & ¢ @B R LG & Way WR A LWE Y

switch and uses the VLAN tag to transfer the VLAN information.

== Click the plus icon to add a VLAN Member row.

¥ : Click theremove icon to delete the VLAN Member row.

5.3.4 802.1Q VLAN Table
£+ VLAN Table

Show | 10 v entries
VLANID ]:  VLAN Name
1
100 VLAN_100
200 WVLAN_200
Showing 1 ta 3 of 3 entries

Search:

Untag Member Tag Member
1.23456,7.8910.11.12
9.1 10,12
9.10,11,12
First Previous MNext Last

Auto Refresh

Refresh Rate: 5 seconds @

T VLANID
This is the assigned uniqud/LAN IDfor this VLAN group.

1 VLAN Name
This is the assigned/LAN Namefor this VLAN group.

1 Untag Member
These ports are assigned as VLAN untagged ports.

1 Tag Member
These ports are assigned as VLAN tagged ports.
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5.3.5 Configure 802.1Q VLAN PVID & Accept Type

Q Accept Type

Q@ VLAN PVID
Port
- 1
2 1
3 1
4 1
5 1
& 1
7 1
8 1
9 1
10 1
11 1
12 1

PVID @

Port

1

10

11

12

All

All

All

All

All

All

All

All

All

All

All

All

Filter

Apply

For more information, hover the mouse over the @icon in the system.

1 VLANPVID
. Port

Portl to PortN, where N is based on the total port number.

PVID

Assign a VLAN ID to the frames without a VLAN tag that come into the specific port.

T Accept Type
No.

L

Portl to PortN, where N is based on the total port number.

Filter

Three types of filters are provided: All, Tagged Only, Untagged Only.

All: Accept both tagged and untagged frames that come into the port.

Tagged Only Accept only tagged frames that come into the port.
UNTAGGEDONLY: ACCEPT ONLY UNTAGGED FRAMES THAT COME INTO THE PORT

i (Apply Button)

After configuring the above fields, click Apply" button to make it effective.
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5.3.6 Configuration Example for Management VLAN
VLAN 777, For Management

-

VLAN 123, For IP Camera

Key Points
2. Implement VLAN 777 and apply only Lan7 to VLAN 777
3. Implement VLAN 123 and apply the ports which are connected to IP cameras
4. Assign Management VLAN to VLAN 777
Step-by-step Configuration
1. xYNRUW WAW9 YUt Y ¥ LR IBitohingus#iEReRE © MLAM-GINIIN Settingss
2. Add rows for VLAN 123 and 777. Apply assigned ports (untagged) to the VLAN.
Why untagged? The connected devices are all hosts which are unable to deal with the VLAN tag,
so we have to remove the VLAN tag when the frame is sending out through the port.
Q VLAN Member Settings

VLAN ID @ Name @ Untagged Ports Tagged Ports +
1 - 12 items selected = Nothing selected ~ x
123 v IP Camera Mothing selected - Nothing selected ~ x
777 v Management Mothing selected ~ Nothing selected - x

3. Configured the PVID for the applied ports.
The PVID of Port 1 to 5 is 123 and the PVID of Port 7 is 777.
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@ VLAN PVID

Port PVID @
[ 2
2 [ 2
s [ 2
« [ 2
s [ 2
& 1

7 [ 2
8 1

s 1

10 1

11 1

12 1

4. Configure Management VLAN to VLAN 777
@ Management VLAN

VLAN ID 777 v (2]

5. 90 RHt W6 WWme GGi! wWHeqqYUlgqYWe GGa! WagéWlWeAY2WWARYUNRNe:
Note: After applying the configurations, the user can only access the management interface via
specific interface (in this case: Lan7).
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5.3.7 Configure VLAN Qin-Q
£ Q-in-Q Settings

Q Specific Provider Ethertype

Ethertype 0x88A8 2]

For more information, hover the mouse over the @icon in the system.

1 Specific Provider Ethertype
This is a global configuration and an Ethertype is assigned for all ports, which are configured as
rSpecific Provider s OWUN S Rt Wn RIWJOT WRY WaYHE WT Wel Rt ¢AHGUT b We UqRi
rSpecific Provider # LR UQHg-® BditSettingsks LWL IJH a RY U OLL
The range of theProvider Ethertypeis from 0x0000 to OXFFFFE
The defaultProvider Ethertypeis OX88A8.

Q@ Q-in-Q Port Settings

Port Mode
- Customer v
2 Customer ¥
3 Customer ¥
4 Customer r
5 Customer ¥
& Customer ¥
7 Customer r
8 Customer r
K Customer ¥
10 Customer ¥
11 Customer r
12 Customer r

1 Q-in-Q Port Settings

Port

Portl to PortN, where N is based on the total port number.

Mode

Set the port to one of the @n-Q mode.

The Egress is dependent on the connected device and hence the egress action is
skipped.

L
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Customer

WGY!l qut DaqWgVYWm9et qYa Ul wwl 2 Ut Wq
[INGRESS]
Untagged Frames: Add tag with PVID.
TaggedFrames: No action.

[EGRESS]
Untagged member port: Remove outer tag and forward.
Tagged member port: Keep tag with TPID 0x8100 and forward.

Q-in-Q Tunnel

[INGRESS]
Untagged Frames: Add tag with PVID.
TaggedFrames: Add tag with PVID.

WGY!l qWARGYUNt WqY Wwe Uqé-in-Q WHIANIG 1J
[EGRESS]
Untagged member port: Remove outer tag and forward.
Tagged member port: Keep tag with TPID 0x8100 and forward.

Provider

[INGRESS]
The same as Customer mode

WGY!l qWHRNGYUNt Wq VY Wkac RDQ@VUAN 3G HI1J
[EGRESS]
Tagged member port: Keep tag with TPID 0x88A8 and forward.

Specific Provider

[INGRESS]
The same as Customer mode

WGY! quWANGYUNt WaqY Wbage RDQYVLAN G HIJ
[EGRESS]
Tagged member port: Keep tag with specific TPID and forward.

i (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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5.4 Quality of Service

Quality of Service which known asQoS provides a stable and predictable transmitting service. It is
useful to manage the bandwidth more efficiently based on the requirement of applications. Users are
able to setdifferent priorities for different traffics to satisfy the services which need a fixed bandwidth
and have more sensitive of delayQuality of Service can also optimize the restrict bandwidth resource
and control the network traffic of the switches.

5.4.1 Configure QoS Information

£+ QoS Settings
Q Queue Scheduling

Scheduling Mode WRR (Weighted) v

Q@ Queue Weight

Queue Weight Queue Weight
1 1 Q 5 5 Q
2 2 Q 6 & Q
3 3 o 7 7 e
4 4 Q 8 a (2]

For more information, hover the mouse over the @icon in the system.

1 Queue Scheduling

Scheduling Mode

Select the scheduling mode for the Quality of Service.

WRR Weighted Round Robin. WRR ensures that every queue takes turns to transmit the
traffic by its weight.

Strict: Strict Priority Queue . The traffic is transmitted based on the priority, which is from
highest to lowest.

L

1 Queue Weight

. Queue
Eight queues from queue 0 to queue 7 are supported.
. Weight

Enables you to configure a specific weight for the port.
The range of the Weight ifom 1 to 100. There is no need to sum all queues to 100.
The default Weight for each queue idisplayed in the table:

0 1 2 3 4 5 6 7
1 2 3 4 5 6 7 8
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5.4.2 Configure QoS Trust Mode and Default CoS

Q Trust Mode

Q Default CoS

Port

%3]

10

11

12

CoS

CoS

CoS

CoS

CoS

CoS

CoS

CoS

CoS

CoS

CoS

CoS

Mode

Port

1 0
- 0
3 0
4 0
5 0
& 0
7 0
8 0
9 0
10 0
11 0
12 0

Class

1 Trust Mode
Port

L

Portl to PortN, where N is based on the total port number.

Mode

CoS: Class of Service. Use the-Bi R q WA AT wlWN RIJGT WRU Wq 6 1JWe x
traffic to 8 different classesfrom 0 to 7.

Wa ¢ NI

DSCP:Use 6HRqWn RIJGT Wb? EQ9 AwWRUWaS WWN! GUWYNWEWI 2RAIL

traffic to 64 different typesfrom 0 to 63.

1 Default CoS
Port

L

Port1 to PortN, where N is based on the total port number.

Class

You can assign a default class to the port. The system follows the assigned CoS classes
to transmit frames if there isno VLAN tagin the frame header.
The default Class for each port i9.

i (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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5.4.3 Configure CoS Mapping

£ CoS Mapping

Class / Priority Queue
0 1 v
1 0(Lowest) v
- 2 v
3 3 v
4 4 v
3 5 v
6 6 -
7 7(Highest) v

Apply

91 Class / Priority
There are3 bitsn Y| Waq 6 JLWmBI G ¢t + WY rPRIE IR B IR d 60 b1 R 1J 0 Idd o W W Wioss 1.

from O to 7.

T Queue

The chipset supports8 queues from queue 0 to queue 7. The queue 0 is the lowest priority queue
and the queue 7 is the highest priority queue.
The default Queue for each class iglisplayed in the table:

0 1 2 3
1 0 2 3 4 5 6 l

IN
a1
o
~
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5.4.4 Configure ToS Mapping
£ DSCP Mapping

DsSCP Queue DscP Queue DsSCP Queue DsCP Queue
0 O(Lov v 16 2 v 32 4 v 48 6 v
1 O(Lov v 17 2 v 33 4 v 49 5 v
2 O(Lov v 18 2 v 34 4 v 30 5 v
3 O(Lov 19 2 v 35 4 v 31 G v
4 O(Lon v 20 2 v 36 4 v 52 G v
] O(Lov v 21 2 v 37 4 v 33 6 v
6 O(Lov v 22 2 v 38 4 v 54 5 v
7 O(Lov v 23 2 v 39 4 v 53 5 v
8 1 v 24 3 v 40 5 v 56 7(Hig -
9 1 v 25 3 v 41 5 v 57 7(Hig ~
10 1 v 26 3 v 42 5 v a8 T(Hig v
1 1 v 27 3 v 43 5 v 59 T(Hig v
12 1 v 28 3 v 44 5 v 60 T(Hig v
13 1 v 29 3 v 45 5 v 61 T(Hig ~
14 1 v 30 3 v 46 5 v 62 7(Hig ~
15 1 - k| 3 v a7 5 v 63 T(Hig v
Apply

 DSCP
There are6 bitsn Y | UDGCASIWR U WNY E Wa ¢ DWe U1 W6 I ties 131 1 WE | 13 WX ML

T Queue

The chipset supports8 queues from queue 0 to queue 7. The queue 0 is the least priority queue
and the queue 7 is the highest priority queue.
The default Queue for each type idisplayed in the table:

0-7 8-15 16-23 24-31 32-39 40-47 48-55 56-63
0 1 2 3 4 5 6 7

1 2L (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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5.5 Port Trunk

Port Trunk is also known asLink Aggregation, and it is a protocol to group links to a trunk. A total &

trunk groups are provided. It is a good method to reach load balance and link backup. For example, when
port 1 to port 4 are combined to trunk 1 and all ports support 100Tx and set to fdllplex, the bandwidth

of the trunk will be 800Mbps. The traffic mnsmitting on the trunk is distributed to one of the link by the
source MAC address to reach the load balance. When the trunk mode is set to LACP and when one of the
link is broken, the trafficwill transmit on another link on the group.

5.5.1 Configure Port Trunk Information

£+ Trunking Settings

GI’OUD Trunking Mode Member Ports

Trunk 1 LACP v Nothing selected -
Trunk 2 LACP ¥ | Nothing selected -
Trunk 3 LACP v Nothing selected v
Trunk 4 LACP v Nothing selected -
Trunk 3 LACP v Nothing selected -
Trunk & LACP v Nothing selected v
Trunk 7 LACP v Nothing selected -
Trunk 8 LACP v Nothing selected -

Apply

1 Group
Eight trunk groups fromTrunk 1to Trunk 8 are supported.

1 Trunking Mode
Ns YWal 20Ut RUDWG YT Ut Wel DWe2¢RUGCHIWaWmx 9AwWe U WHEqcé
Static: The traffic is transmitted on one of the links in the group. The link is determined by the MAC
Address in the frame header. If the link is broken, the traffic cannot transmit on the other links in
the group.
LACRa Wf qWRY Weat YWt UOYs UWet Ww?! U¢cGRAWWg! 2 Ut RUNIOW n Wa ¢
can be transmitted on another link in the group.

1 Member Ports
Select member ports to be joined in the specified Trunk group. A port can only be in one of the
Trunk group.Each Trunk group supports maximum 8 member per ports.

T Bt (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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5.5.2 Port Trunk Status

£ Trunking Status

Group Type Paorts Link Status
Trunk 1
Trunk 2
9 Down
. 10 Down
Trunk 3 Static 11 Down
12 Down
Trunk 4
7 Down
Trunk 5 LACP
N 8 Down
Trunk &
Trunk 7
Trunk 2
Auto Refresh
Refresh Rate: 5 seconds @

1 Group
The supported trunk groups are fronTrunk 1to Trunk 8.

1 Type
N6 WWal 2 Ut Wa YT 1IW 13 q WACKHS LiVajatidRe QLN 6 YRe GILLACRANATALLE VR LEGGIEG! A 121 1
are in the group.

1 Ports
The selected member ports in the group will be displayed in this column.

1 Link Status
This field displays the link state (Up or Down) for the specific port.
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5.6 Voice VLAN

Configuring the Voice VLAN can improve Voice over IP (VolP) service quality. IP voice traffic transmitting
from IP phones are going to transfer to the specific VLAN. Voice VLAN provides Quality of Service (QoS) to
have limited latency that ensure the qualy of the call.

Using theExtended ACL Configuration can apply the configure of Voice VLAN. This is a example about
the Voice VLAN configuration.

5.6.1 Configure Voice VLANInformation

LrExtended ACL Configuration

ACL Entry ID 1 e
ACL Action Priority v | 7 v ‘ (7]
ACL Qualifier
Set

Close

1 ACLEntry ID
Entry number in the ACL tableThe range of thdndexis from 1 to 128

T ACL Action

Select Priority, fill in priority level with7.

1 ACL Qualifier

et Button)
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After click the "Set" button, it is going to appear the ACL Qualifier window.

Choice Qualifier : Select "VLAN"

Value: Assign the ID of the Voice VLAN

m Add Button)
i (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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6 Security

6.1 Storm Control

A traffic storm happens when there is excessive packetood to the LAN and decreases the
performance. TheStorm Control function is used to prevent the system from breaking down by the
broadcast, multicast, or unknown unicast traffic storm. When theStorm Control is enabled on the
specific traffic type, the system will monitor the incoming traffic. If the traffic is more than the configured
level, the traffic will be dropped to avoid the storm.

6.1.1 Configure Storm Control Information

£+ Storm Control

Traffic Type Mode Level

Broadcast Enable @ Disable High (2500fps) v

Multicast Enable @ Disable High (2500fps) v
Unknown Unicast Enable @ Disable High (2500fps) v

Apply

1 Traffic Type
Three types of traffics are supported in the Storm ControBroadcast, Multicast , and Unknown

Unicast.
T Mode

BEUECHI WwWY! WH?Rt cHIUWWEqY! GWOYUq! YalWne UqRYUWRU Wq
1 Level

Three frame levels are availableHigh, Middle, and Low. If the frames of specific traffic type are
more than the set level, the system will drop the type of frames to prevent the system from
breaking down.

HIGH: MORE THAN2500 FRAME PER SECOND

MID: MORE THANLOOO FRAME PER SECOND

Low: MORE THANSOO FRAME PER SECOND

T BaldslA (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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6.2 802.1X

802.1X is anlEEEstandard defined Port-based Network Access Control . It provides a more secured
authentication mechanism for the devices, which would like to connect to a LAN or a WAN. TRert-
based Network Access Control protocol is a convenient method for the users because the
authentication is per-port and once the port passes the authentication, it is not required to authenticate
again when changing to another device, i.e., without security. Thefore, MAC-based access control is
provided. It is a more secure, but less convenient method for authentication. Only the dé&e with the

MAC Address that has passed the authentication can be added to the networks. These two methods are
optional on each port and the users can select one of them on different ports.

6.2.1 Configure 802.1X Basic Information

£+ 802.1X Settings

Q@ Basic Settings

802.1X Mode Enable @ Disable

Server Type Local Database @ RADIUS Server

For more information, hover the mouse over the @icon in the system.

1 Basic Settings
. 802.1X Mode

BEUCHIWwWWY! Wb? Rt CHIWwWYMZIONAWNne URqRYUWY Ulq 6 13 LM
. Server Type

ENGUHRqWa6 WY MZIONA W 1 2131 Wa! GUWa Y Wmbx YHRE G W?E qc H

Local Database The database is maintained in a table stored in the switch. The client has

qyYwt YOT WagéWwet 31 UcalWwe U7 WGettsYI T WgYWeeaaqdblJUgRt

RADIUS ServerThe database is maintained in other devices running RADIUS service. The

authentication follows the RADIUS protocol including communication and encryption.
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6.2.2 Configure 802.1X Port Information
Q Port Settings

Port Made Re-Auth Re-Auth Period @ Status
1 force-authorize v Enable v| | 3600 uncontrolled
2 force-authorize v Enable v| | 3600 uncontrolled
3 force-authorize v Enable v| | 3600 uncaontrolled
4 force-authorize v Enable v| | 3600 uncontrolled
E force-authorize v Enable v| | 3600 uncontrolled
& force-authorize v Enable v| | 3600 uncontrolled
7 force-authorize v Enable v| | 3600 uncontrolled
8 force-authorize v Enable v| | 3600 uncontrolled
S force-authorize v Enable v| | 3600 uncaontrolled
10 force-authorize v | Enable v | 3600 uncentrolled
11 force-authorize v | Enable v | 3600 uncentrolled
12 force-authorize v Enable v| | 3600 uncontrolled
13 force-authorize v Enable v| | 3600 uncontrolled
14 force-authorize v Enable v| | 3600 uncontrolled
15 force-authorize v Enable v | 3600 uncontrolled
16 force-authorize v | Enable v | 3600 uncentrolled

For more information, hover the mouse over the eicon in the system.

1 Port Settings
. Port

Portl to PortN, where N is based on the total port number.

Mode

force-unautharize: Disable 802.1x authentication on this port, all traffic transmissions are
blocked .

force-authorize: Disable 802.1x authentication on this portallows to send and receive
traffic without 802.1x authentication of the attached client.

multi-host: Only one of the attached clients on this port needs to authenticate. After it is
authorized, all other clients connected to this port are granted network access.
multi-auth: Every attached client on this port requires authentication individually.
Re-Auth

BEUCHINWWYI -dles@ &NOHRH &R YU WY U W g GuihénGcétionitOll /b0 131 b L
enabled on the port and the port has to reuthenticate with the server every reauth
period.

Re-Auth Period

This is a time interval, which is used in rauthenticating the server.

T BaldslA (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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6.2.3 Configure Local Database Information

£ | ocal Database

User Name @ Password @ Confirm Password @ 4

o

Apply

For more information, hover the mouse over the @icon in the system.

 User Name

The User Name is used in authentication.
Themax. length for the User Nameis 32 characters.
Note: #,\, ', ", ?areinvalid characters.

1 Password

The Password is used in authentication.
Themax. length for the Passwordis 20 characters.
Note: #,\, ', ", ?areinvalid characters.

I Confirm Password

The Confirm Password field must be the same as Password field.

q == Click the plus icon to add a Username/Password row.

1 RK: Click theremove icon to delete the Username/Password row.

i (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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6.2.4 Configure RADIUS Server Information

£+ RADIUS Server
Q RADIUS Server 1

Server IP 127.0.0.1
Service Port 1812 (2]
Shared Key ssssss e

Q RADIUS Server 2

Server IP 127.0.0.1
Service Port 1812
Shared Key snesee e

Apply

For more information, hover the mouse over the @icon in the system.
1 ServerlP
The Server IP is the IP address of the server.
1 Service Port
The Service Port is the listening port on the RADIUS server.
1 Shared Key
The key is used in establishing the connection between the server and the authenticator before

authentication.

1 2B (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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6.3 Service Control

We provide 5 types of interface which arélTTR HTTPS SSH, Telnet, and Console Port to access the
management interface of the switch. Users can configure the authority for each type of service to be
enabled or disabled.Reset Button is another method to reboot or reset factory default. We also provide
the configuration for the Reset Button to enable or disable its function. All of the services are enabled by
default and users can disable unused service to make the system more secure

6.3.1 Configure Service Control Information

£+ Service Control

HTTP (@ Enable Disable

HTTPS (@ Enable Disable

SS5H (@ Enable Disable

Telnet @ Enable Disable
Console (@ Enable Disable
Reset-Button (@) Enable Disable

1T HTTP
Enable or Disable to access management interface byiTTPwhich is the foundation of data
communication for the World Wide Web (WWW).

1 HTTPS
Enable or Disable to access management interface biATTPSwhich is an adaptation of HTTP for
security. The communication will beencrypted in HTTPS.

1 SSH
Enable or Disable to access management interface b$SH, which is acryptographic network
protocol. SSH provides asecure channel over an unsecured network in the clientserver
architecture. The switch plays the role of SSH server and hosts plays the role of SSH client.

 Telnet
Enable or Disable to access management interface bifelnet which is atext-oriented virtual
qll GRUcOWRYUUWDHRqRYUIOWf qkt WG+ W W21 YWadé ¢ UWEEc WHII
when the data is transmitting.

1 Console
Enable or Disable to access management interface bgerial Console Port. Disable the Console
Port can avoid the misconfiguration by someone who can access the device esite.

 Reset Button
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Enable or Disable to react when users press thReset Button. The Reset Button provides different
functions including reboot and reset factory default. Disable Reset Button is a protection from

mistaking the button to reboot the system or restore the system to default state.

1 2L (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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6.4 IP Source Guard

IP Source Guard (IPSG) is an IP data packet filtering security featuteexamines each packet sent from a
host attached to the switch. The IP address associated with the host are checked against entries stored
in the IP setting table of IPSGIf the source packet header does not match a valid entry in théable, the
switch does notreceivethe packet. There is a naximum 12 IP addressesn the list.

6.4.1 Configure IP Source Guard
£ |P Source Guard

@ Basic Settings

Mode (@) Enable Disable
£* IP Settings
Index IF Address -+
192.168.1.20 x
192.168.1.21 x
192.168.1.22 x
192.168.1.23 x
192.168.1.24 x
192.168.1.25 x
192.168.1.26 x
192.168.1.27 x
192.168.1.28 x
192.168.1.29 x
192.168.1.30 x
192.168.1.31 x

1 Mode

Enable or Disable the IP source guard function.

1 IP Setting

A whitelist for IP address that can access the switch.
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6.5 Access Control List

An access control list is a list of rules associated with a switch fabric. An ACL specifies which packet

takes specific action to transfer to destination port. There are two kinds of ACL group, Basic and

Extended.

Standard ACL provides rules to apply all network ports. The inbound traffic checked the entries in the

ACL table. Each entry can be the MAC entry for layer 2 address and IP entry for the layer 3 address. And it
can check the source address or destination ddress. User can adjust the address mask to provide the
group setting in one entry. Entry has two actions that can permit or deny network packet transmitting to
another port.

6.5.1 Configure Standard Access control list

Switch{config)# acl mac
Usage: acl mac [Entry ID] [droplpermit] [SrcMac|DstMacl [Macl [HWildcard]l

Switch{config)# acl ip
Usage: acl ip [Entry ID] [droplpermit] [Srclpl|DstIpl]l [IP] [Hildcardl

1 Index

Entry number in the ACL table. Traffic packet will be checked with the index sequence.
The range of thdndexis from 1 to 128
f Action
Drop: Packet will discarded if it hit the address rule.
Permit: Packet will forwarded if it hit the address rule.
1 Address Type
Src: Address rule bases on the source address
Dst: Address rule bases on the destination address
9 Address
MAC address with byte colon format. For example: 00:80:C2:01:23:45
IP Address with decimal dot formatFor example: 192.168.1.123
1 Wildcard Mask
A wildcard mask is a mask of bits that indicates which parts of an IP or MAC address are available
for examination. A wild card mask is a matching rule. The rule for a wildcard mask is:
. 0 means that the equivalent bit must match
. 1 means that the equivalent bit does not matter
Bit mask for MAC address with byte colon. Bit 0 is checking the rule. Otherwise bit 1 is excluded in

the checking rule.
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Subnet mask for IP address with decimal dot. To decide the type of network.

Extended ACL provides advance rules to apply enhance action. The inbound traffic checked the entries of
qualifier. Entry of qualifier can be the ethettype, VLAN, QoS, MAC entry for layer 2 header, IP entry for the
layer 3 address, TCP/UDP port for the lay 4. There are 4 kinds of actions for extended ACL, drop, permit,

redirect interface and priority modified.

6.5.2 Configure Extended Access control list

LExtended ACL Configuration

ACL Entry ID 1 (2]
ACL Action bermit "
ACL Qualifier
Set

ACL Qualifier

Choice Qualifiers

Source IP

Value

Wildcard
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6.5.3 CLI command

Switch{config)# acl extended
Usage: acl extended [Entry ID: 1 - 128]

Switch({config)# acl extended 1

T Index

Entry number in the ACL table. Traffic packet will be checked with the index sequence.
The range of thdndexis from 1 to 128

Ot Wl Wel WWRNYRUNWagYWIUqI!l Waé 1 Wikktadkls 37 W 9x WRUqII ne #H

Extended ACL has qualifier that can apply complex rule for the entry. It can have multiple rules in a
qualifier. An entry will take action when all rules match in the qualifier. In the other word, qualifier take AND
algorithm for several rule apply.

After setting qualifier and action, entry request ENABLE command to make it works. User can take

DISABLE command for unapplied and keep the setting.
Switch{config-ext-acll)# qualifier dstip

Usage: qualifier dstip [IP_ADDR] [WILDCARD]I

Switch{config-ext-acll)# qualifier dstmac
Usage: qualifier dstmac [MAC_ADDR]1 [WILDCARDI
e.g. qualifier dstmac 00:11:22:33:44:55 00:00:00:FF:FF:FF

Switch{config-ext-acll)# qualifier dstport
Usage: qualifier dstport [1 - 655351

Switch{config-ext-acll)#t qualifier ethertype
Usage: [0x0 - OxFFFF]

Switch{config-ext-acll)# qualifier interface
Usage: qualifier interface [1 - 121

Switch{config-ext-acll)# qualifier qos
Usage: qualifier qgos [B8 - 7]

Switch({config-ext-acll)# qualifier srcip

Usage: qualifier srcip [IP_ADDR] [WILDCARD]I

Switch{config-ext-acll)# qualifier srcmac
Usage: qualifier srcmac [MAC_ADDR] [WILDCARDI
e.g. qualifier srcmac 00:11:22:33:44:55 00:00:00:FF:FF:FF

Switch{config-ext-acl1}#f qualifier srcport
Usage: qualifier srcport [1 - 655351

Switch{config-ext-acll)# qualifier vlan
Usage: [1 - 40941

1 Qualifier
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Destination IP (dstip): Destination IP address. IP Address forms of decimal dot format. For
example: 192.168.1.123. A wild card mask is a matching rul&it 0 is checking the rule. Otherwise
bit 1 is excluded in the checking ruleFor example: 0.0.0.255 checks the 24bits of the highest bit.
Destination MAC (dstmac): Destination MAC address. MAC address forms of byte colon format.
For example: 00:80:C2:01:23:45. A wild card mask is a matching rulBit 0 is checking the rule.
Otherwise bit 1 is excluded in the checking ruleFor example: 00:00:00:00:ff:ff checks the 32bits
of the highest bit.

Destination Port (dstport): Destination TCP/UDP port numberThe range of theport is from 1 to
65535

Ether Type (ethertype): EtherType filed of MAC header. It has 2 bytes. Format in hex
0x0000~0xFFFF.

Interface (interface): Interface number of incoming packet.

QoS (gos): Class of Service (CoS) or Priority Code Point (PCP) filed of MAC headére range of
the gosisfrom 0 to 7

Source IP (srcip): Source IP address. IP Address forms of decimal dot format. A wild card mask is
a matching rule.Bit 0 is checking the rule. Otherwise bit 1 is excluded in the checking rule.
Source MAC rcmac): Source MAC address. MAC address forms of byte colon format. A wild
card mask is a matching ruleBit 0 is checking the rule. Otherwise bit 1 is excluded in the checking
rule.

Source Port (srcport): Source TCP/UDP port numbefThe range of theport is from 1 to 65535.
VLAN (vlan): VLAN ID of the incoming packefThe range of thevlanis from 1 to 4094.

IP Protocol (ipprotocol): IP Protocol of the incoming packetThe range of th@pprotocol is from 0

to 255.

Switch{config-ext-acll)}# action

Usage: action [drop|permit|redirect [interfacel|priority [gosl]

M Action
Drop: Packet will discard if it hit the address rule.
Permit: Packet will be forwarded if it hit the address rule.

Redirect: Packet outgoing will redirect to the specific interface if it hit the qualifier rule.
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1

Priority: Packet will send the specific priority queue if it hit the qualifier ruleThe range of thejos
isfromOto 7.
Vaule
The value is going to apply to the qualifier.
Wildcard
A wildcard mask is a mask of bits that indicates which parts of an IP or MAC address are available
for examination. A wild card mask is a matching rule. The rule for a wildcard mask is:
. 0 means that the equivalent bit must match

. 1 means that the equivalent bit does not matter

Switch{config-ext-acll)# enable
enable Enable Extended ACL entry

Switch{config-ext-acll)# disable
disable Disable Extended ACL entry

Enable
Enable the extended ACL entry.
Disable

Disable the extended ACL entry.

One status page can check all rules that apply to the switch.

LExtended ACL Status

Show 10 v | entries Search:
Er;i[:jry Action Qualifier Edit Remove
B Src IP 192.168.10.30 .
1 Permit 0.0.0.0 G x
10 Permit src Port 5000 ] x
_ Src IP 192.168.10.90 .
20 Permit 0.0.0.0 G x
Src IP 0.0.0.0 .
120 Drop 255.255.255.255 G x
Showing 1 to 4 of 4 entries First Previous MNext Last
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6.5.4 Access control list Example

Admin’s PC H
MAC Address: 68:02:35:FF:AB:01 ) Scenarlo 1
IP Address: 192.168.1.99 Only allow Admin’s PC to access database

v

Database

Employee

6.5.5 Configure Permission by MAC Address

1. Login Command Line Interface (CLI) with username and password which are admin/admin by
default.
2. 9YUnRNDel JW 9x Wl 2dlWnYl W6 W~ 9W TTI1 P WYnWw TAaRUKt WA
acl mac 1 permit src 68:02:35:FF:AB:01 00:00:00:00:00:00

Note: the index ID is from 1 to 128

6.5.6 Configure Permission by IP Address

1. Login Command Line Interface (CLI) with username and password which are admin/admin by
default.

2. 9YUnRNDza | JW 9x W 20 0WnY!l WaqéWWf AwW TT1 Jtt WE2AUUqUWN®=|
acl ip 1 permit src 192.168.1.99 0.0.0.255
Note: the index ID is from 1 to 128
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Scenario 2

Meeting Room Deny Visitor’s PC to access database

KN-BTPMG202M GUIUser Guide

g
Employee

=

C
v ‘F\

Database

For Visitor Use
MAC Address: 68:02:35:FF:CD:01
9 IP Address: 192.168.1.102 y

6.5.7 Configure Deny by MAC Address
3. Login Command Line Interface (CLI) with username and password which are admin/admin by

default.
4, 9YUnRNDel JW 9xW 2adWnYl W6 W~ 9 LW

acl mac 1 drop src 68:02:35:FF:CD:01 ff:ff:ff.ff:ff:ff
Note: the index ID is from 1 to 128

TTI O WYNnWéERY RqYI kit

6.5.8 Configure Deny by IP Address
3. Login Command Line Interface (CLI) with username and password which are admin/admin by

default.
4, 9YUnRNDea|l UW 9x Wl 2dWWnVY!l W Wf AwW TT1 W3ttt WE2HUOUqUWN®=|

acl ip 1 drop src 192.168.1.102 0.0.0.255
Note: the index ID is from 1 to 128
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6.6 SSH

To reduce the steps for login the system vi&SH connection, the public/private key pair is a good choice
for users. The pair of keys is created on the local device and users have to provide the public key to the
target device, for example, the Ethernet switch. When users connect to the target device, the system
creates a safe connectionby SSH. The localhost and target devicauthenticates each other with the
public and private keys to make sure the security.

6.6.1 Backup Host Key File

L+ Host Key Backup
Q Backup to Localhost

File Name

Q Backup to USB

Backup Host Key File

1 Backup to Localhost
File Name
Specify the File Name for theSSH Host Keyfile, which will be saved to the localhost.

L

1 Backup to USB
Ensure there is dJSB stick inserted into the USB port.

. BackupHost Key File
Specify the File Name for the save&SH Host Keyfile, which will be saved to the USB.
Note: The file system of USB must bEAT32

i m (Save Button)

Click the "Save" button to save the configuration file to th&ocalhost or USB.
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6.6.2 Restore Host Key File
£+ Host Key Restore

Q Restore from Localhost

File Name =+ Select File

Q Restore from USB

File Name in USB (2]

1 Restore from Localhost
. File Name
Select the SSH Host Keyfile, which is saved in the Localhost.

1 Restore from USB
Please ensure there is &JSB stick inserted into the USB port.
. File Name in USB
The File Name of the savedSSH Host Key file, which is saved to the USB. If the
configuration file is saved in the directory, please specify théull path .
Note: The file system of USB must bEAT32

i (Restore Button)

Click the "Restore" button to restore theSSH Host Keyfrom the Localhost or USB.

6.6.3 Host Key Information

The current SSH Host Key is displayed in ti&SH Host Keppage. The system only accept one SSH Host
Key, once users restore another Host Key, the currentddt Key will be replaced.

£+ SSH Host Key

AAAAB3NzaClyc2EAAAADAQABAAABAQCGINLLQMBzd+BcavrgDWypnd3
1h5/lwimsRWAneEMFuLwdP3LOPIIKOSHLnouprQjyWiljYZmQ9wgucZ 1dXUtpne
1yfgxTiBCQayACHM]j3gTVzWAAPNhS80uq7LRMThucySBQouiQHKPIbi2ZKZm6+1IX
DHAMAG1cOMIvnRuiymDkmWBI/xVk4i0Vx+q2rAUcUOKBNmM2Ydr/rz4MxoAeQRCI
UhjeHOyIBhCtM8+stM1/3k54Kn4Ivt90gqDCnLGjC3hwKxLDN1UXPDp46+0KbTls
80LACa285mTTKMj8g9XTIGSRD25%bsajaje5e7 GAIGovnInWgew4f4jGO000Vdh
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7 Diagnostics

7.1 IGMP Filtering

IGMP Filtering is a feature that allows users to configure filters on a switch. It controls the propagation of
IGMP protocol data units through the network. By managing the PDU, IGMP filtering provides the capability
to manage the forwarding of multicast traffic.

7.1.1 Configure IGMP Filtering List

£+ IGMP Filtering List

Group Address Start @ Group Address End @ +

x

Apply

1 Group Address Start
Group address range are 224.0.0.23 to 239.255.255.255. Each group must be unique.

1 Group Address End
Group address range are 224.0.0.23 to 239.255.255.255. Each group must be unique. The group

addresses are listed in ascending order. Group start address and Group end address cannot be
the same.

1 2B (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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7.2 Port Mirroring

Port Mirroring is a feature that copies the incoming or outgoing packets on one or more ports to another
destination port. It is very useful to monitor the network traffic and analyze the copied traffi€ort
Mirroring helps network management to keep a close eye on the network and debug when some issues
arise.

7.2.1 Configure Port Mirroring Information

£+ Port Mirroring

Mirroring Mode Enable @) Disable
Source Port Mothing selected -
Sniffer Mode Both Tx and Rx M
Destination Port None v

Apply

I Mirroring Mode
BEUECAHIWwWYI Wmw? Rt ¢H
1t quUGWs RadWal ¢ Ut G
AYl qwto

i Source Port
The traffic on the Source Ports will be sniffed to the Destination Port.

1 Sniffer Mode
Both Tx and RxSniffs both transmitting and receiving traffics.
Tx Only Sniffs only the transmitting traffic.
Rx Only Sniffs only the receiving traffic.

M Destination Port
The traffic will sniff to the Destination Port. This port is usually connected to a host running the
software to observe the packets.

1 2B (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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7.3 Remote SPAN(RSPAN)

Switch port Analyzer (SPAN) provides efficient and high performance traffic monitoring. It duplicated
network traffic from a configured interface to another designated interface on the switcHFSPANis used
for connectivity troubleshooting and for network performance utilization.

An extension of SPAN calle@Remote SPANor RSPANallows users to monitor traffic from source ports
distributed over multiple switches. In other words, users can centralize the network capture devices.
RSPANoperates by mirroring the traffic from a source port of an RSPAN session on a VLAN. The VLAN is
connected to other switches via trunked mode, allowing the traffic on the RSPAN session to be
transported across multiple switches. On the switch that containsthe destination port for the RSPAN
session, the traffic from the VLAN of RSPAN session is simply mirrored out the destination port.

RSPAN Source RSPAN Destination

T ‘ N £
- X O VIANTrunk
)

ael

ns

A: Source Port C: Destination Port
B: Reflector Port D: Remote VLAN

7.3.1 Configure Remote SPAN Information

The RSPN is default disabled. The switch provides Source Mode and Destination Mode. Users can
select the mode according to their application.

£+ Remote SPAN

Remote SPAN Mode Source Enable Destination Enable (@ Disable

1 Remote SPAN Mode

mEUECHI WwWAEA WYUWaqé WWEYza | #IW~YT WYl w2t qrUec qRY U LW
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7.3.2 Configure Remote SPAN Source Mode

£+ Remote SPAN

Remote SPAN Mode

Source Port

Sniffer Mode

Reflector Port

Remote VLAN ID

@ Source Enable

P1

Tx Only

None

Destination Enable

Disable

For more information, hover the mouse over the @icon in the system.

i Source Port

The traffic through theSource Portwill be mirrored to remote devices.

T Sniffer Mode

Select the traffic type, Txor Rx, to mirror.

1 Reflector Port

To optimize the utilization of switch interfaces, theReflector Porton our switches is designed to

copy packets from the RSPAN Source Port and forward the copied packets out like an uplink port.

1 Remote VLAN ID

The configuredRemote VLAN IDwill be the RSPAN session and used to transmit RSPAN traffic.

TheRemote VLAN Ixonfigured on the RSPAN Source and Destination has to be the same one.
The range of thd&Remote VLAN Is from VLAN2 to 1001and VLANLOO6 to 4094 VLAN 1 and VLAN
1002 to 1005 are reserved VLANS.
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7.3.3 Configure Remote SPAN Destination Mode
£+ Remote SPAN

Remote SPAN Mode Source Enable @ Destination Enable Disable
Destination Port None h
Remote VLAN ID (2]

Apply

For more information, hover the mouse over the @icon in the system.

M Destination Port
The copied traffic will be forwarded to thidDestination Port.

1 Remote VLAN ID
The configuredRemote VLAN IDwill be the RSPAN session and used to transmit RSPAN traffic.
TheRemote VLAN Ixonfigured on the RSPAN Source and Destination has to be the same one.
The range of thd&Remote VLAN Ik from VLAN2 to 1001and VLANLOO6 to 4094 VLAN 1 and VLAN
1002 to 1005 are reserved VLANS.

7.3.4 Configuration Example for RSPAN

IN THE FOLLOWING DIAGRAMIHESWAI|S THERSPANSOURCE AND THESWC IS THERSPANDESTINATION
BETWEENSWAAND SWC, THERE IS ASWBWHICH IS A NORMAL SWITCHWE ARE GOING TO MONITOR THE
TRAFFIC FROM THEP CAMERA ON THE LEFT SIDE TO TBERVER ON THE RIGHT SIDE

RSPAN RSPAN
Source Destination

RSPAN Session: VLAN3000

Step-by-step Configuration
5. x YNRUWI AW YUt Y i DaycoticskM il RAD WY ¢ OBBAA w
6. Configure forSWA
i. 90 RSburbdsEnablers ¢ UT W6 31 WWs RGO W 6 Ys WY @631 W Jd¢ qldl WH
i. Selectthe Source PortPort 3) that will be monitored.
iii.  Select the Sniffer Mode, normally called traffic type. For this example, we want to monitor
q6 Wl ¢nnRHEWNI Y4 lWad6 JLWF ARMBIOG IJ1 ¢ AW Y Ws WWGE ¢ 2 1JWa VYW
iv.  Select theReflector Port which will forward the copied traffic to the destination. On the
SWA,Port 9is the Uplink and Reflector Port.
v. Decide theRemote VLAN IDfor RSPAN Session the copied traffic will be transmitted
through this VLAN trunkWe useVLAN 30000n this example.
vii 90 RAppywHIA2 qaqYULWqYWInnJHaqWAEA WrYUnRNzl ¢qRYUL 1O
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£+ Remote SPAN

Remote SPAN Maode @' Source Enable Destination Enable Disable
Source Port P3 -
Sniffer Mode Rx Only h
Reflector Port P7 ¥
Remote VLAN ID 3000 e

vii.  Configure uplink port Port 9) totagged member onVVLAN 3000
vii. 9 0 RApPIEIA 2 qq Y U WY U Wq 6 13 LW phake eVl ANSffactive.6 1J UG ¢ N 1J Wa Y

£ VLAN Settings

Q@ Management VLAN

VLAN ID 1 =

Q VLAN Member Settings

VLAN ID @ Name @ Untagged Ports Tagged Ports +
1 - 12 items selected ~ Nothing selected ~ = %
3000 RSPAN Nothing selected - P9 - %

7. Configure forSWB
i.  Configure the ports Port 9 and Port 10) connected with SWA and SWC to tagged
members onVLAN 3000
i. 90RMWMNEIA2 qaqVY UWY UlWq 6 1J LWL hdke theWiLANSffactive.6 1J WG ¢ N 1J Wa Y

136



KN-BTPMG202M GUIUser Guide )

£+ VLAN Settings
@ Management VLAN

VLAN ID 1 o

Q VLAN Member Settings

VLAN ID @ Name @ Untagged Ports Tagged Ports 4
1 - 12 items selected - Nothing selected ~ %
3000 RSPAN Nothing selected ~ P9, P10 - X

8. Configure forSWC
i. 9 {0 RBiestinbtion Enable o lW¢ UT Wa6 131 DWs RGa W 6 Ys WYaq6 I W WJaeqldl
ii.  Select the Destination Port Port 5) that the copied traffic will be transmitted to.
iii.  Configure theRemote VLAN IDto VLAN 3000for RSPAN Session
iv. 90 RAppywHIAz qqYUllgVY WInnJeaqWAEA WerYUnRNz2l ¢qRYUt 1O

£+ Remote SPAN

Remote SPAN Mode Source Enable (@) Destination Enable Disable
Destination Port P5 b
Remote VLAN ID 3000 2]

v.  Configure uplink port Port 10) totagged member on VLAN 3000
vii 90 RApplyistliAz qa YU WY U Wa 6 1 Whdke teYViLANffactve.6 1J UG ¢ N 1J Wa Y

£+ VLAN Settings

@ Management VLAN

VLAN ID 1 (]

Q@ VLAN Member Settings

VLAN ID @ Name @ Untagged Ports Tagged Ports +
1 - 12 items selected - Nothing selected ~ %
3000 RSPAN Nothing selected ~ P10 - R
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7.4 Ping

Pingis a tool used to test the reachability of a device on the IP network. Ping is enabled by sendintgrnet
Control Message Protocol (ICMP) request to the target device and waits for the response packet from the
target device to check the connection.

7.4.1 Ping Another Device with IPv4/IPv6

£ Ping

Start Stop Clear Reset
Type @ 1Pv4 IPVG
IP Address ‘ 192.165.10.88 '
Count 3 v 2
Result  ------—-- Start Ping 192.168.10.88 -

64 bytes from 192 168.10.88: ttI=128 time=5.751 ms (1)
64 bytes from 192.168.10.85: ttl=128 time=11.794 ms (2)
64 bytes from 192.168.10.85: tll=128 time=10.892 ms (3)
---------- Ping Statistics ----—--—--

Transmitied: 3 packets,

Received: 3 packets,

Loss: 0.00%

---------- End (Count=3) ----msmm-

For more information, hover the mouse over the @icon in the system.

. Type

ARUNDWe WHY U U1 H dPA LIIVAYEBRUEID i 507 Y drt6Y Ll A0
1 IP Address

The IP address of the connected device is verified based on the type.

1 Count
EVqt WagsWWRY2UqWqRG It IOWNS W '+ qudWs Radwt WOT Wmw9 Ye Ug
address and wait for the response.
The range of theCount is from 3 to 50.
The defaultCount is 3.

1 Result
The result of the ping shows the response from the specific IP address. If the specific IP address
does not respond, it displays No Response.
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T mEqc¢l quwWl7eqaqYU
QURHAt Wb WWbHEqeE! qul7eqqYUllgY W q¢l qlgé JWGRUNWqY Waqé I

1 mEqYGwW7a2aqqVYU
QURHAL Wb WWHEqYGwW7aaqaqYUlgYLW qYGWa6 WWGRUNLWqY Wa 6 13 Wf

f motWel wW7aaqqVYU
QURHAI W6 WWmIGNCE! wlWl7eqaqYULlgVYWHGICE! Wad DWbLAIY 20 qmwiO

9 LAt DgwlW7aaqqYU
QURHt W6 VWAt DagwW7eqqYUllgYWHGUE! Wagé WWBLALYE 2 qrwe U
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7.5 Traceroute

Traceroute is another tool used to test the reachability of a device on the IP network. Traceroute is
enabled by sendinginternet Control Message Protocol (ICMP) request to the target device with the
limited TTL. TTL value start from 1 and count on. System can get the response of the device on the path.

7.5.1 traceroute Device with IPv4/IPv6

£+ Traceroute

Start Stop Clear Reset

Type @ 1Pv4 IPV6

IP Address ‘ 8.5.8.8 " ‘

Hops | 20 v | L2

Result  ---------- Start Traceroute 8.8.8.8 -——--—--—-
192.168.1.1 (192.168.1.1) 26.227 ms
192.168.1.1 (192.168.1.1) 5.592 ms

*

192.168.1.1 (192.168.1.1) 9.803 ms
192.168.1.1 (192.168.1.1) 1.888 ms

¥

192.168.1.1 (192.168.1.1) 26.513 ms
192.168.1.1 (192.168.1.1) 8.664 ms

¥

4 220.,128.4.122 (220.128.4.122) 4.834 ms
7 72.14.218.140 (72.14.218.140) 9.248 ms
10 8.8.8.8 (8.8.8.8) 14.662 ms

—————————— End (Current Hops=12) --------—-

GO b b L] b b o) b e

For more information, hover the mouse over the @icon in the system.

—-
Zlg
D

I ¢ #IWe WY 00 13 HIgvdH LIPS A8 G 1) Vg Rig 6 GLke

1 1P Address
The IP address of the connected device is verified based on the type.

1 Hops
EVqt Wagd DWNNx WHYz UqWaqRG It OWNS W '+ qlaWs RAadwt IOT Wa ¢
specific IP address and wait for the response.
The range of theHops count is from 1 to 255.
The defaultHops count is 3.

1 Result
The result of the traceroute shows the response from each IP address. If the specific IP address
does not respond, it displays No Response.

f mEqé¢l quwll7zaqqVYU
QURHI W6 VWBEqcE! quW7zaqaqYUlgY W q¢l qllgd dWal ¢ H#IJI Ye qldLl
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1 mEqYGwW7a2aqqVYU
Q9URHAt Wb WWHEqYGwW7aqaqYUWgYLW qYGWa6 WWal ¢ #IJI Ye qldWaV

f mo9TuWel wW7eaqaqVYU
9URHI W6 WWmHITGWE]l wW7eqaqVYUllgYWHGWE! Waqé WAL 2 G qwbiO

9 mAUt DgwlWl7aaqqYU
9URHL W6 WWbBAY UagwlW7eqaqYUWgqYWHGIE! Wagd DWLADE 2damwlle U
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7.6 Cable Diagnostic

This command can check the status of copper cables with the time domain reflectometer (TDR)
technology. It can detect a cable fault by sending a detect signal and read the reflecting back. With this
test, it can help to identify and narrow down the physichlevel issue.

7.6.1 Display cable diagnostic

1 Port Selector
Select the port number to test.
Port 1 to N, where N is based on the total port number.

1 Cable status
The status of cable. It contains the number of pairs in the cable and the error amount. Usually

there are 4 pair in the CA'BE cable for Gigabit Ethernet link.

1 Pair status
NEUW qécaqet WYnWUeHSE WGERI WYnNWGY! qilollh §t kK Wt qq¢ qet Wa e U

status means cable does not connect to any device.

1 Length
The length of each pair of port in meters. Please note the error amount is around 10 meters due

to the TDR technology. The short cable less than the error amount might be untastable.
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8 Monitroing

8.1 LLDP

LLDPis Link Layer Discovery Protocol and it is a vendofneutral layer 2 protocol that is defined by EEE
802.1AB. LLDPis used in advertising identity of the devices, capabilities and neighbors on the LAN. The
information from the neighbors enables the switch to quickly identify the devices and interoperate with
each other more smoothly and efficiently. The neighbor tablshows the information about the device
that is next to the port. The LLDP can only get information from the device that is close to it. If the users
want to know the topology of the LAN, they can collect all information from the device and analysis the
neighbor table.

8.1.1 Configure LLDP Information

£ LLDP Settings

LLDP Mode (@ Enable Disable

LLDP Timer 30 (2]

Apply

For more information, hover the mouse over the @icon in the system.

1 LLDP Mode
WBEUCHIWWWY!I Wh? Rt CHIUwWag6WWxx ?2AWne UqRY U

1 LLDP Timer
The LLDP Timer is a time interval to send LLDP messages.

The range of the.LDP Timeis from 5 to 32767 seconds.
The defaultLLDP Timeis 30 seconds.

1 21U (Apply Button)
After configuring above fields, click Apply" button to make the changeseffective.
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8.1.2 LLDP Neighbor Table

£ LLDP Neighbor

Show| 10 v  entries
Local . Remote System
Port ‘¢ Mame
3 MT-0804G
G L2GigaBitEthern...
Showing 1 to 2 of 2 entries

Search:
i Remote Port
Chassis 1D Port D Address
D0:AABBICCI11:02 lang local 8 192.168.10.11
_— local .
00:03:CE11:22:33  Sid #2, Po... 1017 192 168.10.90
First Previous Next Last

Auto Refresh

Refresh Rate: 5 seconds @

M Local Port

The port connected to the LLDP neighbor on the local switch.

 Remote System Name

This is the system name of the LLDP neighbor. This value is set and provided by the remote device.

1 Chassis ID

The Chassis ID defines théMAC Address of the LLDP neighbor.

 Remote Port

This field displays theport information received from the LLDP neighbor.

1 PortID

The Port ID displays theort identity of the connected port on the LLDP neighbor.

9 Address

The Address displays théP address of the LLDP neighbor.
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8.2 System Warning

SystemWarningBYUq¢ RUt WmE! t qUAWE2 D0qWx YNwAWBE~NAWENqqRUNDt w4
q! GUt WYnwWt JI 2RAEIN Wt eHGWCEY W[ celaqld Gel GmAWMBE! + 0 Wx YNH
useful for the administrator to manage and debug the system. When the sigsn is powered off or when

someone tries to login the system or the system reboots abnormally, or when some of the interfaces are

linked down, the system sends log messages to notify specific users and record the events on the server

or assigned platform.Users can also connect an alarm buzzer to the relay alarm pins. When the

AYUnRNDz |l DT W[ cetdaqll d¢l W20t Wel UiWg! RNNDIII T Allgé I LWE ©

8.2.1 Configure System Warning Information

£+ System Log Settings

System Log Mode Local Remote usB
Remote Server IP Address (2]
Service Port 514 (2]

Apply

For more information, hover the mouse over the @icon in the system.

1 System Log Mode
1 Select the checkbox to send system log thocal (Switch), Remote, or USBwhen events
happened.

1 Remote Server IP Address
NEWWnRWGT WARYUqce RUY Wa 6 JWF AL Rémote kI HIdG YUY Ia Wk 16 W1 IO ¢J 8 F 16) 1 FLI
have to assign this IP Address to receive the system logehe system supports bothiPv4 and
IPv6 addresses for the remote server.

1 Service Port
The port is used to listen to the system log packets on the remote server.
The range of the&service Portis from 1 to 65535.
The defaultService Portis 514.

1 2B (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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8.2.2 System Event Log

£+ System Event Log

Jan 1 00:06:35 notice.user emonitor [EVENT] Port 2: LINK-UP
Jan 1 00:06:35 notice.user emonitor [EVENT] Port 5: LINK-UP
Jan 1 00:06:38 notice.user emonitor [EVENT] Port 2: LINK-DOWN
Jan 1 00:06:39 notice.user emonitor [EVENT] Port 5: LINK-DOWN
Jan 1 00:06:47 notice.user emonitor [EVENT] Port 3: LINK-UP
Jan 1 00:06:47 notice.user emonitor [EVENT] Port 8: LINK-UP

1 Log Text Area
NSuW '+ qddwl21U0qWR Unlgdalés @l RY G LD RIG &0 &b vV IR KRG 611 MasA G 1
configured events are triggered.

1 Clear | (Clear Button)
QURHt W6 WWmIdNe!l mWHazqaYUWqYWHEGUE! W W '+ qRla w20

1 (Refresh Button)

90 RHAL Wqé WWBANNI Ut 6wz qqVYUWgYW Wnl 3t 6 Wa6 W !+ qldd L
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8.2.3 Configure SMTP Information
£ SMTP Settings

Q@ Server Settings

SMTP Status Enable @ Disable

Server Address

Server Port 25 2]
Sender E-mail
Mail Subject Switch Notification o
SMTP Authentication @ Enable Disable
User Name Q

Password

@ Recipient Settings

E-mail Address 1

E-mail Address 2

E-mail Address 3

E-mail Address 4

Apply

For more information, hover the mouse over the @icon in the system.

i Server Settings
SMTP Status

BEUCAHIUwWY! Wh? Rt ¢HIUwWq6 JWE~NAWna URqRYUIO
Server Address

This is thelP address or URLof the SMTP Server. For example, the SMTP server address
Gl Y2RT DT WA! W] YYNGWWRY Wbt GaqGONG ¢ RIIOARY G IO
Server Port

This field is the port listening on the server for the SMTP request. For security, we suggest
users configure the server port ta165for SSLor 587 for TLS

The range of theService Portis from 1 to 65535.

The defaultService Portis 25. Port 25 is the default port for email server.

Sender Email

The Sender Email is the email address used to send the notifications to Recipients.

. Mail Subject

The Mail Subject is a string that is displayed in the-fBail title.

Note: #,\, ', ", ?areinvalid characters.

SMTP Authentication

WBEUCHIUWWY! WH?Rt ¢HOUwWagYWeeqblJUgqRHCE qllWaé6 1JWE~ N/
password.

User Name

The username is used in authentication with the SMTP server.

L
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Themax. length for the User Nameis 32 characters.

Note: #,\, ', ", ?areinvalid characters.

Password

The password is used in authentication with the SMTP server.
Themax. length for the Passwordis 32 characters.

Note: #,\, ', ", ?areinvalid characters.

1 Recipient Settings

E-mail Address 14

The configured email address will receive the notifications if the SMTP is enabled and the

B2K30qt Wt DqWYUWBRE2WUqUWEWGUHQRYUwWe ! WWal RONDIII T |

i (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

L

8.2.4 Configure System Event Selections

% System Event Selections

Event Fault Alarm System Log SMTP SNMP
Authentication
Failure - Disable v Disable v Disable v
ERPS Change - Dizable v Disable v Disable v
Power 1 Disable v | Disable v | Disable v Disable v
Power 2 Disable v | Disable v | Disable v | Disable v
Power 3 Disable v Dizable v Dizable v Dizable v
Power 4 Disable v | Disable v | Disable v Disable v
Cold Start - Disable v Disable v Disable v
Warm Start - Disable v Disable v Disable v
Digital Input Disable v | Disable v Disable v Disable v
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1 Event
There are 5 events on the System Events.
Authentication Failure: Login failed on the web console or CLI. It may be caused due to incorrect
username or password.
ERPS ChangeThe ERPS function is working and the topology is changed.
Power 1- 4: The power 1 to 4 is powered off.
Cold Start The system reboots due to interruption of power supply.
Warm Stara WUN G I W ' + qa W DAY Yqt WA! WRt + e RUNDWmBI WAYY qrlAY G I
on the web console.
Digital Input: The signal from the digital input is changed from high to low or low to high.

T BaldlA (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

8.2.5 Configure Interface Event Selections

£ Interface Event Selections

Event Fault Alarm System Log SMTP SNMP
All Ports Link Down Up Down Up Down Up Down
Port 1 Link Down Up Down Up Down Up Dawn
Port 2 Link Down Up Down Up Down Up Dawn
Port 3 Link Down Up Down Up Down Up Down
Port 4 Link Down Up Down Up Down Up Daown
Port 5 Link Down Up Down Up Down Up Down
Port 6 Link Down Up Down Up Down Up Dawn
Port 7 Link Down Up Down Up Down Up Daown
Port 8 Link Down Up Down Up Down Up Down
Port 9 Link Down Up Down Up Down Up Dawn
Port 10 Link Down Up Down Up Down Up Dawn
Port 11 Link Down Up Down Up Down Up Down
Port 12 Link Down Up Down Up Down Up Dawn

1 Event

NS LWl 2 13 U0qt WY UWqé6 Wt Ulnpkktatus: for idabiEpdr Eaglt AlathhlisRrigg@ried | La 6 1J LU
only during link down and other system log types support both link up and link down.

1 Eault Alarm
The Fault LED will turn on red and relay will turn ON, if the configured events are triggered. By
default, the Fault LED igyreen and relay is turned OFF in the normal situation,.

1 System Log
P60 0Wq6WHYUNRNDz ! UT W23 0qt Wel JWagl RNNII T AWl 6 W Y

GenNWAW PBaYqlWt I 2131 AWY médsaged KDLLNIG R WEIRO AIA dh R WO el B 17
rSystem Log Modets LR UShsteinlldigrSettingsts LG ¢ N 1J O
Note: The file system of USB must bEAT32
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T SMTP
If the SMTP is enabled and the configured events are triggered, the system will send amail
notificationtothee-0 ¢ RO W T T 1 134 + 134 WY n Wa 6 1J LWSNMPRSBtihgsis G I BB IGR 1J U q |
1 SNMP

If the SNMP Trap is enabled and the configured events are triggered, the system will send event
RUNYIl G¢ qRY U WdapReteived Ab A IRI) @RI H AULFSNNIP TkhpplLLRSE IDddAJ Wb

1 2B (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.

8.2.6 Configure SFP DDMEvent Selections
£+ SFP DDM Event Selections

System Log

Disable

Disable

Disable

Disable

Disable

SMTP

Disable

Disable

Disable

Disable

Disable

SNMP

Disable

Disable

Disable

Disable

Disable

Port 9
Event Fault Alarm
Current Disable
Rx Power Disable
Tx Power Disable
Temperature Disable
Voltage Disable
1 Event

Apply

N6 131 Jwel wWwrpwi23U0qt WY Cutdmt RKIPovwer TA Rowver, T éthpetatliké giands a LU
Voltage. Enable or Disable the event fault alarm or system warning when the value is higher than

the high alarm/warning threshold or the value is lower than the low alarm/warning threshold.
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8.3 Data Collection

The health of switch system is very important in the real application. For most switches, they provide
basic real-time traffic and PoE status but users need the long time records to analyze and statistic for the
system. For this purpose, we implement the Bta Collection function to collect traffic and PoE status
periodically and save the collected data to the USB device. In addition to this, we also provide charts to
display the collected data. Users can easily recognize the situation of the switch systermd find the
unusual points from the charts.

To ensure the accuracy of the data, the NTP service must be turned on before enable Data Collect
function, so that when users find an abnormal record, they can trace it by the recording time. And there is
no worry for the size of system storage because th#ata is saved in the USB. The data even can be move
to other devices to display or users can use the collected raw data to do other application.

8.3.1 Configure Data Collection Settings

USBand NTPare essential before users enable the Data Collection functions. Please check if there
is an USB inserted and the NTP service is also enabléethe file system of USB must bEAT32

£+ Collection Settings

Detect USB ... Fail
Check NTP Service ... Disabled

Please insert USB device and config NTP service to enable data collection function.

Please enable Collection function before enabling Traffic and PoE Data Collection.

The system will collect data enly when the Collection function is enabled.
Collection Enable @ Disable
PoE Data Collection Enable @ Disable
Traffic Data Collection Enable (@ Disable

1 Collection

BEUECAHIWwmWY! Wh?Rt cHINwW?2 ¢ qe W9YadWBEqRYUW[ eUqRYOWY U
Collection can be enabled only when the Collection is enabled.

1 PoE Data Collection (PoE Models Only)
WBEUCHIUWWY! WbH? Rt CHINUWWAYEW? cqcecWOYaaNlAqRYUWna URQQRY

9 Traffic Data Collection
BEUCHIUwWWY! WH?Rt CHIWWWNI ¢nnMRAW?2cqéecWIYaaWARqRYUWNnea U
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8.3.2 Reset Collected Data

£+ Collected Data Reset

Port Traffic PoE

Sel. all - Desel. All Sel. All  Desel. all

[0 [ N L

LV T v s T N

11
12

1 Port
Port 1 to Port N, N is based on the total port number.

1 Traffic
Check the checkbox to reset the data for the designated port. After reset, the collected data will

be removed from the USB.
Note: It cannot undo after reset, please make sure you want to reset the file.

1 PoE(PoE Models Only)
Port 1 to Port N, N is based on the total port number.
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8.3.3 PoE Status Charts (PoE Models Only)
¥ PoE Status Charts

Port 1 v

Total Data Interval: 2019/9/26 13:40 ~ 2019/10/4 10:44
Current Data Interval: 2019/10/3 17:24 ~ 2019/10/4 10:44

Data Interval: | 2019/10/3 17 v 24 v~ 2019/10/4 10 v 44 v

0.42 48.064
JS chart by amCharts Q Show all
0.40 48.062
0.38 48.060
0.36 1 48.058
0.34 48.056
0.32 48.054
0.30 48.052
0.28 48.050
0.26 48.048
09:30 09:40 09:50 10:00 10:10 10:20 10:30 10:40
—@— \Watt Woltage

Refresh Chart

Data Collect Rate: 13C  seconds @ Apply

For more information, hover the mouse over the @icon in the system.

1 Port (Drop-down Selector)
Portl to PortN, where N is based on the total PoE port number. The PoE Status Chart is displayed

by port.

i Total Data Interval
The interval is the date time from first data to last data that collected in the USB.

1 Current Data Interval
The interval is the date time from first data to last data that displayed on the current chart.

91 Data Interval (Drop -down Selector)
Select an interval to search data. The returned data will be displayed on the chart. The number of

data is limited by the system, if the selected interval is larger than the limitation, the system will
return an acceptable interval (Shown as the followingcreenshot).
Max Search Interval from 2019/09/26 17:52 is to 2019/9/30 05:21

Total Data Interval: 2019/9/26 13:41 ~ 2019/10/4 10:44
Current Data Interval:

Search Interval: | 2015/05/26 17 v 52 v |~ 201%/10/4 10 v 44 '

Search Range Error |

Note: nqlll WAEYUnRNz| RUDNS8easehe mptbobltb getdidth if heliintef/dlH G R At WH

1 Chart
The chart displays both watts (blue line) and voltage (green line) data.
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1 Refresh Chart (Button)
Press the Refresh Chart button to refresh the chart and get the updated data.

1 Data Collect Rate
The field is the period to collect data. The system will get the rediime data periodically
according to the configured Data Collect Rate.
Note: PoE Status Charts and Interface Traffic Charts are shared the same Data Collect Rate.
The range of théData Collect Rateis from 60 to 600 seconds.
The defaultData Collect Rateis 180 seconds.
Note: nqll WARYUnRNz | RUDN WAl dutién Yoimaké the)dhidhges éffes/dlH 0 RHt WH

8.3.4 Interface Traffic Charts
£+ Interface Traffic Charts

Port 1 T

Total Data Interval: 2019/9/26 13:41 ~ 2019/10/4 10:44
Current Data Interval: 2019/10/3 17:52 ~ 2019/10/4 10:44

Search Interval:  2019/10/3 17 +v:. 52 +v|~| 2019/10/4 10 v | 44 v

70,000
15 chart by amCharts (2) show all
60,000
50,000
40,000 |
30,000

20,000

10,000

-10,000 -
09:00 09:30 10:00 10:30

Refresh Chart

Data Collect Rate: | 1sc seconds @ S5

For more information, hover the mouse over the @icon in the system.
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1 Port (Drop-down Selector)
Portl to PortN, where N is based on the total switch port numbeihe Interface Traffic Chart is

displayed by port.

9 Total Data Interval
The interval is the date time from first data to last data that collected in the USB.

1 Current Data Interval
The interval is the date time from first data to last data that displayed on the current chart.

1 Data Interval (Drop -down Selector)
Select an interval to search data. The returned data will be displayed on the chart. The number of
data is limited by the system, if the selected interval is larger than the limitation, the system will
return an acceptable interval (Shown as the followingcreenshot).
Max Search Interval from 2019/09/26 17:52 is to 2019/9/30 05:21

Total Data Interval: 2019/9/26 13:41 ~ 2019/10/4 10:44
Current Data Interval:

Search Interval:  2019/09/26 17 v 52 v .~ 2019/10/4 10 v}| a4 'm

Search Range Error |

Note: nqlll WHYUnRNz21 RUDNS8easehe mptbobltb geoddts ig heliintef/dlH 0 RAt WH

1 Chart
The chart displays transmitted bytes (blue line) and received bytes (green line) data.

M Refresh Chart (Button)
Press the Refresh Chart button to refresh the chart and get the updated data.

1 Data Collect Rate
The field is the period to collect data. The system will get the retilme data periodically
according to the configured Data Collect Rate.
Note: Interface Traffic Charts and PoE Status Charts are shared the same Data Collect Rate.
The range of théData Collect Rateis from 60 to 600 seconds.
The defaultData Collect Rateis 180 seconds.
Note: nqll WARYUnRNz2 1 RUDN WAl dutién Yoimaké the) dhidhges éffesf/dlH 0 RHt WH
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8.4 sFlow

Sampled Flow (sFlow) can monitor real-time traffic in data networks containing switches and routers. It
uses the sampling mechanism on switches to monitor traffic and to forward the sample data to the
central data collector. ThesFlow agent periodically polls to collect counter sample information from the
interfaces where it is enabled and then processes the sampled packets and sendss&low datagram to
the sFlow analyzer.

8.4.1 sFlow Configuration

L¥sFlow Configuration
Q Agent Configuration

IP Address 127.0.0.1 2]

Counter Poll Interval 10 2]

Q Collector Configuration

IP Address 127.0.0.1 (2]
UDP Port 6343 2]
Max Datagram Size 1400 2]

Q Port Configuration

Port Counter Status
1 Disable v
2 Disable v
3 Disable v
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1 Agent Configuration
. IP Address
The IP address of the sFlow agent.
. Counter poll interval
Interval of the counter polling in seconds. The range of the interval is from 2 to 86400 and
default setting is 10 seconds.

9 Collector Configuration

. 1P Address
The IP address of the sFlow collector.
. UDP port

The UDP port value of the sFlow collector. Port value must be in the range of 1 to 65535.
Default is 6343.

. Max datagram size
Sets the value of maximum datagram size in bytes. The range of the size is 1024 to 9000.
Default is 1024 bytes.

1 Port Configuration
BEUECHI WwWY! WH?Rt cHIUwWYnNWagsJWHY2 Uqll Wt qc¢aqet WYOUWaqé
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9 MAC Table

MAC address isMedia Access Control address, which is used in layer 2 switching. MAC Address

table is maintained by the switch to transmit frames more efficiently. When the switch receives a frame,
the system will check the MAC table and forward the frame to the corresponding port. The MAC Address
table is built dynamically by the received frames and ten the system receives a frame with an unknown
MAC address, iffloods the frame to all LAN ports in the same VLAN. When the destination device replies
the system identifies the MAC Address and the target port.

The MAC Address for the switch is designed as peort-per-MAC, which implies each port has its own
MAC Address. This is for MAC sensitive protocols such as Spannitrge protocol. The MAC Address
display on the right side of WEB GUI is the MAC Address fdrole system and the MAC Addresses for the
ports are increasing by 1 from port 1 to last port.

For example, the MAC Address of the system is 68:02:35:FF:FF:05, and there ago@ on the switch.
The MAC Address for each port will be:

Port MAC Address Port MAC Address
Port 1 68:02:35:FF:FF:06 Port 5 68:02:35:FF:FF:0A
Port 2 68:02:35:FF:FF:07 Port 6 68:02:35:FF:FF:0B
Port 3 68:02:35:FF:FF:08 Port 7 68:02:35:FF:FF:0C
Port 4 68:02:35:FF:FF:09 Port 8 68:02:35:FF:FF:0D
Note: N6 IO~ 9wW TT1 Uttt WRt WSWFWnY!l Gecaqalt YWags WWwWUe a HIII Wenaldl

9.1 Configure Static MAC Address Information

£ Static MAC Address Settings

vID @ MAC Address Group Member +
Nothing selected - %X
Apply

For more information, hover the mouse over the @icon in the system.

1 VID
The VID is the VLAN group ID, which contains the configured MAC Address .

The range of the/IDis from 1 to 4094.

T MAC Address
This field is the static MAC Address of the configured member ports in the VLAN group.

1 Group Member
The Group Member is the port(s) in the VLAN group, to which the configured MAC Address belongs.

q == Click the plus icon to add a static MAC Address row.

1 ¥K: Click theremove icon to delete the static MAC Address row.

1 (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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9.2 MAC Address Table
£ MAC Address Table

Show | 10 v entries Search:
viD 1 MAC Address Type Source
VLAN 1 EC:08:6B:06:96:53 Learning 2
VLAN 1 1C:49:7TB:6AF341 Learning 5
VLAN 1 1C1B:0D667T5.EB Learning sl
VLAN 1 01:00:5E7TF:FF:FA Static 2
VLAN 1 40:8D:5CIEA92:02 Learning sl
WLAN 1 9C.EB:ES3A54ET Learning 5
VLAM 1 40:8D:5CEABD:C3 Learning 5]
WLAN 1 1C1B:0DGEFTF& Learning 5
VLAM 1 FC3F:DB:S319:8E Learning 5]
WLAN 1 A4:02:B9:80:7D:66 Learning 5

Showing 1 to 10 of 10 entries First = Previous = Next | Last

Auto Refresh ==

Refresh Rate: 5 seconds 9

1 VID
The VID is the VLAN group ID, which contains the configured MAC Address.

T MAC Address
The MAC Address column displays the learnt or configured MAC Addresses.

. Type
The Type column displays the type (Learning or Static) of the MAC Address.

Learning The MAC address is learnt from the transmitting frames.
Static: The MAC Address is configured by the users or the system.

1 Source
The Source column displays the port(s) to which the MAC Address belong.
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10 Maintenance

10.1 Authorization

The 'Username" and '"Password" are very important information both in the Command Line Interface
or "Web Console". Users have to login into the system before doing any configuration. We strongly
suggest the users to change at least the passworfibr security when they are going to use this device.

We also provide authentication withRADIUSTACACS+server from softwareversion 1.0.3. Users can
maintain the login information in their own RADIUS/TACACS+ database and allow several
usernames/passwords to login the system.

10.1.1 Configure Login Infor mation

£} Update Authorization

Q Basic Settings

Mode Local v
L Admin
Username admin
A EL LR T}
Password
| |
Confirm Password (2]
L Read-only
Username usergol
LA R LR L LY )
Password
Confirm Password (2]

For more information, hover the mouse over the @icon in the system.

1 Mode
There are three modes for login authentication.
Local: The username and password are defined in the system. Currently we support tvevel
usersT Admin and Read-only user. The Admin can access any page and configure the system but
the read-only user can only access status pages.
Radius The username and password are defined in tHRRADIUS serverand when users login the
system, the system will authenticate with the RADIUS server to get the login permission. The
password will be encrypted during the transmitting.
Tacacst+: The username and password are defined in thHEACACS+ serverand when users login
the system, the system will authenticate with the TACACS+ server to get the login permission. The
whole payload and password will be encrypted during the transmitting.

1 Username
The account used to login to the system.
The maximum length of the Username i82 characters
Onlyalphabet (A-Z, &z) andnumbers (0-9) are allowed.
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The default Username isadmin.

1 Password
The password used to login to the system. We providemssword strength bar for reference. There
are 3 levels- Weak, OK, and Great. We strongly recommend users configuring the password to
Mereatw WG 2 DO WnY! W WHE21 Ra! 1O
The maximum length of the Password i82 characters.
Onlyalphabet (A-Z, az), numbers (0-9), andchars (!,@,%,",*,(,)) are allowed.
The default Password isadmin.

1 Confirm Password
It is used to confirm the value specified by the users in the "Password" field. The value of the field
must be the same as "Password".

i (Apply Button)

After configuring above fields, click Apply" button to make the changes effective.

10.1.2 Configure RADIUS Serverinfor mation
N6 Rt Wt WHqRYOWYUOUG! W Rt Gaeée! Ws6WUWaq6IWa YT DWRUWa6 W7 ¢t Rt
@ RADIUS Server

Server IP

Server Port 1812

Shared Key

Retransmit Times

© © © ©

Timeout

on

Apply

For more information, hover the mouse over the @icon in the system.

1 ServerlP
The IP address of the RADIUS server must in the same subnet as the IP address of the switch.

1 Server Port
The port is listening to the RADIUS service on the RADIUS server.
The range of théserver Portis from 1 to 65535.
The defaultServer Portis 1812.

1 Shared Key
The Shared Key is a string that used to build the connection with the RADIUS server. It must be the

same as the string/secret set in the RADIUS server.
The maximum length of theShared Keyis 32 characters.

1 Retransmit Times
The password used to login to the system.
The range of theRetransmit Timesis from 1 to 1000.

1 Timeout
The time interval is used to waiting for the response from the RADIUS server.
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The range of thelimeoutis from 1 to 1000 seconds.
The defaultTimeoutis 5 seconds.

T BaldslA (Apply Button)

After configuring above fields, click Apply" button to make the changes effective.

10.1.3 Configure TACACS+ Servelnfor mation
N6Rt Wt WHqRYUWYUG! W Rt Ga¢e! Ws 6 WU0Wqé WWaYT DWRUWq6 WW7 ¢t Rt
@ TACACS+ Server

Server IP 2]
Server Port 49 e
Shared Key e

Timeout 30 (2]

Apply

For more information, hover the mouse over the @icon in the system.

1 ServerlP
The IP address of the TACSCS+ server must in the same subnet as the IP address of the switch.
The system supports bothiPv4 and IPv6 addresses for the TACACS+ server.

1 Server Port
The port is listening to the TACSCS+ service on the TACSCS+ server.
The range of théserver Portis from 1 to 65535.
The defaultServer Portis 49.

1 Shared Key
The Shared Key is a string that used to build the connection with the TACSCS+ server. It must be

the same as the string/secret set in the TACSCS+ server.
The maximum length of theShared Keyis 32 characters.

1 Timeout
The time interval is used to waiting for the response from the TACSCS+ server.
The range of thelimeoutis from 1 to 1000 seconds.
The defaultTimeoutis 30 seconds.

i (Apply Button)

After configuring above fields, click Apply" button to make the changes effective.
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10.2 Firmware Upgrade

For a better performance and wider industrial applications, we constantly develop new features and
revise the issues from the users. We suggest the users to upgrade the system to the newest firmware
version to have a better user experience.

We provide 2 ways to upgrade the firmware from the Web Consolegne is saving the firmware file in the
USB stick and another one is save the firmware file on the PC. If the firmware file is on the PC, the users
will have to onlyselect the file and click Apply button, for the system to upgrade it automatically

10.2.1 Upgrade Firmware Version - Upload Firmware File

£ Firmware Upgrade

@ Upload Firmware File

Firmware Image + Select File
Please Upload the Firmware File(Image).

Selected File

Upload

1 FEirmware Image
Click the "Select File" button to select the firmware image provided by the sales or support.

TheFirmware Version displayed on thesystem can be customized by thdile name . For example,
if you want the version to be called as 1.2.3, you only need to modify the file name to XXIxX2.3
(XXX is the original file name).

1 Selected File
After selecting a firmware image to be uploaded, theelected file name will be displayed in this

field.

1 84|51 B (Upload Button)

After selecting the firmware image, click "Upload" button to upload it.

163



KN-BTPMG202M GUIUser Guide )

10.2.2 Upgrade Firmware Process - Uploading Firmware File

The following steps are performed when the system starts to upgrade after the "Apply" button is clicked:
1. Uploading the firmware image

The progress bar displays the uploading percentage.
Q Upload Firmware File

Uploading... Please Wait.

Firmware Image =+ Select File

Please Upload the Firmware File{lmage).

Selected File WEBFULL-v0.0.14.1214

[ U |
2. Verifying the uploaded file

When the file is100%uploaded, the system starts toverify the uploaded file to make sure it
isvalid. By default, the firmware image is encrypted to prevent the attack on main-the-middle.
Optionally, higher encryption methodology is also provided.

Q Upload Firmware File
Uploading Finished, Verifying Uploading File...

Firmware Image =+ Select File

Please Upload the Firmware File(Image).

Selected File WEBFULL-v0.0.14.1214

3. Installing the uploaded firmware image
The new firmware will install after the system validates it.

Q Upload Firmware File

Verifying Finished, Installing Firmware...

Firmware Image + Select File

Please Upload the Firmware File(Image).

Selected File WEBFULL-v0.0.14.1214

=
4. Rebooting the system

The system will reboot automatically if the firmware is upgraded without any issue.
The progress bar displays the rebooting progress.

Device Rebooting... Please Wait...

The Web Page Will Refresh Automatically.
(LA ALV LR RN NY
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10.2.3 Upgrade Firmware Version - Copy Firmware File from USB
@ Copy Firmware File from USB

Image File Name

Please Enter the File(Image) Name Which is Saved in the USB

Upload

1 Image File Name
Enter the name of the firmware image in the USB. The system will try to identify the file with
specified file name to upload it to the system.
Note: The file system of USB must bEAT32

i 831 5= B (Upload Button)

After entering the firmware image name, click "Upload" button to copy it from the USB to the
system.

10.2.4 Upgrade Firmware Process - Copy Firmware File from USB

1. Copying the firmware image from USB to switch
The system will also check if the USB is inserted and file exists.

@ Copy Firmware File from USB
Copying Image to System...

Image File Name WEBFULL-v0.0.14.1214 v ‘

Please Enter the File(lmage) Name Which is Saved in the USB.

2. Verifying the uploaded file

After copying the firmware file to switch, the system starts toerify the uploaded file to make sure
it is valid . By default, the firmware image is encrypted to prevent the attack on main-the-middle.
Optionally, higher encryption methodology is also provided.

@ Copy Firmware File from USB
Copying File Finished, Verifying Uploading File...

Image File Name ‘ WEBFULL-v0.0.14.1214 v ‘

Please Enter the File(Image) Name Which is Saved in the USB.

Upload

3. Installing the uploaded firmware image
The new firmware will install after the system makes sure it is valid.

165



KN-BTPMG202M GUIUser Guide )

Q@ Copy Firmware File from USB

Verifying Finished, Installing Firmware...

Image File Name WEBFULL-vD.0.14.1214 v ‘

Flease Enter the File(lmage) Name Which is Saved in the USB.

4. Rebooting the system

The system will reboot automatically if the firmware is upgraded without any issue.
The progress bar displays the rebooting progress.
Device Rebooting... Please Wait...

The Web Page Will Refresh Automatically.
A bMWY
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10.3 Config Backup

In the normal application, there are several switches in the Network and they might be configured to the
same features. To facilitate this, the users can configure one of the switches and save the configuration
file to localhost (for example: users' PC) oJSB sticks and then restore the configurations on another
switch via "Config Restore" function. Configuration file in the USB can also have a way to fast replace the
device when it is damage.

10.3.1 Backup Configuration File
£+ Config Backup

Q Backup to Localhost

File Name

Q@ Backup to USB

Backup Running-config File

Backup Startup-config File

1 Backup to Localhost
File Name
Specify the File Name for theStartup -config file, which will be saved to the localhost.

L

1 Backup to USB
Ensure there is dJSB stick inserted into the USB port.

Backup Running-config File
Specify the File Name for the save®unning-config file, which will be saved to the USB.

Backup Startup -config File
Specify the File Name for the save&tartup -config file, which will be saved to the USB.

Note: The file system of USB must bEAT32
N6 WUWmt GERWVDwWRY WOYqWeadaYs VT WRUWq6 YW RGVDW ¢ GO

i m (Save Button)
Click the "Save" button to save the configuration file to théocalhost or USB.

NOTE If the File Name filed is empty, the system assigns the default nameconfig -
[datetime].cfg

L

L
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10.4 Config Restore

We suggest users to save/backup the configurations after a series of settings. If another device needs the
same configurations, users can use the Config Restore function to restoiie

10.4.1 Restore Configuration File

L+ Config Restore

Q@ Restore from Localhost

File Name =+ Select File

Q Restore from USB

File Name in USB Q

1 Restore from Localhost
File Name
Select the configuration file, which is saved in the Localhost.

L

1 Restore from USB
Please ensure there is &JSB stick inserted into the USB port.
File Name in USB
The File Name of the saved configuration file, which is saved to the USB. If the
configuration file is saved in the directory, please specify théull path .
Note: The file system of USB must bEAT32
N6 WUWmt GERWVDwWRY WOYqWeadaYs VT WRUWq6 YW RGNVDW ¢ GO

i (Restore Button)

Click the "Restore" button to restore the configurations from the.ocalhost or USB.

L
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10.5 USB Auto-Load & Auto-Backup
10.5.1 Configure USB Auto-Load and Auto-Backup

£+ Auto Load & Backup

USB Auto-Load (@ Enable Disable

USB Auto-Backup Enable @ Disable

1 USB AutoLoad

BEUCEC AT U wWY ! Wb? RixCYE I1LnU2qUBHRIOUROVEY MO amspiiRd) i siistem ayilf
el A6 W6 WWHY Un R Satupéonrifigh LIIRNORSio) BUDCLEOIEITT LdA) T Wd Y ¢ T WR q Ws ¢
Note: The file system of USB must bEAT32

1 USB Auto-Backup
BEUCHI UwmWY! WH?RE G & IGihé B HaiRey7aEGLE f o rehildiRAt il system
sROOGW ¢20Wqé6 WWHY Un R Buniing -qdrflgid L RIG M6 WheE UIWE 6 OO0 MBI |
configurations.
Note: The file system of USB must bEAT32

1 (Apply Button)

After configuring above fields, click Apply" button to make the changeseffective.
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10.6 Command & Control Node

Command & Control Node (CCN) provides firmware upgrading for batch of switches at once. Currently,

the CCN function can upgrade maximum 10 nodes at the same time. With CCN function, administrators

can work more efficient and save a lot of time.

TheCCNna URqRYUWRY Wt e GGY! qUT wWYUWe U! wt RUT WYnWap& GYG YNRIJt AL
following diagram is an example with ring topology.

£3 5860 CEFHEEEHE A
CCN Firmware Upgrade Diagram

Forward Firmware Image
to Other Selected Nodes

PC

-l Upload Firmware Image—>
‘— Return Upgrade Status

>

TheSASwitch is the CCN master connected to PC, and from PC end, users can control the CCN

function, such as selection of joined switches and firmware path configuration. The firmware image must

be saved in theUSBdevice. After clicking Upgrade button on CCN master, th8Astarts upgrading its

firmware if SAis selected and forwards the firmware image to other switches3B, SC, SD, SE, or SF) that

selected to join CCN. Once the switches receive the firmware image, they will also start upgrading their

MRI Gs ¢l WWeceqYGecaqRACTO! IOWNScqkt Ws 6! Ws W ¢! W99 WHe UWSE IO
efficient.

— Gigabit Ethernet

SF

Linear Topology Star Topology
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10.6.1 Configure Command & Control Node (CCN)
£} CCN Configuration

Q Discovered Nodes

Show 10 v entries Search:
Al® MAC Address |z 1P Address @ Firmware Stage %

68:02:35:00:04:8B 192.168.10.18 ccn-host20-20200114.2259.19
68:02:35:01:EF:70 192.168.10.68 ccn-host20-20200114.2259.19
68:02:35:2F:4C:16 192.168.10.28 ccn-host20-20200114.2259.19
68:02:35:359:80:61 192.168.10.58 ccn-host20-20200114.2259.19
68:02:35:55:22:65 192.168.10.108 ccn-host20-20200114.2259.19
68:02:35:B87:89:05 192.168.10.53 ccn-host20-20200114.2259.19
68:02:35:CF:FE:73 192.168.10.1 1.1.71
68:02:35:EF:2B:3F 152.168.10.88 ccn-host20-20200114.2259.19

Showing 1 to 8 of 8 entries First =~ Previous | Next & Last

Q Upgrade Selected Hosts
Image File Name Upgrade

M Discovered Nodes
All / Select Box
9 0 RAEL WG Y LW 1J-8eldét gl lbftHe diScddered nodes. ClickSelect Boxes to select
some of the discovered nodes to upgrade their firmware.
Note-1: Please selectat least one node to do CCN upgrade
Note-2: Please selectat most 10 nodesto do CCN upgrade.
MAC Address
TheMAC Address of the designated discovered node
IP_Address
ThelP Address of the designated discovered node
Firmware
The currentFirmware Version of the designated discovered node
. Stage
After clicking Upgrade button, the upgrading stage will display on this field@he following
table displays the all stages.
| stage |  Descrpton |
IDLE The initial stage of CCN operation
DATA_RECV | The host is receiving the firmware image
UPDATING The firmware image is received and start upgrading
FINISHED Firmware upgrading is finished
ERROR Firmware upgrading is failed
DISCONN The host disconnects with CCN master

L

%
The operating percentage of current stage

1 Upgrade Selected Hosts
Please ensure there is 4JSB stick inserted into the USB port.
Image File Name
The File Name of the firmware image, which is saved to the USB. The firmware image
MUST be saved in theoot path of USB.
Note: The file system of USB must bEAT32

1 AlsTs|e=Ts (28 (Upgrade Button)

After entering the firmware image path, click "Upgrade" button to start upgrading.

L
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10.6.2 Configuration Example for CCN

IN THE LEFT DIAGRAMIHE SA IS THECCN
MASTER AND THESB, SC, SD, AND SG ARE
THE NODES THAT WANT TO UPGRADE

FIRST, WE HAVE TO ENSURE THE FIRMWAF
IMAGE IS SAVED IN AJSBSTICK AND THEUSB
STICK IS INSERTED INTO THESBPORT OFSA.

AND THEN OPEN THE CONFIGURATIOWEB
GUIOF SAAND ENTERCOMMAND & CONTROL
NODE PAGE THE CONNECTED NODES WILL
SHOW ON THEDISCOVEREDNODES LIST

Step-by-step Configuration
9. x YNRUWI WHLWY YUt Y i NMdittetinhcediRs m sl & 00 rtrall Nodeb
10. The Discovered Nodes section displays all devices th&8A (master) can connect to.
11. Click the checkboxes ofSB, SC, SD, and SG(or the devices that want to upgrade).
Note: There is a limitation that users have to select the devices that want to upgrade once
and on the same page and then click upgrade button to start.

Q Discovered Nodes

Show 10 v entries Search:
Al © MAC Address i IP Address @ Firmware Stage %

n 68:02:35:00:04:8B 192.168.10.18 1.1.63 -

n 68:02:35:01:EF:70 192.168.10.68 1.1.63 -

n 68:02:35:2F:4C:16 192.168.10.28 1.1.63 -

n 68:02:35:39:80:61 192.168.10.58 1.1.63 -
68:02:35:55:22:65 1592.168.10.108 1.1.65 -
68:02:35:B7:89:05 192.168.10.33 1.1.70 -
68:02:35:CF:FE:73 192.168.10.1 1.1.71 -
68:02:35:EF:2B:3F 192.168.10.88 1.1.65 -

Showing 1 to 8 of 8 entries First = Previous = Next Last

12. Check the USB stick is inserted and the firmware image is saved in it.
13. Enter the path of the firmware image.
Q Upgrade Selected Hosts

Image File Name WEBFULL v1.1.71 Upgrade

14. Click Upgrade Button to start upgrading
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VI.

Vii.

viii.

CONFIGUREFIRMWAREFILE NAME

Configure firmware file name completed.

COPYINGFIRMWARE THERE WILL BE A WARNING MESSAGE TO NOTIFY USERS TO KEE®WEBON THE

CCNPAGE

WARNING: DO NOT leave or close this web page during upgrading !!!

Copying firmware ...

VERIFYINGFIRMWARE

WARNING: DO NOT leave or close this web page during upgrading !!!

Verifying firmware ..

DECOMPRESSING ANIEXTRACTINGFIRMWARE

WARNING: DO NOT leave or close this web page during upgrading !

Decompressing and extracting ...

STARTCCN UPGRADING THESTAGE ANDPERCENTAGH%)WILL CHANGE WITH THE UPGRADING PROCESS

STAGEDATA_RECYHOSTS ARE RECEIVING THE FIRMWARE IMAGE

£+ CCN Configuration

WARNING: DO NOT leave or close this web page during upgrading !!!
@ Discovered Nodes

Show 10 v entries Search:
Al @ MAC Address 1: 1P Address @ Firmware Stage %
n 68:02:35:00:04:8B 152.168.10.18 1.1.63 DATA_RECv 0%
g 68:02:35:01:EF:70 192.168.10.68 1.1.63 DATA_RECVY 0%
n 68:02:35:2F:4C:16 192.168.10.28 1.1.63 DATA_RECV 0%
n 68:02:35:35:80:61 192.168.10.58 1.1.63 DATA_RECVY 0%
68:02:35:55:22:65 192.168.10.108 1.1.69
68:02:35:B7:85:05 192.168.10.33 1.1.70
68:02:35:CF:FE:73 192.168.10.1 1.1.71
68:02:35:EF:2B:3F 192.168.10.88 1.1.65
Showing 1 to 8 of 8 entries First | Previous = Next Last
STAGEUPDATING THE FIRMWARE IS UPGRADING
£+ CCN Configuration
WARNING: DO NOT leave or close this web page during upgrading !!!
Q Discovered Nodes
Show | 10 v entries Search:
Al @ MAC Address 1k IP Address @ Firmware Stage %
n 68:02:35:00:04:8B 152.168.10.18 1.1.63 UPDATING 11%
g 68:02:35:01:EF:70 152.168.10.68 1.1.63 UPDATING 290,
n 68:02:35:2F:4C:16 152.168.10.28 1.1.63 UPDATING 27%
[ v] 68:02:35:39:80:61 192.168.10.58 1.1.63 UPDATING 17%
68:02:35:55:22:65 192.168.10.108 1.1.65
68:02:35:B7:89:05 192.168.10.33 1.1.70
68:02:35:CF:FE:73 152.168.10.1 1.1.71
68:02:35:EF:2B:3F 192.168.10.88 1.1.6e9
sShowing 1 to 8 of 8 entries First = Previous = Next Last

STAGEFINISHED, THE FIRMWARE UPGRADING IS FINISHEBAND THE SELECTED NODES ARE REBOOTING
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£+ CCN Configuration
WARNING: DO NOT leave or close this web page during upgrading !!!

Rebooting all participant hosts

Q Discovered Nodes

Show

Al @

10

v entries

MAC Address

68:02:35:00:04:8B
68:02:35:01:EF:70
68:02:35:2F:4C:16
68:02:35:39:80:61
68:02:35:55:22:65
68:02:35:B7:89:05
68:02:35:CF:FE:73

68:02:35:EF:2B:3F

Showing 1 to 8 of 8 entries

I

IP Address @
192.168.10.18
192.168.10.68
192.168.10.28
192.168.10.58
192.168.10.108
192.168.10.33

192.168.10.1

152.168.10.88

Firmware

1

1.

1.63

1.63

1.63
1.63
.1.659
1,70
171

.1.659

Search:

First

Stage
FINISHED
FINISHED
FINISHED
FINISHED

Previous Next

%

100%

100%

100%

100%

Last
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10.7 SFTP File Access
10.7.1 Configure SFTPFirmware Upgrade

(config)# upl

1. Config file name for upgrade

Switch(config)#upload file name [FILE_NAME]
2. Config IP address of SFTP server

Switch(config)#upload server ip [SERVER_IP]

3. Config login account name of SFTP server
Switch(config)#upload sftp server account [SERVER_ACCOUNT]
4. Config login account password of SFTP server
Switch(config)#upload sftp server password [SERVER_PASSWORD]

5. Action to do the SFTP upload
Switch(config)#upload sftp

10.7.2 Configure SFTPConfiguration Restore

1. Config IP address of SFTP server
Switch(config)#copy sftp ip [SERVER_IP]
2. Config login account name for SFTP server
Switch(config)#copy sftp account [SERVER_ACCOUNT]
3. Config login account password of SFTP server
Switch(config)#copy sftp password [SERVER_PASSWORD)]
4. Config file name for upgrade in the SFTP server
Switch(config)#copy sftp file name [FILE_NAME]
5. Action to do the SFTP download to the startup configuration
Switch(config)#copy sftp startup -config
Note: After copy to the startup configuration, system will reboot automatically.
6. Action to do the SFTP download to the USB storage
Switch(config)#copy sftp USB
Note: The file system of USB must bEAT32

175



KN-BTPMG202M GUIUser Guide )

10.7.3 Configure SFTP SSL Certificate Replace

1.
2.

3.

5.2

5.3

Config IP address of SFTP server

Switch(config)#copy sftp ip [SERVER_IP]
Config login account name for SFTP server

Switch(config)#copy sftp account [SERVER_ACCOUNT]
Config login account password of SFTP server

Switch(config)#copy sftp password [SERVER_PASSWORD]

. Config file name for loading in the SFTP server

Switch(config)#copy sftp file name [FILE_NAME]
Action to do the SFTP download to the SSL certificate file
Download Certificate request file
After load the Certificate request file in step 4, using this command to replace the
file:
Switch(config)#copy sftp ssl cert -csr
Download Certificate file
Repeat the step 1 to step 4 to load the Certificate file
Switch(config)#copy sftp ssl cert -pem
Download rsa-key file
Repeat the step 1 to step 4 to load the rs&ey file
Switch(config)#copy sftp ssl rsa -key
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11 Command Line Interface

Command Line Interface is usually called CLI. It allows the users to configure, monitor, and maintain
the switch by executing commands directly.

11.1 Connect to CLI via Console Port
70NnYI0W gqé¢l qrRUNDWas WERYUUNARqRYUWqY W6 W9 YUt YO WWAYI a4l
NUI GwAlWlme! GUI NI 6RUCOwAWBENR2 T 39 AN®A LW qF Kéndbeydy WT Y Wa 6 ¢ a
7¢ UT weYUOU IPEMyWOWA! Wb
OYUUNHRqWq6 WO YUt YONWWAY!I qUWaYW! Yel WAQWY! Wx ¢ GqYGWwe UT WHE L
the PC.

4 77 Ports(COM & LPT)

----- "2 Prolific USB-to-Serial Comm Porfl(COM3)

1. Configure the Serial Information with the COM port number and Speed (Baud Ra1€:5200). By
default, the Data bits and Parity are8and 1HOWUN 6 DU WH G RHET W8 G UwWa Y WHY U U Hq Wq
Note: The complete parameters areCOMX/115200/8/1.

Categary:

[=)- Session Options controliing local seral lines

Select a senal line

=1 Teminal
- Keyboard . Serial line to connect to CoM3
. Bell

- Features
= Window C Speed (baud) 115200
- Appearance
- Behaviour
- Translation Stop bits 1

- Selection Part
 Colous arty

Configure the seral line

Data bits 8

- Connection Flow caontrol
. Data

- Provgy
- Telnet
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