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About This Manual 
 
 
Copyright  Copyright © 2023 barox Kommunikation AG. All rights reserved. 

The products and programs described in this User Guide are licensed products of barox 
Kommunikation AG, This User Guide contains proprietary information protected by copyright, and 
this User Guide and all accompanying hardware, software and documentation are copyrighted. No 
parts of this User Guide may be copied, photocopied, reproduced, translated or reduced to any 
electronic medium or machine-readable from by any means by electronic or mechanical. Including 
photocopying, recording, or information storage and retrieval systems, for any purpose other than the 
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AG.  

 
Purpose This GUI user guide gives specific information on how to operate and use the management functions 

of the KN-BTPMC-202M via HTTP/HTTPs web browser 

 
Audience  The Manual is intended for use by network administrators who are responsible for operating and 

maintaining network equipment; consequently, it assumes a basic working knowledge of general 
switch functions, the Internet Protocol (IP), and Hypertext Transfer Protocol (HTTP). 

 
Conventions   The following conventions are used throughout this manual to show information. 

 
Warranty    See the Customer Support/ Warranty booklet included with the product. A copy of the specific 

warranty terms applicable to your barox products and replacement parts can be obtained from your 
barox Sales and Service Office authorized dealer.

 
Disclaimer  barox Kommunikation AG does not warrant that the hardware will work properly in all environments 

and applications, and marks no warranty and representation, either implied or expressed, with 
respect to the quality, performance, merchantability, or fitness for a particular purpose. barox 
disclaims liability for any inaccuracies or omissions that may have occurred. Information in this 
User Guide is subject to change without notice and does not represent a commitment on the part of 
barox. barox assumes no responsibility for any inaccuracies that may be contained in this User 
Guide. barox makes no commitment to update or keep current the information in this User Guide, 
and reserves the righter to make improvements to this User Guide and /or to the products described 
in this User Guide, at any time without notice. 
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1 Overview 

1.1 Configuration via Web Console  
1. Open the web browser. We recommend using "Google Chrome". 

Note:  If the web browser is not supported, the warning message will be showed up. 

 
 

2. Enter the IP Address in the URL field to connect to the switch and click "Enter" key. 
Note:  The default IP Address is "192.168.10.1". 

 The Login Page is displayed. 
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3. Enter the Username  and Password , and click "Login" Button to login to the system. 
Note: The default Username and Password is admin  / admin . 

 After logging into the system, the "Overview" page is displayed. Page format 
 

 ̧ For Din rail series models: 

 
 ̧ For M12 series models: 
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 ̧ For Rack mount series models: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                    Clicking the detail page icon of the right side can enlarge the front panel. 
 
 
 
 
 
 
 
 
 
 
 

 

1.2 Global Functions  
Five global functions are provided in the header field. 

1.  Hide/Show Model Information  
When a low-resolution environment is used to configure the system via the web console, the "Model 
Information" field can be hidden to have a better view. 
Show Model Information : 
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 Hide Model Information : 

 

2.  Save Configuration  

After configuring, click the icon to save the configurations to the "startup -config " file. The 
configurations are retained in the system until a factory reset default is done. 

3.  Restore Factory Default  

Removes the configurations saved in the system. After restoring factory default, all the settings will 
be set to default values. 

4.  Reboot System 

Reboots the device and restarts the system. 

5.  System Logout 
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This option enables you to sign out from the system. Users have to login again if they want to configure 
the settings. 
The system will auto-logout  after the "timeout" timer expires. The "timeout" timer is configured in the 
CLI mode by using the "exec-timeout" command. 
The maximum value of the timer in the web console is 30 mins. 

6.  Change Language 

WE SUPPORT MULTI-LANGUAGE FROM FIRMWARE VERSION 1.1.72. THE DEFAULT LANGUAGE IS ENGLISH AND 

TRADITIONAL CHINESE IS ALSO SUPPORTED BY DEFAULT. IF YOU NEED OTHER LANGUAGES, PLEASE CONTACT 

US. 

 
 

1.3 A User-Friendly Data Table 
A user-ŉƖŔĲŰĬũǃШĬċƣċШƣċĤũĲШŔƚШƓƖŸƻŔĬĲĬШŸŰШƣőĲШљIPv6 Neighbor TableњЯШљIGMP Snooping TableњЯШљVLAN 
TableњЯШљLLDP Neighbor TableњЯШċŰĬШљMAC Address TableњЮШÑőĲШŉŸũũŸƽŔŰŊШƚĲĦƣŔŸŰШĬĲƣċŔũƚШőŸƽШƣŸШƨƚĲШƣőĲШ
data table functions to help the users to observe the information easily.  
ÑőĲШŉŸũũŸƽŔŰŊШĲǂċůƓũĲШŔƚШљMAC Address TableњЮ 

 

¶  

Users will be able to select a value to display the number of entries in one page. The following values can 
be selected - љ10њЯШљ25њЯШљ50њЯШċŰĬШљ100њШƚĲũĲĦƣŔŸŰƚЮШ7ǃШĬĲŉċƨũƣЯШљ10њШŔƚШƚĲũĲĦƣĲĬЮ 
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¶  

The search option enables you to search a key word in the data. It will search all the columns and 
identify the data rows that match the search criteria. 

¶  
It displays the total number of entries and the current entry number. 

¶  and  

This option orders the field from smaller to larger  or from larger to smaller . 

¶  

9őċŰŊĲƚШƣŸШљ[ŔƖƚƣњЯШљÂƖĲƻŔŸƨƚњЯШљ ĲǂƣњЯШŸƖШљxċƚƣњШƓċŊĲЮ 
  
fŰШċĬĬŔƣŔŸŰШƣŸШƣőĲШċĤŸƻĲШŉƨŰĦƣŔŸŰƚЯШљRefreshњШċŰĬШљAuto RefreshњШŉƨŰĦƣŔŸŰШċƖĲШċƻċŔũċĤũĲШŉŸƖШċũũШƚƣċƣƨƚШ
ƓċŊĲШŔŰĦũƨĬŔŰŊШљIPv6 Neighbor TableњЯШљRSTP Port StatusњЯШљDHCP Leased TableњЯШљPort StatusњЯШ
љIGMP Snooping TableњЯШљVLAN TableњЯШљTrunking StatusњЯШљLLDP Neighbor TableњЯШċŰĬШљMAC 
Address TableњЮ 

¶  
ÉĲũĲĦƣŔŰŊШƣőŔƚШĦőĲĦťĤŸǂШĲŰċĤũĲƚШƣőĲШљ ƨƣŸШÅĲŉƖĲƚőњШŉƨŰĦƣŔŸŰШċŰĬШĬĲƚĲũĲĦƣŔŰŊШƣőĲШĦőĲĦťĤŸǂШ
ĬŔƚċĤũĲƚШƣőĲШљ ƨƣŸШÅĲŉƖĲƚőњШŉƨŰĦƣŔŸŰЮ 

¶  

The Refresh Rate option is a global  configurable variable. When the Auto Refresh option is 
enabled, the status will refresh automatically based on the Refresh Rate interval. 
The range of the Refresh Rate is from 5 to 300 second(s). 
The default Refresh Rate is 5 seconds. 

¶  (Refresh Button) 

You can click the љÅĲŉƖĲƚőњ button to manually refresh the status. 
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2 Basic settings  

2.1 System Information  

2.1.1 Configure System Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Host Name 
It is useful to identify the difference between the switches, for example: CoreSwitch01. 
The max. length  for the Host Name is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

¶ System Description  
The System Description is default defined by the system. 
It contains the copper port number, fiber port number, and PoE information (if supported). 
The max. length  for the System Description is 68 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

¶ Switch Location  
It is useful to find the location of the switches, for example: Area01. 
The max. length  for the Switch Location is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

¶ Contact Information  
Records the information of the person responsible for this device and also the contact details. 
Note:  #, \ , ', ", ? are invalid  characters. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.2 IPv4 
Internet Protocol Version 4  (IPv4) is the fourth version of the Internet Protocol. It is used on the packet-
switched networks and with connectionless communication. IPv4 has four bytes (32 bits) address and the 
address space is limited to 4,294,967,296 (232) unique addresses. On the local area network (LAN), the 
љÂƖŔƻċƣĲШ ĲƣƽŸƖťњШŔƚШƨƚĲĬЮШfƣШƚƣċƖƣƚШŉƖŸůШ192.168.0.0 and the address space contains 65,025 (216) IP 
addresses. The frames can only be sent to the host in the same subnet. For example, the default IP Address 
ŸŉШƣőĲШƚƽŔƣĦőШŔƚШљΝΦΞЮΝΣΥЮΝΜЮΝњЮШìőĲŰШƣőĲШƨƚĲƖƚШƽċŰƣШƣŸШĦŸŰŰĲĦƣШƣŸШƣőĲШƽĲĤШĦŸŰƚŸũĲШŸŉШƣőĲШƚƽŔƣĦőЯШċŰШfÂШ
ċĬĬƖĲƚƚШŉƖŸůШљΝΦΞЮΝΣΥЮΝΜЮΞњШƣŸШљΝΦΞЮΝΣΥЮΝΜЮΞΡΠњШůƨƚƣШĤĲШċƚƚŔŊŰĲĬШƣŸШƣőĲШőŸƚƣЮ 

2.2.1 Configure IPv4 Information  

 

¶ IPv4 Mode 
There are 2 ways to configure IPv4 address - one is to configure a static  IP address manually and 
another one is to get an IP address by DHCP. 
If the IPv4 mode is "DHCP Client", IPv4 information fields will be set to "Disabled ". 

¶ IP Address 
Assigns a unique static IP Address in the subnet to access the system. 
The default IP Address is "192.168.10.1". 

¶ Subnet Mask 
Defines the type of network, to which this device is connected to. 
The default Subnet Mask is "255.255.255.0". 

¶ Default Gateway  
The IP address of the router used to connect a LAN to a WAN. 

¶ DNS Server 1 & 2 
Specifies the IP address of the DNS Server so that the users can connect to another device based 
on the URL instead of the IP address. 
The default DNS Server is "8.8.8.8" . It is provided by Google. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.3 IPv6 
Internet Protocol Version 6  (IPv6) is a solution to deal with the address space limitation of IPv4 and it is 
the most recent version of Internet Protocol. It is intended to replace IPv4. IPv6 is a Layer 3 (Internet 
Layer) protocol, which is used on the packet-switched networks and with connectionless 
communication. There are 16 bytes (128 bits) for an IPv6 address and the address space is up to 2128 
unique addresses. The IPv6 address is usually represented in hexadecimal digits, 8 groups of 4 digits, and 
ĲċĦőШŊƖŸƨƓШŔƚШƚĲƓċƖċƣĲĬШĤǃШċШљ:њШыcolon ). For example, the DNS server address in IPv6 is 
љΞΜΜΝаΠΥΣΜаΠΥΣΜаΜΜΜΜаΜΜΜΜаΜΜΜΜаΜΜΜΜаΥΥΥΥњЮ 
 

2.3.1 Configure IPv6 Information  

  

¶ IPv6 Mode 
"Enable" or "Disable" IPv6. When the IPv6 Mode is enabled, other devices can connect to this unit. 
The default IPv6 Mode is "Enable". 

¶ Default Address  
This is the Default IPv6 Address for this device. It is a Link-Local  address and is automatically 
generated from the MAC Address of the device. 

¶ Default Gateway  
This is the Default IPv6 Gateway for this device. The IPv6 address of the router used to connect a 
LAN to a WAN when the devices are using IPv6 for communication. 

¶ IPv6 Addresses 
Enables the users to define other IPv6 addresses for this device.  
The IPv6 address contains 2 section - IPv6 address and prefix . The default Prefix is 64-bit . 

: Click the plus icon  to add a IPv6 Address row. 

: Click the remove icon  to delete the IPv6 Address row. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.3.2 IPv6 Neighbor Table 

 

¶ IPv6 Address 
This filed displays the IPv6 address of the neighbor. 

¶ MAC Address 
This filed displays the MAC address of the neighbor. 

¶ State 
ÑőĲШĦŸŰŰĲĦƣŔŸŰШƚƣċƣĲШĦċŰШĤĲШљ?Ex òњЯШљÅE 9c 7xEњЯШљÉÑ xEњЯШљ[ fxE?њЯШŸƖШљÂÅ§7EњЮ 
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2.4 System Time 
The System Time represents the date and time. The system uptime defines the passing time after the 
system boots up. There is no battery on the switch and hence the system time cannot be saved in the 
system. Users can configure the time zone and system time manually by synchronizing the time with the 
ĤƖŸƽƚĲƖШŸƖШĤǃШĲŰċĤũŔŰŊШƣőĲШљNTPњШƚĲƖƻŔĦĲШƣŸШŊĲƣШƣőĲШƣŔůĲШŉƖŸůШċШNTP Server. 
 

2.4.1 NTP 
Network Time Protocol  (NTP) is a clock synchronization protocol, which is used to synchronize the 
system time with the NTP server. NTP is one of the oldest Internet Protocols in use from 1985 until now. It 
works based on a client-server model, but it can also be used in peer-to-peer relationships. The NTP 
application on the switch is follows the client-server model and the switch plays a role in the NTP Client. 
 

2.4.2 Configure System Time Information  
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System Time Information  
̢ Current Time: The current date time of the system.  

Note:  Time format: Year/Month/Day 24HR:Min:Sec.NanoSec 
̢ System Uptime: The system boot up duration. 

¶ NTP Settings 
̢ NTP Mode 

"Enable" or "Disable" NTP Service. If NTP Mode is enabled, the system will sync time with 
NTP Server on an hourly basis. 

̢ NTP Server 1 & 2 
This field displays the URL or the IP address of the host that provides the NTP Service. 
There are 2 server configurations supported. 

̢ NTP Sync Time 
The system synchronize interval with the NTP server. Time scale can be minute, hour, 
day, week and month . The value range is from 1 to 60. 

¶ Manual Time Settings 
̢ Time Zone 

Select the Time Zone to define the local time offset from GMT. 
̢ Date Selector 

Select the system date manually. The format is "year/month/day ". 
̢ Time Setting 

Define the system time manually. The format is "hour:minute:second ". 
̢ Sync with Browser 

Select the checkbox to synchronize the system time with the browser time . 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.5 Precision Time Protocol (PTP) 
 
The Precision Time Protocol  (PTP) is used to 
synchronize clocks and it is more accurate 
than NTP. PTP is majorly employed to 
synchronize the network devices that require 
precise timing like financial transactions. 
Synchronization and management of a PTP 
network is implemented by the exchange of 
messages across the communications 
devices. 
 
PTP is working by a Master  and Slave 
structure. There are three types of PTP clocks 
т Ordinary Clock , Boundary Clock , and 
Transparent Clock  and currently we support 
Ordinary Clock  and Transparent Clock  on 
the L2, Router, and L3 switches, and 
Boundary Clock  on the Router and L3 
switches. If the switch is an Ordinary Clock, it 
can be configured as role Master or Slave. For 
the Boundary Clock and Transparent Clock, 
they can be both Master and Salve at the 
same time to synchronize with the Master and 
forward to Salves. 

 

2.5.1 Configure PTP Basic Information т Ordinary Clock  

 
For more information, hover the mouse over the  icon in the system.  

¶ PTP Status 
"Enable" or "Disable" the PTP protocol.  
Note : The PTP Slave and NTP Client are mutually incompatible, if users want to enable PTP mode 
with role Slave, please make sure the NTP Client is disabled. 

¶ PTP Mode 
There are 2 modes of PTP that supported on the switch т Master  and Slave. Masters provide clock 
time to Slaves and Slaves follow and adjust the clock time. 

¶ Domain ID 
The ID is the identifier of the PTP network. Only the nodes with the same Domain ID synchronize 
the time in the network. 
The default value of Domain ID is 0 
The range of Domain ID is from 0 to 127  
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2.5.2 Configure PTP Advanced Settings 

 
For more information, hover the mouse over the  icon in the system.  

¶ Priority 1 
The Priority is used to decide the Best Master when there are several Master nodes in the PTP 
network. If there are 2 or more Masters with the same Priority 1 , the system will refer to the Priority 
2.  
The default value of Priority 1 is 128 
The range of Priority 1 is from 0 to 248 
Note:  the lower the value the higher the priority 

¶ Priority 2 
The Priority is used to decide the Best Master when there are several Master nodes with the same 
Priority 1  in the PTP network. If there are 2 or more Masters with the same Priority 2 , the system 
will refer to the Clock Identity (MAC Address) . 
The default value of Priority 1 is 128 
The range of Priority 1 is from 0 to 248 
Note:  the lower the value the higher the priority 

¶ Announce Interval  
The Announce Interval is the period to send Announce Message. 
The range of Announce Interval is from -1 to 7 

¶ Announce Timeout  
The Announce Timeout  is the timer for announcing timeout message. 
The default value of Announce Timeout is 6 
The range of Announce Timeout is from 2 to 255 

¶ Sync Interval  
The Sync Interval is the period to send Sync Message. 
The range of Sync Interval is from -7 to 7 
The mapping for Announce Interval and Sync Interval to second(s) is as following table: 

Interval  0 1 2 3 4 5 6 7 

Seconds 1s 2s 4s 8s 16s 32s 64s 128s 

Interval   -1 -2 -3 -4 -5 -6 -7 

Seconds  512ms 256ms 128ms 64ms 32ms 16ms 8ms 

¶ Period 
The Period is a timeout period. The Slave node will wait n (Period Value) times that announce 
receipt timeout before resetting. 
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The default value of Period is 0 
The range of Period is from 0 to 20 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
 

2.5.3 PTP Status т Master  

 

¶ PTP Device Type 
ÑőŔƚШŉŔĲũĬШŔƚШƣőĲШƣǃƓĲоƖŸũĲШŸŉШƚƽŔƣĦőШƣőċƣШŔŰШċШÂÑÂШŰĲƣƽŸƖťЮШÑőĲШƚƽŔƣĦőШĦċŰШĤĲШљMaster OnlyњШŸƖШ
љSlave OnlyњШĦƨƖƖĲŰƣũǃШĤĲĦċƨƚĲШƽĲШŸŰũǃШƚƨƓƓŸƖƣШOrdinary Clock  now. 

¶ Clock Domain  
This field shows the Domain ID that the system is in now. 

¶ Clock ID 
This field is the identity of the switch in the PTP network. The Clock Identity is configured to the 
MAC Address of the switch by default. 

¶ Best Master ID 
The Best Master ID is the Clock Identity of the Best Master in a PTP network. If there are several 
Master in the PTP network, users can understand which one is the Best Master through this field. 

¶ Priority 1 
This field is the value of Priority 1  that is configured. 

¶ Priority 2 
This field is the value of Priority 2  that is configured. 

¶ Class 
The Class field is usually named colckClass . The values of PTP clock classes are based on the 
traditional quality levels from SSM/ESMC. 
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2.5.4 PTP Status т Slave  

 

¶ PTP Device Type 
ÑőŔƚШŉŔĲũĬШŔƚШƣőĲШƣǃƓĲоƖŸũĲШŸŉШƚƽŔƣĦőШƣőċƣШŔŰШċШÂÑÂШŰĲƣƽŸƖťЮШÑőĲШƚƽŔƣĦőШĦċŰШĤĲШљMaster OnlyњШŸƖШ
љSlave OnlyњШĦƨƖƖĲŰƣũǃШĤĲĦċƨƚĲШƽĲШŸŰũǃШƚƨƓƓŸƖƣШOrdinary Clock  now. 

¶ Clock Domain  
This field shows the Domain ID that the system is in now. 

¶ Clock ID 
This field is the identity of the switch in the PTP network. The Clock Identity is configured to the 
MAC Address of the switch by default. 
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2.5.5 Configure PTP Basic Information т Transparent Clock  

 
Known Limitations:  

 The Transparent Clock is only supported on the following conditions: 

- VLAN untagged mode 

- L2 management switches  

- Copper ports and 1G SFP Slots 

- One-step Mode 

- End-to-End delay mechanism  

¶ Port 
Port 1 to Port N, where N is based on the total port number. 

¶ Mode 
Select Transparent Mode or Normal Mode (None) on the designated port. 

¶ Status  
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƚĲũĲĦƣĲĬШůŸĬĲШŸŰШƣőĲШĬĲƚŔŊŰċƣĲĬШƓŸƖƣЮ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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3 Redundancy 

3.1 Spanning Tree 
The Spanning-Tree Protocol  is a standard protocol that is defined in IEEE 802.1D. It is used to build 
a logical loop -free  topology for layer-2 Networks. The basic function of the protocol is to prevent loops 
and broadcast flooding around the switches. STP allows spare links in the network design to 
provide backup paths  when the active link fails and requires a convergence time  of 30-50 seconds to 
recover the topology when the topology is changed. This prompted the use of Rapid Spanning-Tree 
Protocol  as it provides a faster convergence when the topology is changed. 
RSTP was introduced by IEEE as 802.1w. It can respond within 3 x "Hello Time" when a topology is 
changed. The "Hello Time" is a configurable value and it is very important for RSTP. The default RSTP 
value is 2 seconds and typically, the convergence time for RSTP is under 6 seconds . RSTP is much faster 
than STP. RSTP should be used instead of STP. 
The Multiple Spanning -Tree Protocol  defined in the IEEE 802.1s is an extension to RSTP for Virtual 
LANs. MSTP provides a better alternate path than STP/RSTP for different VLANs. It can make a group of 
VLANs more systemized in the topology. 
 

3.1.1 Configure  RSTP/CIST Basic Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ System Time Information  
RSTP: Enable STP and run "RSTP" for redundancy. 
MSTP: Enable STP and run "MSTP" for redundancy. 
Disable: Disable STP. Users have to enable another protocol to prevent from loop. 

¶ Root Priority  
It is used to define the "Root Bridge". The bridge with the lowest Root Priority  is the "Root Bridge". 
If all the bridges are set to the same Root Priority value, the system will select the Root Bridge 
based on the MAC Addresses. 
The range of Root Priority is from 0 to 61440 (multiple of 4096) . 
The default Root Priority is 32768. 

¶ Hello Time 
It is very important and used to determine the interval to send BPDU (management frame) to check 
the RSTP topology and status. 
The range of Hello Time is from 1 to 10 second(s). 
The default Hello Time is 2 seconds. 

¶ Forward Delay 
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A delay/timer is used to determine when to change the Path State from Learning/Listening to 
Forwarding. 
The range of Forward Delay is from 4 to 30 seconds. 
The default Forward Delay is 15 seconds. 

¶ Maximum Age 
A timer that is used to wait for the Hello BPDU from the Root Bridge. If this device receives the 
BPDU before the timer expires, the timer will be reset. Else, the device will send the topology 
changed BPDU to notify other devices. 
The range of Maximum Age is from 6 to 40 seconds. 
The default Maximum Age is 20 seconds 

 

The relationship between "Hello Time", "Forward Delay", and "Maximum Age" is:  

2 x (Forward Delay - 1 sec) >= Max Age >= 2 x (Hello Time + 1 sec) 
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3.1.2 Configure  RSTP Port Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Port 
Port 1 to Port N, where N is based on the total port number. 

¶ Path Cost 
The cost from the current node to another device. 
The range of Path Cost is from 0 to 200000000. 
The default Path Cost is 0. This implies that the Path Cost is decided by the system. 

¶ Port Priority  
Used to decide the port to be blocked in the Ring topology. 
The range of Root Priority is from 0 to 240 and are in multiple of 16 . 
The default Root Priority is 128. 

  



KN-BTPMC-202M GUI User Guide  
 

 

29 
 

¶ Admin P2P 
The Admin P2P is the link-type for each port.  
P2P: It is a full-duplex link.  
Shared: It is a half-duplex link. 

¶ Edge 
A port that can connect to a non-STP device is called an Edge port. Users can manually fix a port 
to non-Edge or Edge. 
Auto: The system automatically  identifies an Edge or Non-Edge. 
Edge: The port is forced to be an Edge port. An edge port will directly be transitioned to the 
"Forwarding" state and is not required to wait for the "Forward Delay". If a port is directly 
connected to a non-STP device, users can manually set it to "Edge" and enable it to transmit faster. 
Non-Edge: The port is forced to be a Non-Edge port. This implies that the port will go through 
Learning/Listening to Forwarding state even though it is connected to an end device or not. 

¶ Admin STP 
"Enable" or "Disable" the Spanning-tree protocol that is running on the specific port. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
 

3.1.3 RSTP/CIST Status 

 
¶ Bridge ID 

This field shows the unique  identity of this node when it is part of a network. It contains 8 bytes - 
the first 2 bytes are for Bridge Priority  (configurable) and the remaining 6 bytes are for the MAC 
Address  (unique). 

¶ Root Bridge 
It is elected from the switches in the STP topology via several STP messages (BPDU). The Root 
Bridge is the node with the lowest Root Priority . If all of the nodes are with the same Root Priority, 
the Root Bridge will be selected based on their MAC Addresses. 

¶ Root Priority  
It is used to define the "Root Bridge". The bridge with the lowest Root Priority  is the "Root Bridge". 
If all bridges are set to the same Root Priority value, the system will select the Root Bridge based 
on the MAC Addresses. 
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¶ Root Port 
It is the port that is connected to the Root Bridge  and with the lowest cost . If the Root Port shows 
"none", it implies this node is the Root Bridge. 

¶ Root Path Cost 
It is the cost from the current node to the Root Bridge. 

¶ Hello Time 
It is used to determine the interval to send BPDU (management frame) to check the RSTP topology 
and status. 

¶ Forward Delay 
It is used to determine when to change the Path State from Learning/Listening to Forwarding. 

¶ Max Age 
It is used during waiting for Hello BPDU from the Root Bridge. 

 
¶ Port 

Port 1 to Port N, N is based on the total port number. 

¶ Role 
This field shows the role of the STP port. 
Root: This is the root port, which is connected to the Root Bridge with the lowest cost. 
Designated: This is the designated port, which can send the best BPDU on the segment to other 
connected nodes. 
Alternate: This is the alternate port, which is blocked. This port can still receive useful BPDU from 
another bridge . When it receives a useful BPDU, it will help to forward it on the segment. 
BackupаШÑőŔƚШŔƚШƣőĲШĤċĦťƨƓШƓŸƖƣЯШƽőŔĦőШŔƚШĤũŸĦťĲĬЮШfƣШĦŸƖƖĲƚƓŸŰĬƚШƽŔƣőШљ ũƣĲƖŰċƣĲШÂŸƖƣњШƣŸШƣőĲШ
blocking state. This port also receives useful BPDU, but the BPDU is from the same bridge . When 
it receives a useful BPDU, it will help to forward it on the segment. 
Disabled: The port is not linked up. 

¶ Path State 
This field shows the path state of this STP port. 
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DiscardingаШÑőĲШƓŸƖƣШƚƣċƣĲШĦċŰШĤĲШљ?ŔƚċĤũĲĬњЯШљ7ũŸĦťŔŰŊњЯШŸƖШљxŔƚƣĲŰŔŰŊњЮШÑőĲШŔŰĦŸůŔŰŊШŉƖċůĲƚШċƖĲШ
dropped and learning MAC addresses are stopped. 
Learning: The port is learning MAC addresses, but the incoming frames are dropped. 
Forwarding: The port in the forwarding state forwards the incoming frames based on the learned 
MAC address table. 

¶ Port Cost 
This is the cost from the port to the Root Bridge. Spanning-tree Protocol assumes the path cost is 
determined by the access speeds of the links . The default RSTP path cost is shown in the 
following table: 

Speed RSTP Path Cost Speed RSTP Path Cost 
4 Mbps 5,000,000 1000 Mbps (1Gbps) 20,000 
10 Mbps 2,000,000 2000 Mbps (2 Gbps) 10,000 
16 Mbps 1,250,000 10000 Mbps (10 Gbps) 2,000 
100 Mbps 200,000  

¶ Port Priority  
The Port Priority is used to determine the Root Port on a non-root bridge. The port with the lowest 
Port Priority value gets the higher priority. 

¶ Oper. P2P 
This field shows the link-ƣǃƓĲШŸŉШƣőĲШÉÑÂШƓŸƖƣЮШÂΞÂШůĲċŰƚШљpoint -to-pointњШċŰĬШÉőċƖĲĬШůĲċŰƚШ
љpoint -to-multiple њЮ 

¶ Oper. Edge 
This field shows the edge state of this STP port. 
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3.1.4 Configure  MSTI Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Basic Settings  
̢ Region Name 

The Region Name is the name of the MST Region. The switches in the same MST Region 
must be set to the same Region Name. 
The max. length  for the Region Name is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

̢ Revision Number 
The Revision Number is the level of the MST Revision. The switches in the same MST 
Region must be set to the same Revision Number. 
The range of the Revision Number is from 0 to 65535. 
The default Revision Number is 0. 
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¶ Instance Settings  
̢ Instance 

The Instance is from 1 to 15. 
̢ Included VLAN 

The configured VLANs are involved in the specific Instance. 
ÑőĲШŉŸƖůċƣШŔƚаШΝΜЯШΞΜЯШΟΜвЮШљ9ŸůůċњШŔƚШƨƚĲĬШƣŸШƚĲƓċƖċƣĲШéx  Шf?ƚЮ 

̢ Priority 
ÑőĲШƓƖŔŸƖŔƣǃШŔƚШƨƚĲĬШƣŸШĬĲŉŔŰĲШƣőĲШљÅŸŸƣШ7ƖŔĬŊĲњШƣőċƣШŔƚШƨƚĲĬШƣŸШĦŸůůƨŰŔĦċƣĲШƽŔƣőШŸƣőĲƖШ
MSTI Region. 

The range of the Root Priority is from 0 to 61440 (multiple of 4096) . 
The default Root Priority is 32768. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
 

3.1.5 Configure  MSTI Port Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Instance Selector  
Select the instance to configure the ports. The Instance No. is from 1 to 15. 

¶ Port 
Port1 to PortN, where N is based on the total port number. 

¶ Path Cost 
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The Path Cost is the cost from the current node to another device. 
The range of the Path Cost is from 0 to 200000000. 
The default Path Cost is 0. This implies that the Path Cost is decided by the system. 

¶ Port Priority  
This is used to identify the port to be blocked in the Ring topology. 
The range of the Root Priority is from 0 to 240 and is in multiples of 16 . 
The default Root Priority is 128. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

  



KN-BTPMC-202M GUI User Guide  
 

 

35 
 

3.2 ERPS 
Ethernet Ring Protection Switching  (ERPS) applies the protection switching mechanism for Ethernet 
traffic in a ring topology. This mechanism is defined in ITU-T G8032. You can have a protection switching 
and avoid the possible loops in a network by implementing the ERPS function. This is done by blocking 
the flow of traffic to the Ring Protection Link  (RPL) there by protecting the entire Ethernet ring. 
 
When an ERPS is implemented in a ring topology, only one switch is allocated as the owner . This switch 
is in charge of blocking the traffic in the RPL to avoid loops. The switch adjacent to the RPL owner is 
called the RPL neighbor node and it is responsible for blocking the end of the RPL during normal 
condition. The participating switches that are adjacent to the RPL owner or neighbor in a ring are called 
the members or RPL next-neighbor nodes. The primary function of these switches is to forward the 
received traffic. 

 

 

 

 

 

 

 

 

 

 

The benefit of the ERPS ring protection switching architecture are: 

È Protection switching on Ethernet layer 

È Preventing loop by blocking mechanism 

È VLAN based protection 

È Sub-50msec protection switching 

È Support administration command 

È 250 switches  and links in singled ring tested 

To make sure that a ring is up and loop-free, Ring Automatic Protection Switching  message is sent 
regularly as control messages by nodes on the ring. The RPL owner identifies a signal failure (SF) in a ring 
when the RPL owner misses the poll packets or reads from the fault detection packets. When the fault is 
identified, the RPL owner unblocks the ring protection link (RPL) and permits the protected VLAN traffic 
through. 
 
 ERPS, similar to STP, provides a loop -free  network by using polling packets to detect faults. If a fault 
occurs, ERPS restores itself by sending traffic over a protected reverse path rather than making a 
calculation to identify the forwarding path. The fault detection mechanism in the ERPS enables the ERPS 
to join in less than 50 milliseconds  and recovers quickly to forward traffic. In a real test case, the 
protection switching time is 15ms in 250 devices single ring topology. 
 



KN-BTPMC-202M GUI User Guide  
 

 

36 
 

In the new ERPS version, G.8032 v2, it supports multiple ring or ladder topology. Rings can conjoin by one 
or more interconnection nodes. The major ring controls a full physical ring. Sub ring does not constitute a 
closed ring. It is connected to a major ring at the interconnection nodes. 

 

 

 

Using major ring and sub ring can design multiple ring or ladder topology. With these topologies, ERPS 
can append to variance application with different level of ring network. For example, core ring and branch 
ring architecture has application in campus and the area with central control node. Ladder topology has 
lots of case for tunnel and train application. The benefit of small ring is less effect nodes if ring caused of 
recovery. 
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3.2.1 Configure ERPS Information 

 
For more information, hover the mouse over the  icon in the system.  

¶ ERPS Ring 
There are three rings supported on a device. Using the dropdown select to change the ERPS Rings. 

¶ Basic Settings  
̢ ERPS Status 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШEÅÂÉШƓƖŸƣŸĦŸũШƖƨŰŰŔŰŊШŸŰШƣőĲШƚƽŔƣĦőЮШ7ǃШĬĲŉċƨũƣЯШƣőĲШEÅÂÉШƓƖŸƣŸĦŸũШ
is disabled . 

̢ Ring Type 
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Major-ring: controls a full physical ring. 
Sub-ring: connected to another ring. It does not constitute a closed ring. 

̢ ERPS Port 0 
ÑőĲШEÅÂÉШÂŸƖƣШΜШŔƚШċũƚŸШĦċũũĲĬШљWest  ÂŸƖƣњЮШÉĲũĲĦƣШŸŰĲШŸŉШƣőĲШƚƽŔƣĦőШƓŸƖƣƚШƣŸШĤĲШƣőĲШÂŸƖƣШΜШ
of ERPS and decide the role of the port. 

̢ ERPS Port 1 
ÑőĲШEÅÂÉШÂŸƖƣШΝШŔƚШċũƚŸШĦċũũĲĬШљEast ÂŸƖƣњЮШÉĲũĲĦƣШŸŰĲШŸŉШƣőĲШƚƽŔƣĦőШƓŸƖƣƚШƣŸШĤĲШƣőĲШÂŸƖƣШΝШ
of ERPS and decide the role of the port. 
Note: Only One of the switch ports can be configured as ERPS Port 0 or ERPS Port 1. 

Role Description  

Owner 
ÑőĲƖĲШŔƚШŸŰũǃШŸŰĲШљ§ƽŰĲƖњШŔŰШƣőĲШEÅÂÉШƖŔŰŊШƣŸƓŸũŸŊǃЮШÑőĲШ§ƽŰĲƖШŔƚШ
responsible for blocking the traffic in RPL and protects one side of 
the RPL. 

Neighbor 
ÑőĲƖĲШŔƚШŸŰũǃШŸŰĲШљ ĲŔŊőĤŸƖњШŔŰШƣőĲШEÅÂÉШƖŔŰŊШƣŸƓŸũŸŊǃЮШÑőĲШ ĲŔŊőĤŸƖШ
is the port connected with the Owner port and protects another side 
of the RPL. 

Interconnection 
The Interconnection port connects a major-ring and a sub-ring. If 
ŸŰĲШŸŉШƣőĲШƓŸƖƣƚШŸŰШƣőĲШƚƽŔƣĦőШŔƚШƚĲƣШƣŸШљfŰƣĲƖĦŸŰŰĲĦƣŔŸŰњШƖŸũĲЯШƣőĲШ
ŸƣőĲƖШƓŸƖƣШƽŔũũШĤĲШƚĲƣШƣŸШљ?ŔƚċĤũĲĬњШċƨƣŸůċƣŔĦċũũǃЮ 

None ÑőĲШљ ŸŰĲњШŔůƓũŔĲƚШƣőċƣШƣőĲШƓŸƖƣШŔƚШŸƣőĲƖШƣőċŰШċŰШ§ƽŰĲƖШŸƖШċШ
Neighbor. 

̢ ERPS Ring ID 
The ID is the identifier of the ring. The members in the same ring must be set to the same 
ERPS Ring ID. 
The range of the ERPS Ring ID is from 1 to 239. 
The default ERPS Ring ID is 1. 

̢ R-APS Channel 
The R-APS Channel is used to forward ERPS information and is mapped to the VLAN IDs. 
These VLAN IDs cannot be set as traffic VLAN ID. The members in the same ring must be 
set to the same R-APS Channel. 
The range of the R-APS Channel is from 1 to 4094. 
The default R-APS Channel is 1000. 

̢ WTR Timer Interval 
The WTR Timer Interval is used to initial an RPL block. It happen when both revertive mode 
of operation or before reverting to idle state. 
The range of the WTR Timer Interval is from 1 to 12 in minutes. 
The default WTR Timer Interval is 5 minutes. 
 

¶ Advanced Settings  
ÑőĲШ ĬƻċŰĦĲĬШÉĲƣƣŔŰŊƚШŉŔĲũĬШŔƚШŸŰũǃШĬŔƚƓũċǃĲĬШƽőĲŰШƣőĲШљ ĬƻċŰĦĲĬШÉĲƣƣŔŰŊƚњШĦőĲĦťĤŸǂШŔƚШƚĲũĲĦƣĲĬШ
in the Basic Settings. 
̢ Major-Ring Virtual Channel 

This field is used to configure the specific virtual channel for transmitting the 
management packets of the sub-ring through the major-ring. 

̢ Sub-Ring Virtual Channel 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƨƚŔŰŊШƻŔƖƣƨċũШĦőċŰŰĲũШŔŰШƣőĲШƚƨĤ-ring. When the Sub-Ring Virtual 
Channel is enabled, ERPS protocol will transmit management packets by the configured 
virtual channel. 

̢ Revertive Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШEÅÂÉШÅĲƻĲƖƣŔƻĲШ~ŸĬĲЮШfŉШƣőĲШÅĲƻĲƖƣŔƻĲШ~ŸĬĲШŔƚШĲŰċĤũĲĬЯШƣőĲШ
blocked link will revert to the RPL link after the failed link is recovered. 
By default, the ERPS Revertive Mode is enabled . 

̢ MEL Value 
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MEL field is for the compliance with other devices which are running ITU-T G.8031 from 
third-party. The MEL implies the MEG Level. It is a field in the R-APS PDU. A large MEL value 
involves more devices. For example, level 7 contains levels 0 to 6. 
The range of the MEL Value is from 0 to 7. 
The default MEL Value is 7. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
 

3.2.2 ERPS Status 

 

¶ ERPS Ring 
There are three rings supported on a device. Using the dropdown select to change the ERPS Rings. 

¶ Basic Information  
̢ Ring Type 
ÑőĲШƣǃƓĲШŸŉШƣőĲШƚĲũĲĦƣĲĬШEÅÂÉШÅŔŰŊШƚőŸƽƚШљMajor-ringњЯШљSub-ring with virtual channel њЯШ
ŸƖШљSub-ring without virtual channel њЮ 

̢ ERPS Status 
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ÑőĲШƚƣċƣƨƚШŸŉШEÅÂÉШŔƚШљEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШŔŰШƣőĲШƚĲũĲĦƣĲĬШEÅÂÉШÅŔŰŊЮ 
̢ Ring State 

There are two states for ERPS Rings: Normal  and Abnormal . 
̢ Node State 

There are three states for ERPS Nodes: Initial , Idle , Pending, and Protection . 
State Description  
Initial The ERPS protocol is disabled in the selected ring. 

Idle 
The ERPS protocol is enabled in the selected ring and the ERPS ring 
is under control by the RPL Owner. 

Pending 
The ERPS protocol is enabled in the selected ring. The ERPS ring is 
recovery from Protection state and is waiting for the wtr timer 
expired. 

Protection 
The ERPS protocol is enabled in the selected ring but one of the 
links in the ring is broken. The RPL changes to forward to keep the 
ring working. 

̢ ERPS Ring ID 
The ID is the identity for the selected ERPS Ring. 

̢ R-APS Channel 
This field shows the configured R-APS Channel. 

̢ Virtual Channel 1~3 
This field shows the virtual channel of sub-ƖŔŰŊЮШfŉШƣőĲШŉŔĲũĬШƚőŸƽƚШљĬĲŉċƨũƣњШŔůƓũŔĲƚШƣőĲШ
virtual channel follows the R-APS Channel. 

̢ Revertive Mode 
Show the Revertive Mode is enabled (Yes) or disabled (No). 

̢ MEL Value 
The field is the configured MEL value. 

¶ Port Status 
̢ Interface 

The configured port presents the ERPS port 0/1 in the ERPS protocol. 
̢ Role 

Display the configured role for the configured port. 
̢ Status 

Display the port status (forwarding or blocking) for the configured port. 
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3.3 MRP 
MRP function is only supported on the following models: 
0804 Series including MT-0804G, MP-0804G, MS-0804G, MT-0804X, MP-0804X, MS-0804X 
0802 Series including MT-0802G, MP-0802G, MS-0802G, MT-0802X, MP-0802X, MS-0802X 
 
Media Redundancy Protocol (MRP) is an IEC standard protocol to prevent the ring topology from loop, 
and it is defined as IEC 62439-2. The recovery time of MRP is much faster than STP and even than RSTP, 
so it is suitable in most Industrial Ethernet applications. 
 
In the ring topology with MRP, the manager is called Media Redundancy Manager (MRM), and the clients 
are called Media Redundancy Clients (MRC). The MRM send test packets from both of its ring ports 
periodically to confirm the health of ring topology.  
 
There are three states for MRP Ring Ports т Disabled , Blocked , and Forwarding . When the MRP ring is 
under normal operation, the network works in the Ring-Closed  state. In the closed state, one of the MRM 
Ring Ports is blocked and the other one is forwarding, while both of the ring ports of MRCs are forwarding. 
Due to the blocked port, the topology is a logical stub and the loops are avoided. If one of the forwarding 
links is failed, the ring topology goes to open state, and the blocked port of MRM will be forwarding state 
to insure the transmission in the ring. 
 

  
Ring Topology Closed Ring Topology Open 

 
If the MRC detects a link down at one of the ring ports, it can notify this event to the MRM initiatively. In 
Advanced Mode, the MRM can activate the blocked ring port to speed-up recovery rather than wait till 
sufficient loss of test packets. 
 
MRP standard guarantees the recovery time in the specifications. The recovery time are 500ms, 200ms, 
30ms with maximum 50 switches, and 10ms with up to 14 switches in a ring. Currently, we support the 
recovery delay of 500ms and 200ms. 
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3.3.1 Configure MRP Information  

 

For more information, hover the mouse over the  icon in the system.  

¶ MRP Status 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШ~ÅÂШƓƖŸƣŸĦŸũШƖƨŰŰŔŰŊШŸŰШƣőĲШƚƽŔƣĦőЮШ7ǃШĬĲŉċƨũƣЯШƣőĲШ~ÅÂШƓƖŸƣŸĦŸũШŔƚШ
disabled . 

¶ MRP Role 
9ŸŰŉŔŊƨƖĲШƣőĲШƖŸũĲШŸŉШƣőĲШƚƽŔƣĦőШƽőĲŰШƖƨŰŰŔŰŊШ~ÅÂШƓƖŸƣŸĦŸũЮШÑőĲШљ~ċŰċŊĲƖњШŔƣĲůШŔůƓũŔĲƚШ~Å~ШċŰĬШ
ƣőĲШљ9ũŔĲŰƣњШŔƣĲůШŔůƓũŔĲƚШ~Å9Ю 

¶ MRP Recovery Delay 
The MRP Recovery Delay implies to the amount of lost packets. The IEC 62439-2 standard defines 
4 recovery delays т 500ms, 200ms, 30ms, and 10ms. Currently, we only support 500ms and 
200ms.  

¶ MRP Port 1 (Primary) 
The MRP Port 1 is the prim ary port  of MRP. Select one of the switch ports to be the primary port of 
MRP. The Primary port is default configured to be forwarding  when the Ring is closed. 

¶ MRP Port 2 (Second) 
The MRP Port 2 is the secondary  port  of MRP. Select one of the switch ports to be the secondary 
port of MRP. The secondary port is default configured to be blocking  when the Ring is closed. 

¶ MRP Domain Name 
The MRP Domain Name is a unique string for the MRP domain to identify MRP domains 

¶ MRP Domain ID 
The MRP Domain ID is the key attribute to define the members in the same MRP ring. 
The default MRP Domain ID is  
255.255.255.255.255.255.255.255.255.255.255.255.255.255.255.255. 

  



KN-BTPMC-202M GUI User Guide  
 

 

43 
 

¶ Advanced Mode 
ÑőĲШ ĬƻċŰĦĲĬШ~ŸĬĲШŔƚШƚƨƓƓŸƖƣĲĬШŸŰũǃШƽőĲŰШƣőĲШ~ÅÂШÅŸũĲШŔƚШĦŸŰŉŔŊƨƖĲĬШƣŸШљManagerњЮШfŉШƣőĲШ
Advanced Mode is checked, it implies the Advanced Mode is enabled. Under the advanced mode, 
when the MRM received a link-down signal, the MRM actives the backup port immediately rather 
than waiting for the sufficient loss of test packets. 
 

3.3.2 MRP Status т Basic & Configure Information  

 

¶ Basic Information  
̢ Instance ID 

The Instance ID is the Ring ID. We only support one ring currently, so the Instance ID 
displays always 1.  

̢ Domain ID 
The Domain ID is the identity of current MRP ring. Only the members with the same 
Domain ID will be regarded as working in the same ring. 

¶ Configured Information  
̢ Advanced Mode 

The field shows the status of Advanced Mode. Advanced Mode is only supported when 
the switch is configured as a MRM (Manager). 

̢ Role of Switch 
There are 2 roles of switches in the MRP т Manager and Client  
Administrative Setting: the role that users configured for the switch. 
Real Operating State: the role that the switch is working as. 

̢ Domain Name 
This field shows the configured name of this MRP Domain. 

̢ Recovery Delay 
This field shows current operating Recovery Delay. It may be 500 or 200 (msec). 

̢ Port Number, Secondary 
̢ Port Number, Primary 

These two fields shows two parts of information. The first one is the switch port number 
configured as Primary / Secondary Port, and the other one is the state of this port. There 
are 3 states for MRP ports when the MRP is enabled: Forwarding , Blocked , and Disabled . 
fŉШƣőĲШ~ÅÂШŔƚШĬŔƚċĤũĲĬЯШƣőĲШƚƣċƣĲШƚőŸƽƚШљN/AњЮ 

̢ Operation 
This field shows current Operation State т Enabled or Disabled . 
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¶ Operating States  (Master) 
̢ Ring State 

The Ring State displays the actual ring sate of MRP, and the state may be 
Open: some of the links in the MRP ring are down or MRC failure. 
Closed : the MRP ring is closed and under normal operation without error. 

̢ Topology Change Interval 
The interval is the period to send MRP_TopologyChange frames. 

̢ Topology Change Repeat Count 
The count is the repeat times to transmit MRP_TopologyChange frames. 

̢ Short Test Interval 
This interval is a timer used after link changes  to send MRP_Test frames on the MRP ring 
ports. 

̢ Default Test Interval 
The interval is the default  period to send MRP_Test frames on the MRP ring ports. 

̢ Test Monitoring Count 
This field is the interval count for monitoring the reception of MRP_Test frames. 

̢ Non-blocking Client Supported 
This field displays the ability of the MRM to support MRCs without BLOCKED port state 
support in the ring. 

̢ Test Monitoring Extended Count 
This field is an optional  parameter. It is an extended interval count for monitoring the 
reception of MRP_Test frames. 

̢ Check Media Redundancy 
9őĲĦťШƣőĲШĦƨƖƖĲŰƣШƚƣċƣĲШŸŉШ~Å~ЮШÑőĲШƚƣċƣĲШůċǃШĤĲШљEnabledњШŸƖШљDisabledњЮ 

 

¶ Operating States  (Client)  
̢ Link Down Interval 

The Link-down Interval shows the perioid that MRP Link-down frames sent on the ring port. 
The default value of Link-down Interval is 20ms. 

̢ Link Up Interval 
The Link-up Interval shows the perioid that MRP Link-up frames sent on the ring port. The 
default value of Link-up Interval is 20ms. 

̢ Link Change Count 
The Link-change Count controls the repeated times to transmit MRP Link-Change frames. 
The default Link-change Count is 4 times. 
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̢ Blocked Support 
The Blocked Support is default enabled . The MRM with Blocked Support will block the 
secondary port when there is no Blocked Port in the MRM ring topology to avoid loops. 
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4 Management  

4.1 SNMP 
Simple Network Management Protocol (SNMP)  is a standard for collecting and structuring information 
on the managed devices of the IP network. It can also modify some of the information to change the 
behavior of the devices. SNMP is usually used in monitoring the network. The users can remotely query 
the information provided by the devices running SNMP.  
 
The switches support SNMP v1, v2c, and v3. SNMP v1 and v2c authenticates with a community string for 
љread-onlyњШŸƖШљread-writeњШƓĲƖůŔƚƚŔŸŰЮШÑőĲШÉ ~ÂШƻΟШċƨƣőĲŰƣŔĦċƣŔŸŰШƖĲƕƨŔƖĲƚШƣŸШƚĲũĲĦƣШċŰШ
authentication level (MD5 or SHA) and also supports data encryption to make the data safer. 
For the SNMP version and authentication method relationship, refer to the table below: 
 

Version Web Setting Authentication  Encryption  Method  

v1 &  
v2c 

Read Only Community Community String No String match for authentication 
Read-Write Community Community String No String match for authentication 

v3 

Security Level т  
No Authentication, No 
Privacy 

No No Access by an account (admin or user) 

Security Level т  
Authentication, No Privacy 

MD5 / SHA No 

Access by an account (admin or user) 
and password with more than 8 
characters, which is based on MD5 or 
SHA 

Security Level т  
Authentication, Privacy 

MD5 / SHA 
Yes 
AES / DES 

Access by an account (admin or user) 
and password more than 8 
characters, which is based on MD5 or 
SHA. The data encryption is based on 
AES or DES and the key requires 8 to 
32 characters. 
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4.1.1 Configure SNMP Server Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Basic Settings  
̢ SNMP Version 
ÑőĲШƚǃƚƣĲůШĲŰċĤũĲƚШƣőĲШÉ ~ÂШљv1, v2c and v3њШċƨƣőĲŰƣŔĦċƣŔŸŰШĤǃШĬĲŉċƨũƣЮШÑőĲШƨƚĲƖƚШĦċŰШ
ĲŰċĤũĲШƣőĲШÉ ~ÂШƚĲƖƻĲƖШŸŰШŸŰũǃШљv1 and v2cњШŸƖШљv3њЮШљNoneњШƖĲŉĲƖƚШƣŸШĬŔƚċĤũŔŰŊШƣőĲШ
SNMP server. 

̢ Read Only Community 
ÑőĲШĦŸůůƨŰŔƣǃШƨƚĲĬШƣŸШċĦĦĲƚƚШƣőĲШÉ ~ÂШƚĲƖƻĲƖШƽŔƣőШƣőĲШљread-onlyњШƓƖŔƻŔũĲŊĲЮ 
The max. length  for the Read Only Community is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

̢ Read-Write Community 
ÑőĲШĦŸůůƨŰŔƣǃШƨƚĲĬШƣŸШċĦĦĲƚƚШƣőĲШÉ ~ÂШƚĲƖƻĲƖШƽŔƣőШƣőĲШљread-writeњШƓƖŔƻŔũĲŊĲЮ 
The max. length  for the Read-Write Community is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 
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¶ SNMPv3 Settings 
This section is displayed only when the SNMP Version ŔƚШƚĲƣШƣŸШљƻΟњШŸƖШљƻΝЯШƻΞĦШċŰĬШƻΟњЮШÑƽŸШ
accounts are provided т Admin and User to access the SNMP agent. The users can set different 
levels for the 2 accounts. 
̢ Security Level 

No Authentication, No Privacy аШ ĦĦĲƚƚШĤǃШċŰШċĦĦŸƨŰƣШљċĬůŔŰњШŸƖШљƨƚĲƖњЮ 
Authentication, No Privacy аШ ĦĦĲƚƚШĤǃШċŰШċĦĦŸƨŰƣШљċĬůŔŰњШŸƖШљƨƚĲƖњШƽŔƣőШƓċƚƚƽŸƖĬЮ 
Authentication, Privacy аШ ĦĦĲƚƚШĤǃШċŰШċĦĦŸƨŰƣШљċĬůŔŰњШŸƖШљƨƚĲƖњШƽŔƣőШƓċƚƚƽŸƖĬШċŰĬШƣőĲШ
data will be encrypted. 

̢ Authentication Type 
Two algorithms are provided - MD5 and SHA for authentication password. 

̢ Authentication Password 
A string/key is used to authenticate the SNMP Server and obtain the access permission. 
It will be hashed by MD5 or SHA before authentication. 
The min. length  for the Read-Write Community is 8 characters.  
The max. length for the Read-Write Community is 32 characters . 
Note:  Only digits, letters and underline are valid. 

̢ Encryption Type 
Two algorithms are provided - AES and DES for data encryption. 

̢ Encryption Password 
A string/key is used to encrypt the data that is sent to the SNMP server.  
The min. length  for the Read-Write Community is 8 characters.  
The max. length for the Read-Write Community is 32 characters . 
Note:  Only digits, letters and underline are valid. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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4.1.2 Configure SNMP Trap Information 

 
For more information, hover the mouse over the  icon in the system.  

¶ Basic Settings  
̢ Trap Mode 
ÑőĲШƚǃƚƣĲůШĲŰċĤũĲƚШƣőĲШÉ ~ÂШљv1, v2c and v3њШċƨƣőĲŰƣŔĦċƣŔŸŰШĤǃШĬĲŉċƨũƣЮШÖƚĲƖƚШĦċŰШ
ĲŰċĤũĲШƣőĲШÉ ~ÂШƚĲƖƻĲƖШŸŰũǃШŸŰШљv1 and v2cњШŸƖШљv3њЮШљNoneњШŔŰĬŔĦċƣĲƚШĬŔƚċĤũŔŰŊШƣőĲШ
SNMP server. 

̢ Inform Retry 
ÑőĲШÉ ~ÂШƣƖċƓШƽŔũũШƚĲŰĬШљÅĲƣƖǃњШƣŔůĲƚШƽőĲŰШƣőĲШƣƖċƓШƚĲƣШƣŸШљƻΞШfŰŉŸƖůњШŸƖШљƻΟШfŰŉŸƖůњШ
mode. 

The range of the Inform Retry is from 1 to 100. 
The default Inform Retry is 5. 

̢ Inform Timeout 
ÑőĲШŔŰƣĲƖƻċũШŔƚШƨƚĲĬШƣŸШƚĲŰĬШƣƖċƓШƽőĲŰШƣőĲШƣƖċƓШƚĲƣШƣŸШљƻΞШfŰŉŸƖůњШŸƖШљƻΟШfŰŉŸƖůњШůŸĬĲЮ 

The range of the Inform Retry is from 1 to 300 second(s). 
The default Inform Retry is 1 second. 

̢ Trap Receiver IP 1 & 2 
The IP address is the IP address of the trap server to receive the trap information. The 
system supports both IPv4 and IPv6 addresses for the receiver. There are 2 Trap Receiver 
IP supported. 

̢ Community 
The string in the SNMP trap is the identity of the device. 
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The max. length for the Community is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

¶ SNMPv3 Trap/Inform Settings 
This section is displayed only when Trap Mode ċƖĲШƚĲƣШƣŸШљƻΟШÑƖċƓњШŸƖШљƻΟШfŰŉŸƖůњЮ 
̢ Username 

Specify the username for authentication with the SNMP trap server. 
̢ Engine ID 

The Engine ID is the identifier for the given SNMP application. 
̢ Security Level 

No Authentication, No Privacy : Access using the username assigned to the users. 
Authentication, No Privacy : Access using the username assigned to the users with 
password. 
Authentication, Privacy : Access using the username assigned to the users with 
password and the data will be encrypted. 

̢ Authentication Type 
Two algorithms are provided - MD5 and SHA for authentication password. 

̢ Authentication Password 
A string/key is used to authenticate the SNMP trap server and obtain the permission. It 
will be hashed by MD5 or SHA before authentication. 
The min. length  for the Read-Write Community is 8 characters.  
The max. length for the Read-Write Community is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

̢ Encryption Type 
Two algorithms are provided - AES and DES for data encryption. 

̢ Encryption Password 
A string/key is used to encrypt the data sent to the SNMP trap server.  
The min. length  for the Read-Write Community is 8 characters.  
The max. length for the Read-Write Community is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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4.2 DHCP 

4.2.1 DHCP Server/Client  
DHCP, Dynamic Host Configuration Protocol , is a standardized protocol used in the IP networks. The 
DHCP Server holds an IP address pool and when a DHCP Client request for an IP address, the DHCP 
Server picks an IP address from the pool and assigns it to the client. DHCP Server also manages other IP 
information such as Default Gateway  and DNS Server. DHCP is very useful to configure the IP 
information for a number of devices. Only the administrator can enable the DHCP Client for each device 
and setup the DHCP Server. The clients will then obtain a unique IP address and other IP settings to 
connect to the network. 
 

4.2.2 DHCP Option66 & 67 
Option 66 & 67 is an open standard. RFC 2132 defines it. Option 66 is used to identify a TFTP server when 
the sname  field in the DHCP header. Option 67 is used to identify a boot file when the file  field in the 
DHCP header has been used for DHCP options.  
 

4.2.3 DHCP Server Binding 
Apart from dynamically allocating an IP address to a DHCP Client, the DHCP Server also provides a 
function to manually assign a static IP address  to the device with a specific MAC Address. This is called 
as DHCP Server Binding.  
 

4.2.4 DHCP Relay/Option82 
In a large network, there might be several subnets existed and the DHCP Client is not able to serve by 
DHCP Servers directly. In this case, we need a relay agent to help to transmit the request frames to the 
DHCP Servers. When a relay agent receives the broadcast request frame from a DHCP Client, the relay 
agent will transmit the frame to the DHCP Servers, which are in the same subnet by unicast. 
Option 82 is an information option to identify the clients by Circuit ID  and Remote ID. The Circuit ID  is 
an identity containing the interface  name and/or VLAN information, and the Remote ID is to identify the 
remote host (the relay agent). The DHCP Server can distribute an IP address to the DHCP Client 
according to Option 82 information and make the IP addresses more controllable. 

The frame format for the Circuit ID  is as below: 

 

¶ VLAN 
The VLAN field is for the management VLAN ID, which is natively set to 1. 

¶ Module  
The stack number for the device sending the DHCP request is on. For industrial switches, this byte 
is always filled as 0. 

¶ Port 
The port number identifies the incoming DHCP request frame/DHCP Client.  
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 The frame format for the Remote ID is as below: 

 

¶ MAC Address 
By default, the MAC address is set to the MAC address of DHCP relay agent. 
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4.2.5 Configure DHCP Client  

 

¶ IPv4 Mode 
Set the IPv4 Mode ƣŸШљDHCP ClientњШƣŸШĲŰċĤũĲШƣőĲШ?c9ÂШ9ũŔĲŰƣЮШÑőĲШƚǃƚƣĲůШƚĲŰĬƚШċШdiscovery 
frame  to the network and tires to obtain an IP address from the DHCP Server.  
After enabling the DHCP Client, users need to connect to the Console Port  to get the IP address 
ĤǃШƨƚŔŰŊШљshow ip addressњШŸŰШƣőĲШ9xfЮ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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4.2.6 Configure DHCP Server Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Server Status 
Shows the status of the DHCP server: Down or Up. 

¶ Server Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШ?c9ÂШÉĲƖƻĲƖШŉƨŰĦƣŔŸŰЮ 

¶ Start IP Address 
ÉĲƣШƣőĲШƖċŰŊĲШŸŉШƣőĲШfÂШƓŸŸũЮШÑőĲШљÉƣċƖƣШfÂШ ĬĬƖĲƚƚњШŔƚШƣőĲШƚƣċƖƣŔŰŊЮ 
љÉƣċƖƣШfÂШ ĬĬƖĲƚƚњШůƨƚƣШĤĲШŔŰШƣőĲШsame subnet as that of the switch itself. 

¶ End IP Address 
ÉĲƣШƣőĲШƖċŰŊĲШŸŉШfÂШƓŸŸũЮШÑőĲШљEŰĬШfÂШ ĬĬƖĲƚƚњШŔƚШƣőĲШĲŰĬЮ 
љEŰĬШfÂШ ĬĬƖĲƚƚњШůƨƚƣШĤĲШŔŰШƣőĲШsame subnet as that of the switch itself. 

¶ Default Gateway  
Set the Default Gateway for the DHCP Clients to make them connect to the WAN. 
љ?ĲŉċƨũƣШ]ċƣĲƽċǃњШůƨƚƣШĤĲШŔŰШƣőĲШsame subnet as that of the switch itself. 

¶ DNS Server 
Set the DNS Server for the DHCP Clients to make them connect to another device based on the 
URL instead of IP address. 

¶ Lease Time 
DHCP Server leases an IP address to a device for a period of time . When the lease time expires, 
the DHCP server may assign a different IP address in the pool to the device. 
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¶ Option 66 
The URL or IP address of provisioning sever presents in DHCP option 66 messages. 

¶ Option 67 
The boot file name  of provisioning sever presents in DHCP option 67 messages. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
 

4.2.7 DHCP Leased Table 

 
¶ IP Address 

This field implies the IP Address that this device acquired from DHCP Server. 

¶ MAC Address 
The MAC Address of the device that acquired mapped IP Address. Administrators can use MAC 
ĬĬƖĲƚƚШƣŸШůċƓШƣŸШƣőĲШĬĲƻŔĦĲќƚШfÂШ ĬĬƖĲƚƚЮ 

¶ Expired Time 
The Expired Time implies the deadline of designated IP Address that leased from DHCP Server. 
After Expired Time, the DHCP Client has to communicate with DHCP Server and ask for the IP 
Address again. 
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4.2.8 Configure DHCP Server Binding Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Binding ID 
An ID used to identify the binding. 
The range of the Binding ID is from 1 to 32. 

¶ MAC Address 
The device with the specified MAC Address will be assigned to the static Binding IP Address. 

¶ Binding IP Address 
A static IP Address will be assigned to the specified MAC Address. 

¶ : Click the plus icon  to add a DHCP Binding row. 

¶ : Click the remove icon  to delete the DHCP Binding row. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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4.2.9 Configure DHCP Relay Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Relay Basic Settings 
̢ Relay Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШ?c9ÂШÅĲũċǃШŉƨŰĦƣŔŸŰЮ 

̢ Relay Option82 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШ?c9ÂШÅĲũċǃШƽŔƣőШ§ƓƣŔŸŰΥΞШƣċŊЮ 

̢ Helper Address 1 - 4 
The IP Addresses of the DHCP Servers provide IP addresses to the DHCP Clients. A 
backup of Four Helper Addresses are available during breakdown. 

 

¶ Relay Untrust  
̢ Port 

Port1 to Port N, where N is based on the total port number. 
̢ Untrust Status 
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љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣŸШƨŰƣƖƨƚƣШƣőĲШƚƓĲĦŔŉŔĦШƓŸƖƣЮШfŉШƣőĲШƨŰƣƖƨƚƣĲĬШƚƣċƣƨƚШŔƚШĲŰċĤũĲĬШŸŰШċШ
port, the system will drop  the DHCP management frames on the port. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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4.3 PoE (PoE Model Only) 
The PoE, or Power over Ethernet, allows switches to provide electric power along with data on the 
twisted pair Ethernet cables. The Power over Ethernet defined the property as the following table. It 
requires category 5 cables or better to support high power levels. PoE is helpful when the AC power is not 
available or is available with high cost. It is usually used in surveillance IP cameras, I/O sensors, wireless 
access points, and IP telephones. 
 

ÂƖŸƓĲƖƣǃ 
ΥΜΞЮΟċŉ  

ыΥΜΞЮΟċƣШÑǃƓĲШΝь 
ΥΜΞЮΟċƣШÑǃƓĲШ

Ξ 
ΥΜΞЮΟĤƣШÑǃƓĲШΟ ΥΜΞЮΟĤƣШÑǃƓĲШΠ 

~ċǂЮШƓŸƽĲƖШĬĲũŔƻĲƖĲĬ ΝΡЮΠΜШì ΟΜЮΜШì ΣΜШì ΝΜΜШì 
éŸũƣċŊĲШƖċŰŊĲ ΠΠЮΜтΡΤЮΜШé ΡΜЮΜтΡΤЮΜШé ΡΜЮΜтΡΤЮΜШé ΡΞЮΜтΡΤЮΜШé 

~ċǂŔůƨůШĦƨƖƖĲŰƣШfůċǂ ΟΡΜШů ΣΜΜШů ΣΜΜШů ƓĲƖШƓċŔƖ 
ΦΣΜШů ƓĲƖШ
ƓċŔƖ 

 
 

4.3.1 Power De-rating Protection  
Due to the power supply is designed inside the devices for some models, so the power budget will 
decrease by the operating temperature. To ensure the functionality of PoE, we do the protection by 
software in the background and adjust the budget as temperature rises. Please refer to the Hardware 
User Manual for the detail of the relationship of power budget and temperature. 
 

4.3.2 PoE Debug Code  
We provide PoE Debug Command ŸŰШƣőĲШљCLIњ for troubleshooting: 
Switch(config -lan1)#   show power inline detail -code  
When users find that the PoE functions work abnormal, users can use the command to acquire the error 
code. The error codes are mapping to different situations, users can understand the error codes from the 
following table:  

Code Description  

0x00 

PoE port is on. 
0x01 
0x02 
0x03 
0x04 
0x06 PoE port is off. Mains voltage is higher than maximum voltage limitation. 
0x07 PoE port is off. Mains voltage is lower than minimum voltage limitation. 
0x11 PoE port is not defined yet, please check the PoE power input. 
0x20 PoE port is off because of power budget exceeded. 
0x1F PoE port is off because of over-load state according to 802.3AF/AT. 
0x43 PoE port is off because of class error. 
0x81 802.3BT - compliant PD was detected using BT Port (30w) 

0x85 
802.3BT - SSPD was detected using BT Port (60w/95w) and operates as BT Port (30w) 
if requested class =< 4. 

0x86 802.3BT - SSPD was detected using BT Port (60w|95w) and operates as BT Port 
(60w/95w) if requested class > 4. 

0x90 BT Port (30w) and delivers power due to force power command. 
0x91 BT Port (60w/95w) and delivers power due to force power command. 
0x1B PoE port is off because detection is in process. 
0xA8 PoE port is not connected. 

Others Please contact your system administrator!! 
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4.3.3 Configure Power over Ethernet (PoE) 

 

¶ Port 
Port1 to PortN, where N is based on the total PoE port number. 

¶ Mode 
љEnableњЯШљDisableњЯШŸƖШљForceњШÂŸEШŉƨŰĦƣŔŸŰШŸŰШƣőĲШƚƓĲĦŔŉŔĦШƓŸƖƣЮШfŉШƣőĲШůŸĬĲШŔƚШĦŸŰŉŔŊƨƖĲĬШƣŸШ
љ[ŸƖĦĲњЯШƣőĲШƚǃƚƣĲůШƽŔũũШƓƖŸƻŔĬĲШƓŸƽĲƖШŉŸƖĦĲĬũǃШŸŰШƣőĲШƚƓĲĦŔŉŔĦШƓŸƖƣШĲƻĲŰШƣőĲƖĲШŔƚШŰŸШĬĲƻŔĦĲШ
connected to this port. 

¶ Status  
The field shows the PoE status of the specific port.  
On: PoE is enabled or configured to force on the port and power is delivered on the port. 
Off: PoE is enabled on the port but no Powered Device (PD) is connected. 
Disabled: PoE is disabled on the port. 

¶ Class 
The field shows the class followed by the PD. The acceptable power of the class is defined in the 
IEEE 802.3af/at. 

¶ Voltage 
This field shows the output voltage that PSE provided. The power output of the boost switch will 
be boosted to 53V. 

¶ Power 
The Consumption field contains provided power in watts. The PSE can provide up to 30Watts and 
the PDs can receive up to 25.5Watts. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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4.3.4 Configure PoE Keep Alive 

 
For more information, hover the mouse over the  icon in the system.  

¶ Port 
Port1 to PortN, where N is based on the total PoE port number. 

¶ Detect  
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣŸШĬĲƣĲĦƣШƣőĲШÂŸƽĲƖĲĬШ?ĲƻŔĦĲШыÂ?ьШŸŰШƣőĲШƚƓĲĦŔŉŔĦШƓŸƖƣЮШìőĲŰШƣőĲШĬĲƣĲĦƣŔŸŰШ
is enabled, the system pings the configured IP Address on every Ping Interval. 

¶ IP Address 
The field is the IP Address of the Powered Device (PD). 

¶ Ping Interval  
The Ping Interval is the duration to ping the Powered Device (PD). 
The range of the Ping Interval is from 1 to 65535 seconds. 
The default Ping Interval is 30 seconds. 

¶ Hold Time 
The Hold Time is used when the ping fails. The system will wait for the Hold Time to expire and then 
try to ping the PD again. 
The range of the Hold Time is from 1 to 65535 seconds. 
The default Hold Time is 60 seconds. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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4.3.5 Configure PoE Schedule 

 
¶ Port Selector  

Select the port number to configure the PoE Schedule.  
Port1 to PortN, where N is based on the total PoE port number. 

¶ Schedule Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣŸШƓƖŸƻŔĬĲШƓŸƽĲƖШĤǃШƣőĲШƚĦőĲĬƨũĲШŸŰШƣőĲШƚƓĲĦŔŉŔĦШƓŸƖƣЮ 

¶ Enable (for each day) 
The week is from Sunday to Saturday. 

¶ Week (The x-ray of the table) 
The week is from Sunday to Saturday. 

¶ Hour  (The y-ray of the table) 
The hour is from 00 (00:00) to 23 (23:00). 
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Users can select the checkbox with the Week and Hour in the table to enable the PoE Schedule on 
the specific time. For example, if the user wants the PoE to be enabled only on Monday from 6:00 
to 7:00 and on Wednesday from 13:00 to 15:00, the following checkboxes must be selected т 
љ~ŸŰ-ΜΣњЯШљ~ŸŰ-ΜΤњЯШљìĲĬ-ΝΟњЯШљìĲĬ-ΝΠњЯШċŰĬШљìĲĬ-ΝΡњЮШ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

4.3.6 Configure PoE Priority 
From v1.1.48ЯШƽĲШƖĲůŸƻĲШљPriority ModeњШċŰĬШљPower LimitњШŉŸƖШĲċĦőШƓŸƖƣШĦŸŰŉŔŊƨƖċƣŔŸŰƚШŔŰШƣőĲШÂŸEШ
Priority Page because of the support of the PoE chipset. 
From v1.1.77, all PoE Models (including MP/MT/MH/MQ/CP/CT/CH/CQ) support PoE Priority function 
including 60W/95W 802.3bt switches.  

 
For more information, hover the mouse over the  icon in the system.  

¶ Basic Setting 
̢ Power Budget 

This field defines the maximum power  that can provide to all the connected PDs. 
The range of Power Budget is from 1 to 240 Watt. 
The default Power Budget is 240 Watt. 

¶ Power Settings 
̢ Port 

Port1 to PortN, where N is based on the total PoE port number. 
̢ Priority 

Assign the PoE priority to high, middle , or low  for the specific port. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective.  
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4.4 Industrial Protocols  
Industrial Protocols  are supported on all models 
 
There are three industrial protocols provided in the switch т EtherNet/IP , PROFINET, and Modbus/TCP. 
EtherNet/IP  is an industrial network protocol  that linked up the Common Industrial Protocol (CIP) with 
standard Ethernet. EtherNet/IP takes advantage of both of the Internet Protocol suite  and IEEE 802 
standard , which are the most widely deployed collections of Ethernet standards, to define the features 
and functions for its transportation, networking, data link and physical layers. CIP makes use of object -
oriented design  to provide EtherNet/IP with the services and device profiles needed for real-time control 
applications. The object-oriented design of the CIP is also used to promote consistent implementation of 
automation functions into a diverse ecosystem of products. EtherNet/IP defines how to organize the data 
in a TCP/UDP packet and transfers the packet in the application layer. 
 
Modbus  is a popular communication protocol used for the industrial serial devices . It is usually working 
ċƚШљmaster -slaveњШċƖĦőŔƣĲĦƣƨƖĲШċŰĬШƽŸƖťŔŰŊШƽŔƣőШprogrammable logic controllers  which are also called 
PLCs. The Modbus/TCP implies to provide Modbus Messaging service on the TCP/IP, so that the devices 
which are running Modbus can communicate with each other with Modbus messages. The Modbus 
messages are encapsulated with an Ethernet TCP/IP wrapper on the basis of the standard. During the 
transmission, the switches can only acquire the encapsulated information when the Modbus/TCP is 
enabled. If users would like to understand the real content of Modbus message, users have to install 
ŸƣőĲƖШƨƣŔũŔƣŔĲƚШƚƨĦőШċƚШљ~ŸĬÉĦċŰњЮШ§ƨƖШƚƽŔƣĦőĲƚШŔůƓũĲůĲŰƣШƣőĲШ~ŸĬĤƨƚоÑ9ÂШƖĲŊisters including system 
information, firmware information, port information, and packet information. The details refer to the 
љModbus Data Mapping InformationњШƚĲĦƣŔŸŰЮ 
 
PROFINET is a technical standard for automation data communication over Industrial Ethernet. It is 
designed for collecting data and controlling devices in industrial systems. PROFINET is maintained and 
supported by PROFIBUS & PROFINET International (PI). It defines entire data exchange not only IO-
controllers and IO-devices but also parameter setting and diagnosis. PROFINET is useful for production 
and process automation, safety applications, and all range of drive technology while these applications 
are implemented.  
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4.4.1 Modbus Data Format and Function Code  
The primary four types of Modbus/TCP data format are as following: 

Data Access Type Function Code  Function Name  

Bit Access 
Physical Discrete Inputs 2 Read Discrete Inputs 
Internal Bits or Physical Coils 1 Read Coils 

Word Access 
(16-bit Access) 

Physical Input Registers 4 Read Input Registers 
Physical Output Registers 3 Read Holding Registers 

4.4.2 Modbus Data Mapping Information  
In the following tables, we assume the total port number is 28.  
The following table is for Function Code 3 (Holding Registers ) / Function Code 6. 

Address Offset  Data Type Interpretation  Description  
System Information  

0x0000 to 
0x0008 

1 word HEX 

Port 1 to Port 8 Status Configuration  

0x0000: Disable  

0x0001: Enable 

The following table is for Function Code 4 (Input Registers ). The data map addresses in the following table 
starts from Modbus address 30001. For example, the address offset 0x0000H equals Modbus address 
30001, and the address offset 0x0030H equals Modbus address 30049. All the information read from our 
switches is in the HEX mode ċŰĬШƨƚĲƖƚШĦċŰШƖĲŉĲƖШƣŸШƣőĲШ É9ffШƣċĤũĲШŉŸƖШƣőĲШƣƖċŰƚũċƣŔŸŰШыĲЮŊЮШΜǂΠ7ӀќuќЯШ
ΜǂΤΠӀќƣќьЮ 

Address Offset  Data Type Interpretation  Description  
System Information  

0x0030 20 words ASCII 

ÂƖŸĬƨĦƣШ ċůĲШӀШљ~Ñ-ΜΥΜΠ]њ 

Word 0 Hi byte = ћ~ќ 

Word 0 Lo byte = ћÑќ 

Word 1 Hi byte = ћ-ћ 

Word 1 Lo byte = ћΜќ 

Word 2 Hi byte = ћΥќ 

Word 2 Lo byte = ћΜќ 

Word 3 Hi byte = ћΠќ 

Word 3 Lo byte = ћ]ќ 

0x0050 1 word  Product Serial Number 

0x0051 2 words HEX 

Firmware Version  
For example: 
W o r d  0  = 0x0103 

W o r d  1  = 0x0200 

Firmware version is 1.3.2 

0x0053 2 words HEX 

Firmware Release Date 
For example: 
W o r d  0  = 0x1719 

W o r d  1  = 0x1506 

Firmware was released on 2015-06-17 at 
ΝΦШŸќĦũŸĦť 

0x0056 3 words HEX Ethernet MAC Address 
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Ex: MAC = 01:02:03:0A:0B:0C 

Word 0 Hi byte = 0x01 

Word 0 Lo byte = 0x02 

Word 1 Hi byte = 0x03 

Word 1 Lo byte = 0x0A 

Word 2 Hi byte = 0x0B 

Word 2 Lo byte = 0x0C 

0x0059 1 word HEX 

Power 1 

0x0000: Off 

0x0001: On 

0x005A 1 word HEX 

Power 2 

0x0000: Off 

0x0001: On 

0x005B 1 word HEX 

Fault LED Status 

0x0000: Boot error 

0x0001: Normal 

0x0002: Fault 

0x0082 1 word HEX 

DO1 

0x0000: Off 

0x0001: On 

Port Information  

0x1000 to 
0x1020 

1 word HEX 

Port 1 to Port N Status 

0x0000: Link down 

0x0001: Link up 

0x0002: Disable 

0xFFFF: No port 

0x1100 to 
0x1120 

1 word HEX 

Port 1 to Port N Speed 

0x0000: 10M-Half 

0x0001: 10M-Full 

0x0002: 100M-Half 

0x0003: 100M-Full 

0x0005: 1000M-Full 

0x0006: 2500M-Full 

0x0007: 5000M-Full 

0x0008: 10000M-Full 

0x0009: Over 10000M-Full 

0xFFFE: Link down 

0xFFFF: No port 
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0x1200 to 
0x1220 

1 word HEX 

Port 1 to Port N Flow Ctrl 

0x0000: Off 

0x0001: On 

0xFFFF: No port 

0x1300 to 
0x1313 (Port 1) 
 
0x1314 to 
0x1327 (Port 2) 
в 
 
0x138C to 
0x139F (Port 8) 
в 

20 words ASCII 

Port 1 to Port N Description  
ÂŸƖƣШ?ĲƚĦƖŔƓƣŔŸŰШӀШљΝΜΜÑǂЯÅsΠΡЮњ 
Word 0 Hi byte = ћΝќ 

Word 0 Lo byte = ћΜќ 

Word 1 Hi byte = ћΜќ 

Word 1 Lo byte = ћÑќ 

в  

Word 4 Hi byte = ћΠќ 

Word 4 Lo byte = ћΡќ 

Word 5 Hi byte = ћЮќ 

Word 5 Lo byte = ћ\Μќ 

0x1500 to 
0x1520 

1 Word HEX 

Port 1 to Port N PoE Status 
0x0000: PoE Off 
0x0001: PoE On 
0xFFFF: Not PoE port 

0x1600 to 
0x1620 

1 Word HEX 
Port 1 to Port N PoE Power in Watt 
0xFFFF: Not PoE port 

Packet Information  

0x2000 to 
0x203F 

2 words HEX 

Port 1 to Port N Tx Packets 
Ex: port 1 Tx Packet Amount = 13248635 
Received Modbus response: 
0x13248635 
Word 0 = 1324 

Word 1 = 8635 

0x2080 to 
0x20FF 

2 words HEX 

Port 1 to Port N Tx Bytes 
Ex: port 1 Tx Bytes Amount = 13248635 
Received Modbus response: 
0x13248635 
Word 0 = 1324 

Word 1 = 8635 

0x2100 to 
0x21(N*2-1) 

2 words HEX 

Port 1 to Port N Rx Packets 
Ex: port 1 Rx Packet Amount = 13248635 
Received Modbus response: 
0x13248635 
Word 0 = 1324 

Word 1 = 8635 

0x2180 to 
0x21FF 2 words HEX 

Port 1 to Port N Rx Bytes 
Ex: port 1 Rx Bytes Amount = 13248635 
Received Modbus response: 
0x13248635 
Word 0 = 1324 

Word 1 = 8635 
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4.4.3 Ethernet/IP CIP Object Mapping Information  
The following communication objects that defined in Common Industrial Protocol (CIP) are supported in 
switches for PLCs and SCADA systems to monitor: 

¶ Identity Object 

¶ TCP/IP Interface Object 

¶ Ethernet Link Object 

¶ Proprietary Object 
The following tables introduce the supported attributes, including access rules for each attribute, and 
services for the above objects. Users can also refer to the official documents of CIP introduction (Vol. 1) 
and the Ethernet/IP Adaption of CIP (Vol. 2) to understand the details of each attribute of the standard 
objects. 
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4.4.4 Identity Object  
The Class code of Identity object is defined in CIP Vol 1, 5-2 and the value is 0x01. 

 CLASS ATTRIBUTE LIST 
Addr 

ID 
Access 

Rule 
Name Data Type Description  

1 Get Revision UINT (16) Revision of this object 

2 Get Max Instance UINT (16) 
Maximum instance number of an object 
currently created in this class level of the 
device 

3 Get Number of Instances UINT (16) 
Number of object instances currently 
created in this class level of the device. 

6 Get 
Maximum ID Number 
Class Attributes 

UINT (16) 
The attribute ID number of the last class 
attribute of the class definition implemented 
in the device 

7 Get Maximum ID Number 
Instance Attributes 

UINT (16) 
The attribute ID number of the last instance 
attribute of the class definition implemented 
in the device 

 INSTANCE ATTRIBUTE LIST 
Addr 

ID 
Access 

Rule 
Name (Struct.)  Data Type Description  

1 Get Vendor ID  UINT (16) The vendor ID of company 

2 Get Device Type  UINT (16) ΜǂΜЯШљ~ċŰċŊĲĬШEƣőĲƖŰĲƣШÉƽŔƣĦőњ 

3 Get Product Code  UINT (16) N/A 

4 Get Revision 

 (Struct.) The version of the Identity object 

Major USINT (8) The structure member, major 

Minor USINT (8) The structure member, minor 

5 Get Status  WORD (16) Not used 

7 Get Product Name 
 SHORT_ 

STRING 
The product name in human-readable 
format 

101 Get Serial Number  UDINT (32) The serial number of each device 

 COMMON SERVICE LIST 

Service 
Code 

Implementation  
Service Name Description  

Class Instance  

0x01 Ѹ Ѹ Get_Atributes_All Return the contents of all attributes of the class 

0x0E Ѹ Ѹ Get_Atributes_Single Used to read an object instance attribute 

0x10  Ѹ Set_Atributes_Single Used to write an object instance attribute 

0x05  Ѹ Reset Invokes the reset service for the deivce 
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4.4.5 TCP/IP Interface Object  
The Class code of TCP/IP Interface object is defined in CIP Vol 2, 5-3 and the value is 0xf5. 

 CLASS ATTRIBUTE LIST 
Addr 

ID 
Access 

Rule 
Name Data Type Description  

1 Get Revision UINT (16) Revision of this object 

2 Get Max Instance UINT (16) 
Maximum instance number of an object 
currently created in this class level of the 
device 

3 Get Number of Instances UINT (16) 
Number of object instances currently 
created in this class level of the device. 

6 Get 
Maximum ID Number 
Class Attributes 

UINT (16) 
The attribute ID number of the last class 
attribute of the class definition implemented 
in the device 

7 Get Maximum ID Number 
Instance Attributes 

UINT (16) 
The attribute ID number of the last instance 
attribute of the class definition implemented 
in the device 

 INSTANCE ATTRIBUTE LIST 
Addr 

ID 
Access 

Rule 
Name (Struct.)  Data Type Description  

1 Get Status  DWORD (32) Interface status 
0 = The Interface Configuration 
attribute has not been configured. 
1 = The Interface Configuration 
attribute contains valid 
configuration obtained from 
BOOTP, DHCP or non-volatile 
storage 

2 Get Configuration 
Capability 

 DWORD (32) Interface capability flags 
Bit map of capability flags: 

Bit 0: BOOTP Client 
Bit 1: DNS Client 
Bit 2: DHCP Client 
Bit 3: DHCP-DNS Update 
Bit 4: Configuration Settable 

3 Get/Set Configuration 
Control 

 DWORD (32) Interface control flags 
Bit map of control flags: 
Bit 0 to 3: Startup Configuration 

0 = The device shall use the 
interface configuration values 
previously stored (for example, 
in non-volatile memory or via 
hardware witches). 
1 = The device shall obtain its 
interface configuration values via 
BOOTP. 
2 = The device shall obtain its 
interface configuration values via 
DHCP upon start-up. 
3 to15 = Reserved. 

4 Get Physical Link 
Object 

 (Struct.) Path to physical link object 

Path Size UINT (16) Size of Path 

Path Padded 
EPATH 

Logical segments identifying the 
physical link object 
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5 Get/Set Interface 
Configuration 

 
(Struct.) 

TCP/IP network interface 
configuration 

IP Address UDINT (32) ÑőĲШĬĲƻŔĦĲќƚШfÂШċĬĬƖĲƚƚ 

Network 
Mask 

UDINT (32) ÑőĲШĬĲƻŔĦĲќƚШŰĲƣƽŸƖťШůċƚť 

Gateway 
Address 

UDINT (32) Default gateway address 

Name Server 
UDINT (32) 

ÂƖŔůċƖǃШŰċůĲШƚĲƖƻĲƖ 
 

Name Server 
2 

UDINT (32) Secondary name server 

Domain 
Name 

STRING Default domain name 

6 Get/Set Host Name  UDINT (32) Host name 

 COMMON SERVICE LIST 

Service 
Code 

Implementation  
Service Name Description  

Class Instance  

0x01 Ѹ Ѹ Get_Atributes_All Return the contents of all attributes of the class 

0x0E Ѹ Ѹ Get_Atributes_Single Used to read an object instance attribute 

0x10  Ѹ Set_Atributes_Single Used to write an object instance attribute 
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4.4.6 Ethernet Link Object  
The Class code of TCP/IP Interface object is defined in CIP Vol 2, 5-4 and the value is 0xf6. There is an 
instance for each switch port, and mapping as the following table: 

Instance Number  Mapping to 

0 Ethernet Link class 

1 1st switch port 

2 2nd switch port 

3 3rd switch port 

в Nth switch port 

 CLASS ATTRIBUTE LIST 
Addr 

ID 
Access 

Rule 
Name Data Type Description  

1 Get Revision UINT (16) Revision of this object 

2 Get Max Instance UINT (16) 
Maximum instance number of an object 
currently created in this class level of the 
device 

3 Get Number of Instances UINT (16) 
Number of object instances currently 
created in this class level of the device. 

6 Get 
Maximum ID Number 
Class Attributes 

UINT (16) 
The attribute ID number of the last class 
attribute of the class definition implemented 
in the device 

7 Get 
Maximum ID Number 
Instance Attributes 

UINT (16) 
The attribute ID number of the last instance 
attribute of the class definition implemented 
in the device 

 INSTANCE ATTRIBUTE LIST 
Addr 

ID 
Access 

Rule Name (Struct.)  Data Type Description  

1 Get Interface 
Speed 

 UDINT (32) Interface speed currently in use 
(Speed in Mbps, e.g., 0, 10, 100, 1000, 
10000, etc.) 

2 Get Interface 
Flags 

 DWORD (32) Refer to the Interface Flags table 

3 Get Physical 
Address 

 ARRAY of 6 
USINT (8) 

MAC layer address (The System MAC 
address) 

4 Get Interface 
Counters 

 
(Struct.) 

Counters relevant to the receipt of 
packets 

In Octets UDINT (32) Octets received on the interface. 

In Ucast 
Packets UDINT (32) 

Unicast packets received on 
the interface 

In NUcast 
Packets 

UDINT (32) 
Non-unicast packets received on the 
interface 

In Discards 
UDINT (32) 

Inbound packets received on 
the interface but are discarded 

In Errors 
UDINT (32) 

Inbound packets that contain 
Errors (does not include In 
Discards) 

In Unknown 
Protos 

UDINT (32) Inbound packets with unknown protocol 

Out Octets UDINT (32) Octets sent on the interface 

Out Ucast 
Packets 

UDINT (32) Unicast packets sent on the interface 
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Out NUcast 
Packets UDINT (32) 

Non-unicast packets sent on 
the interface 

Out Discards UDINT (32) Discarded outbound packets 

Out Errors UDINT (32) Outbound packets that contain errors 

6 Get/Set Interface 
Control 

 (Struct.) Configuration for physical interface 

Control Bits 

WORD (16) 

Bit 0: Auto-Negotiate 
Value 0: Force 
Value 1: Auto-Nego 

Bit 1: Half/Full Duplex 
Value 0: half duplex 
Value 1: full duplex 

Bit 2 to 15: Reserved, all zero 
Forced 

Interface 
Speed 

UINT (16) 
Speed at which the interface 
shall be forced to operate 

7 Get Interface 
Type 

 

USINT 

Value 0: Unknown interface type. 
Value 1: The interface is internal to the 
device, for example, in the case of an 
embedded switch. 
Value 2: Twisted-pair (e.g., 10Base-T, 
100Base-TX, 1000Base-T, etc.) 
Value 3: Optical fiber (e.g., 100Base-FX) 
Value 4 to 256: Reserved 

8 Get Interface 
State 

 USINT Value 0: Unknown interface state 
Value 1: The interface is enabled and is 
ready to send and receive data 
Value 2: The interface is disabled 
Value 3: The interface is testing 
Value 4 to 256: Reserved 

9 Get Admin 
State 

 USINT Value 0: Reserved 
Value 1: Enable the interface 
Value 2: Disable the interface. If this is 
the only CIP communications interface, a 
request to disable the interface shall 
result in an error (status code 0x09). 
Value 3 to 256: Reserved 

10 Get Interface 
Label 

 SHORT_ 
STRING 

Human readable identification 

101 Get PoE 
Status 

 
USINT (8) 

Value 1: PoE On 
Value 2: PoE Off 

102 Get PoE Power  UDINT (32) PoE Power in Watt 

103 Get/Set PoE Mode  

UDINT (32) 

Value 0: Unknown 
Value 1: Enable 
Value 2: Disable 
Value 3: Force 

 INTERFACE FLAGS 
Bit(s) Called  Definition  

0 Link Status 
0 indicates an inactive link; 
1 indicates an active link. 

1 Half/Full Duplex 
0 indicates half duplex; 
1 indicates full duplex. 

2-4 Negotiation Status Indicates the status of link auto-negotiation 
0 = Auto-negotiation in progress. 
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1 = Auto-negotiation and speed detection failed. Using default values 
for speed and duplex. Default values are product-dependent; 
recommended defaults are 10Mbps and half duplex. 
2 = Auto negotiation failed but detected speed. Duplex was 
defaulted. Default value is product-dependent; recommended 
default is half duplex. 
3 = Successfully negotiated speed and duplex. 
4 = Auto-negotiation not attempted. Forced speed and duplex. 

5 
Manual Setting Requires 
Reset 

0 indicates the interface can activate changes to link parameters 
(auto-negotiate, duplex mode, interface speed) automatically. 1 
indicates the device requires a Reset service be issued to its Identity 
Object in order for the changes to take effect. 

6 Local Hardware Fault 

0 indicates the interface detects no local hardware fault; 1 indicates 
a local hardware fault is detected. The meaning of this is product-
specific. For example, an AUI/MII interface might detect no 
transceiver attached, or a radio modem might detect no antenna 
attached. In contrast to the soft, possibly self-correcting nature of 
the Link Status being inactive, this is assumed a hard-fault requiring 
user intervention. 

7-31 Reserved Shall be set to zero 

 COMMON SERVICE LIST 

Service 
Code 

Implementation  
Service Name Description  

Class Instance  

0x0E Ѹ Ѹ Get_Atributes_Single Used to read an object instance attribute 

0x10  Ѹ Set_Atributes_Single Used to write an object instance attribute 
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4.5 Proprietary Object  
The Class code of Proprietary object is defined by vendor, and the value is 0x1C1. 

 CLASS ATTRIBUTE LIST 
Addr 

ID 
Access 

Rule 
Name Data Type Description  

1 Get Power 1 USINT (8) 
Power 1 status.  
Value 1: On 
Value 0: Off 

2 Get Power 2 USINT (8) 
Power 2 status.  
Value 1: On 
Value 0: Off 

3 Get Alarm Relay USINT (8) 
Alarm Relay status.  
Value 1: On 
Value 0: Off 

4 Get Digital Input USINT (8) 
Digital Input status. 
Value 1: High 
Value 0: Low 

5 Get System Time UDINT (32) System Time encodes as unix time. 

6 Get All Interface Speed 
ARRAY of 28 
UDINT(32) 

Array list of all interface speed currently in 
use 

7 Get All Interface Flags 
ARRAY of 28 
DWORD(32) 

Array list of all interface flags. Refer to the 
Interface Flags  table 

8 Get All Interface States UDINT (32) 

Bitwise of all current interface states. 
Bit 0: Port 1 

Value 0: Link down 
Value 1: Link up 

Bit 1: Port 2, and so on 

4.5.1 Ethernet/IP Electronic Data Sheet (EDS) File 
The EDS (Electronic Data Sheet) file includes electronic descriptions of all relevant communication 
parameters and objects of an EtherNet/IP device. It is required for I/O controllers to recognize switch and 
its CIP capability. 
The list includes the sections which are described in our EDS file. 

¶ [File] 

¶ [Device] 

¶ [Device Classification] 

¶ [Port] 

¶ Icon should be 32 * 32 in pixel. 
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4.5.2 PROFINET Parameters Mapping Information  
There are three categories of parameters т Device Parameters, Device Status, and Port Parameters. 
· r/w: Read and Write 
· ro: Read Only 

 

4.5.2.1 Device Parameters  

Byte Name Access Value Description  Default Value  

0 Status Alarm rw 
0 Do not send any alarms 

0: No Alarms 
1 Send alarm if any status change 

1 Power Alarm 1 rw 
0 Do not send power failed alarms 

0: No Alarms 
1 Send alarm if power supply 1 fails 

2 Power Alarm 2 rw 
0 Do not send power failed alarms 

0: No Alarms 
1 Send alarm if power supply 2 fails 

4.5.2.2 Device Status  

Byte Name Access Value Description  

0 Overall Device Status ro 

0 Unavailable 

1 OK 

2 Device Error 

1 Fault Status ro 
0 Unavailable 
1 OK 
2 Device Detect Fault 

2 Power 1 Status ro 
0 Unavailable 
1 OK 
2 Power 1 Fails 

3 Power 2 Status ro 
0 Unavailable 
1 OK 
2 Power 2 Fails 

4 Relay 1 ro 
0 Unavailable 
1 Closed 
2 Open 

5 Relay 2 ro 
0 Unavailable 
1 Closed 
2 Open 

6 Redundant Mode ro 

0 Unavailable 
1 RSTP 
2 ERPS 
3 ERPS Sub-ring 1 
4 ERPS Sub-ring 2 

7 Ring Status ro 
0 Unavailable 
1 Healthy 
2 Break 

8 Redundant Port 1 Status ro 

0 Unavailable 
1 Forwarding 
2 Blocking 
3 Link Down 

9 Redundant Port 2 Status ro 

0 Unavailable 
1 Forwarding 
2 Blocking 
3 Link Down 
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10 Sub-ring Mode ro 
0 Unavailable 
1 Healthy 
2 Break 

11 Sub-ring Port 1 Status ro 

0 Unavailable 
1 Forwarding 
2 Blocking 
3 Link Down 

12 Sub-ring Port 2 Status ro 

0 Unavailable 
1 Forwarding 
2 Blocking 
3 Link Down 

13 Connection ro 
0 Unavailable 
1 OK 
2 Connection Failure 

4.5.2.3 Port Parameters  

Byte Name Access Value Description  

0 Port Alarm rw 
0 Off, do net send alarm 

1 On, send alarm when port link down 

1 Port Admin State rw 
0 Unavailable 
1 Off, inactive 
2 On, active 

2 Port Link State ro 
0 Unavailable 
1 Link is down 
2 Link is up 

3 Port Speed ro 

0 Unavailable 
1 Unknown 
2 10M 
3 100M 
4 1G 
5 10G 

4 Port Duplex ro 
0 Unavailable 
1 Half 
2 Full 

5 Port Auto-negotiation ro 
0 Unavailable 
1 Off 
2 On 

6 Port Flow Control ro 
0 Unavailable 
1 Off 
2 On 

7 Port MDI/MDIX ro 
0 Unavailable 
1 MDI 
2 MDIX 
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4.5.3 Configure Industrial Protocols Information  
Note: For PoE models, the system will take around 10 seconds to read PoE status. 

 

¶ Modbus Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШ~ŸĬĤƨƚоÑ9ÂШŉƨŰĦƣŔŸŰЮ 

¶ Ethernet/IP Mode  
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШEƣőĲƖŰĲƣоfÂШŉƨŰĦƣŔŸŰЮ 

¶ PROFINET Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШÂÅ§[f EÑШŉƨŰĦƣŔŸŰЮ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
 
 
 

4.5.4 CONFIGURE IGNITION 
In the vehicle, there are two kinds of power lines. Manual switch  is directly connected to vehicle battery. 
It controls the permanent 24V delivered by the vehicle anytime. Ignition switch  is connected after 
manual switch. It controls the vehicle ignition. It controls the after key 24V delivered when the vehicle is 
turned on. On vehicle electronic devices can detect the ignition switch to provide an operation delay after 
the key turned off. After the delay timer expired, the switch device turn off itself and will avoid using the 
energy of battery. 

 
 This is an enhance command. It provide in the command line interface (CLI). 

 
 

¶ Delay time  
The delay time before system turn off when system detects vehicle key turned off. 
Note: The unit of delay time is minutes 
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4.6 UPnP 
UPnP is Universal Plug and Play, a set of networking protocols that permit the network devices to 
seamlessly discover each other in the networks. It is promoted by the UPnP Forum, but since 2016, all 
UPnP efforts are managed by the Open Connectivity Foundation. 
ÖÂŰÂШĲǂƣĲŰĬƚШљplug and playњШƣŸШĦŸŰŰĲĦƣШƣŸШċШŰĲƣƽŸƖťШĬĲƻŔĦĲШƽŔƣőŸƨƣШĦŸŰŉŔŊƨƖċƣŔŸŰЮШìőĲŰШċŰШÖÂŰÂШ
device such as printer, Wi-Fi AP, or mobile device connects to a network, it will automatically establish 
the working configurations with another devices. 
 

4.6.1 Configure UPnP Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ UPnP Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШÖÂŰÂШŉƨŰĦƣŔŸŰЮ 

¶ Advertisement Interval  
A time period used to send the UPnP advertisement frame. 
The range of the Advertisement Interval is from 300 to 86400 seconds. 
The default Advertisement Interval is 1800 seconds. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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4.7 TRDP 
TRDP is only supported on the following models: 
MT-0802C-M12 / MS-0802C-M12 / MT-1000G-M12 / MS-1000G-M12 
 
The Train Real-Time Data Protocol  (TRDP) is a network protocol for communication via IP-based 
networks in the trains. It is also part of the TCN (Train Communication Network ) that standardized in the 
IEC 61375-2-3.ШÑÅ?ÂШŔƚШƨƚĲĬШŉŸƖШƣőĲШĲǂĦőċŰŊĲШŸŉШÑ9 ШƓƖŸĦĲƚƚШĬċƣċШċŰĬШÑ9 ШůĲƚƚċŊĲШĬċƣċЮШÑőŔƚШƓƖŸƣŸĦŸũШ
ŔƚШŔůƓũĲůĲŰƣĲĬШĤǃШċШÑÅ?ÂШũċǃĲƖШƽőŔĦőШŔƚШƓũċĦĲĬШŸŰШƣŸƓШŸŉШƣőĲШÑ9ÂоÖ?ÂШƣƖċŰƚƓŸƖƣШũċǃĲƖЮ 
 
TRDP is based on UDP and optionally on TCP. The major function of TRDP is to exchange process data 
(PD) and message data (MD) between devices such as door controls, displays, air conditioning systems, 
and network devices. TRDP is a connectionless, frame-oriented protocol and forms the basis for 
communication in the future trains. 
 

4.7.1 Configure TRDP Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Basic Settings  
̢ TRDP Status 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШÑÅ?ÂШŉƨŰĦƣŔŸŰЮ 

̢ Destination IP 
The IP Address of target destination to whom we want to communicate. 



KN-BTPMC-202M GUI User Guide  
 

 

81 
 

¶ PD Settings 
̢ PD Role 

Define the role of this device during the PD communication. There are two kinds of PD 
roles, Subscriber and Publisher. 
Subscriber : Receive information from Publisher 
Publisher : Send self-information to Subscriber 

̢ PD Mode 
There are two modes of Process Data, Push and Pull. 
Push Mode: Publisher sends message every 10ms no matter PD request is received or 
not. 
Pull Mode: Publisher sends message only when receives an PD request. 

̢ PD Port 
PD uses UDP to send messages. Assign a UDP port for PD transmission. 

̢ PD Cycle 
The PD Cycle is the period that the Publisher sends data out. 
Note : The unit of PD Cycle is us 

̢ PD Timeout 
The PD must be transmitted to the Subscriber under the PD Timeout expired or the 
timeout will be triggered. 
Note : The unit of PD Timeout is us 

¶ MD Settings 
̢ MD Role 

Define the role of this device during the MD communication. There are two kinds of MD 
roles, Caller and Replier 

̢ MD Protocol 
Both UDP and TCP are supported on TRDP MD. User can select one of them to forward 
MD packets. 

̢ MD Port 
Assign a port for MD transmission via UDP or TCP according to MD Protocol configuration. 

̢ MD Timeout 
The MD Timeout implies reply timeout. To make sure the MD request  is received by the 
replier, the replier must send a MD reply before MD Timeout expired. 
Note : The unit of MD Timeout is us 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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4.7.2 TRDP Status  

 
¶ Type 

The type of data, which could be PD or MD 

¶ ComID 
The ComID is the unique ID for the device and identifies the exchange parameters to be used. 

¶ Data 
Display the current status of TRDP, including the PD/MD mode and role. 
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5 L2 Switching 

5.1 Port Management 
Port Management ĦŸŰƣċŔŰƚШċШљ?ĲƚĦƖŔƓƣŔŸŰњШŉŔĲũĬШƣőċƣШŔƚШƨƚĲĬШƣŸШĬĲƚĦƖŔĤĲШƣőĲШƓŸƖƣЯШљEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШ
option to turn on or turn off a specific port, configure the speed-duplex for the port, and Flow Control on 
the port. In the Port Status page, the users can obtain information such as Link Status, Speed, Duplex, 
Flow Control, Tx and Rx in Bytes, and PoE status. These are very helpful for the administrator to manage 
the interfaces on the switch. 
 

5.1.1 Configure Port Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Port 
Port1 to PortN, where N is based on the total port number. 

¶ Description  
The description for the port is helpful for the administrator to identify the difference between the 
ports. 
The max. length  for the Description is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

¶ Link Status 
xŔŰťШÉƣċƣƨƚШƚőŸƽƚШљÖƓњЯШљ?ŸƽŰњЯШŸƖШљ?ŔƚċĤũĲњШƣŸШƖĲŉũĲĦƣШƣőĲШũŔŰťШƚƣċƣƨƚШŸŉШƣőĲШƓŸƖƣЮ 

¶ Admin Status  
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љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШ ĬůŔŰШÉƣċƣƨƚШŸŉШƣőĲШƓŸƖƣШƣŸШƖĲƚƣƖŔĦƣШƣőĲШƣƖċŰƚůŔƚƚŔŸŰШŸŰШƣőĲШƓŸƖƣЮ 
Note:  Administrator can turn off the un -used port  to secure  the network with unexpected device.  

¶ Speed 
The users are able to manually fix the speed and duplex or automatically run auto-negotiation to 
determine the speed and duplex for copper ports. 
̢  Auto: The port follows IEEE 802.3 protocol to auto-negotiate with connected device. 
̢ 100M-Full: The port transmits frames with 100Mbits  per second speed and full 

duplex . 
̢ 100M-Half: The port transmits frames with 100Mbits  per second speed and half 

duplex . 
̢ 10M-Full: The port transmits frames with 10Mbits  per second speed and full duplex . 
̢ 10M-Half: The port transmits frames with 10Mbits  per second speed and half duplex . 

The users have to manually configure SFP ports to fix the speed and duplex. The default setting is 
the highest speed for the SFP slot. 
̢ Auto: The port follows IEEE 802.3 protocol to auto-negotiate with connected device. 
̢ 10G (Only supported on 10G models) 

The port transmits frames with 10Gbits per second speed. 
̢ 5G (Only supported on 10G models) 

The port transmits frames with 5Gbits per second speed. 
̢ 2.5G (Only supported on 10G models) 

The port transmits frames with 2.5Gbits per second speed. 
̢ 1G: The port transmits frames with 1Gbits per second speed. 
̢ 100M (Only supported on dual speed SFP ports) 

The port transmits frames with 100Mbits  per second speed. 
̢ copper-sfp: Select Copper-Full when using copper SFP module. 

Note1: Configure the port speed to "1G" if users need the VDSL2 SFP supported. 
  9ŸŰŉŔŊƨƖĲШƣőĲШƓŸƖƣШƚƓĲĲĬШƣŸШљAutoњШŔŉШƣőĲШĦŸŰŰĲĦƣĲĬШĬĲƻŔĦĲШŔƚШƨŰůċŰċŊĲĬЮ 
For Copper SFP Module , please refer to the following instructions to configure the correct 
speed: 

Copper SFP Module Type Speed Config Note  

SGMII (10/100/1000M) copper-sfp Only support transmitting on 1000M 
Multi-Speed (1G/10G) 1G or 10G Depends on the connected speed 
10G 10G  
1G / VDSL2 1G  

 

¶ Flow Control  
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШ[ũŸƽШ9ŸŰƣƖŸũШƽőĲŰШƣőĲШƚƓĲĲĬШŔƚШƚĲƣШƣŸШљ ƨƣŸњЮШEŰċĤũŔŰŊШƣőĲШ[ũŸƽШ9ŸŰƣƖŸũШ
helps to prevent the traffic from losing when the network is in congestion. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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5.1.2 SFP DDM Status 

 
¶ SFP Port Selector 

Select the SFP port number to display SFP DDM information. 

¶ Transceiver Info  

fŉШƣőĲƖĲШŔƚШŰŸШÉ[ÂШůŸĬƨũĲШŔŰƚĲƖƣĲĬШŸƖШƣőĲШŔŰŉŸƖůċƣŔŸŰШĦċŰŰŸƣШĤĲШƖĲċĬЯШƣőĲШŉŔĲũĬШƽŔũũШƚőŸƽШљ-љЮ 
̢ Vendor Name 

This field shows the brand or vendor name  of the SFP module.  
̢ Part Number 

This field shows the model name  (part number ) of the SFP module. 
̢ Transceiver Type 

This field shows the transceiver type of the SFP module including transmitting speed and 
the type of fiber . If there is no SFP module inserted or the transceiver type cannot be read, 
ƣőĲШŉŔĲũĬШƽŔũũШƚőŸƽШљUnknownљЮ 

̢ Laser Wavelength 
This field shows the laser  operating  wavelength of the SFP module. 

̢ Link Length 
This field shows the maximum link length of the SFP module. 

 

¶ DDM Module 

This section only shows when the SFP DDM is supported on the inserted SFP module. 
̢ Real Time Value 
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The current operating information including temperature , voltage , current , Tx power, 
and Rx power. 

̢ Alarm Warning 
The default configured threshold for triggering the alarm and system warning. There are 5 
types of information (temperature , voltage , current , Tx power, and Rx power) and 4 
levels of alarm and warning (high alarm/warning , low alarm/warning ). 
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5.1.3 Detailed Port Status  
There are two methods to link to detailed port status  (RMON). One is from menu  and the other is from 
the front panel picture. Uses can directly click the port on the front panel and then the page will redirect 
to the detailed port status page of the specific port. The RMON is a set of standard Simple Network 
Management Protocol (SNMP) and it is useful to monitor and manage the incoming and outgoing traffic.  

 

¶ Port Selector  
Select the port number to monitor the RMON information.  
Port 1 to N, where N is based on the total port number. 

¶ Received Packets 
̢ Rx Octets: the total received traffic in bytes 
̢ Rx Unicast: the number of received unicast packets 
̢ Rx Multicast: the number of received multicast packets 
̢ Rx Broadcast: the number of received broadcast packets 
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̢ Rx Pause: the number of MAC Control packets received on the specific interface with an 
opcode indicating the PAUSE operation. 

¶ Received Size Counter 
̢ Rx 64 Bytes: the number of received packets that were 64 octets 
̢ Rx 65-127 Bytes: the number of received packets that were from 65 to 127 octets 
̢ Rx 128-255 Bytes: the number of received packets that were from 128 to 255 octets 
̢ Rx 256-511 Bytes: the number of received packets that were from 256 to 511 octets 
̢ Rx 512-1023 Bytes: the number of received packets that were from 512 to 1023 octets 
̢ Rx 1024-1518 Bytes: the number of received packets that were from 1024 to 1518 octets 

¶ Received Error Counter 
̢ Rx Collision: the total number of collisions on the Ethernet segment. 
̢ Rx CRC/Alignment: the total number of received packets that have either a bad Frame 

Check Sequence (FCS) with an integral number of octets (FCS Error) or a bad FCS with a 
non-integral number of octets (Alignment Error). 

̢ Rx Drop: the total number of dropped packets due to lack of resources. 
̢ Rx Fragment: the total number of received packets that are less than 64 octets and had 

either a bad Frame Check Sequence (FCS) with an integral number of octets (FCS Error) 
or a bad FCS with a non-integral number of octets (Alignment Error). 

̢ Rx Jabber: the total number of received packets that are longer than 1518 octets and had 
either a bad Frame Check Sequence (FCS) with an integral number of octets (FCS Error) 
or a bad FCS with a non-integral number of octets (Alignment Error). 

̢ Rx Oversize: the total number of received packets that are longer than 1518 octets. 
̢ Rx Undersize: the total number of received packets that are less than 64 octets. 

¶ Transmitted Packets  
̢ Tx Octets: the total transmitted traffic in bytes. 
̢ Tx Unicast: the number of transmitted unicast packets 
̢ Tx Multicast: the number of transmitted multicast packets 
̢ Tx Broadcast: the number of transmitted broadcast packets 
̢ Tx Pause: the number of MAC Control packets transmitted on the specific interface with 

an opcode indicating the PAUSE operation. 

¶ Transmitted Error Counter  
̢ Tx Discard: the number of outbound packets which are chosen to be discarded even 

though no errors had been detected. One possible reason for discarding such a packet 
could be to free up buffer space. 

̢ Tx Error: the number of outbound packets that could not be transmitted because of errors. 
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5.1.4 EEE Status 
 Energy-Efficient Ethernet (EEE) is a feature to save power when the link is idle, which means the 
port is linked up but there is no traffic on the link. The EEE function can be enabled or disabled by port.  

 
¶ Port 

Port 1 to N, where N is based on the total port number. 

¶ State 
Display the state, Enable or Disable, of EEE function. 

¶ TxIdleTime 
The TxIdleTime is the required time to enter the EEE low-power mode. 

¶ TxWakeupTime 
The TxWakeupTime is the required time to exit the EEE low-power mode. 

¶ TxEventCount 
The TxEventCount is the EEE Low Power Idle (LPI) event counter of Tx. This counter implies the 
number of times that the LPI mode has been enforced by EEE function on the transmitting side. 

¶ TxDuration 
The TxDuration is an LPI event duration on the transmitting path which is updated if the port is in 
the EEE LPI mode. 

¶ RxEventCount 
The RxEventCount is the EEE LPI event counter of Rx. This counter implies the number of times 
that the LPI mode has been enforced by EEE function on the receiving side. 

¶ RxDuration 
The RxDuration is an LPI event duration on the receiving path which is updated if the port is in the 
EEE LPI mode. 

¶ Enable 
ÉĲũĲĦƣШƣőĲШƚƓĲĦŔŉŔĦШƓŸƖƣƚШŸƖШĬĲƚĲũĲĦƣШƣőĲШƚĲũĲĦƣĲĬШƓŸƖƣƚШċŰĬШƣőĲŰШĦũŔĦťШƣőĲШљApply SelectedњШĤƨƣƣŸŰШ
ƣŸШĲŰċĤũĲШŸƖШĬŔƚċĤũĲШƣőĲШEEEШŉƨŰĦƣŔŸŰЮШ?ŔƖĲĦƣũǃШĦũŔĦťШљEnable AllњШƣŸШĲŰċĤũĲШEEEШŉƨŰĦƣŔŸŰШŸŰШċũũШ
ƓŸƖƣƚШŸƖШљDisable AllњШƣŸШĬŔƚċĤũĲШEEEШŉƨŰĦƣŔŸŰШŸŰШċũũШƓŸƖƣƚЮ 
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5.1.5 Port Status 

 
¶ Port 

Port 1 to N, where N is based on the total port number. 

¶ Link Status 
xŔŰťШÉƣċƣƨƚШĬŔƚƓũċǃƚШƣőĲШũŔŰťШƚƣċƣĲШыљÖƓњШŸƖШљ?ŸƽŰњьШŸŉШƣőĲШƓŸƖƣЮШIf the port is disabled, it displays 
љ?ŔƚċĤũĲĬњЮ 

¶ Speed 
Speed displays the access speed in bit per second of the port. If the port is linked down, it displays 
љ-љЮ 

¶ Duplex  
Duplex displays the link-ƣǃƓĲШы[ƨũũШŸƖШcċũŉьШŸŉШƣőĲШƓŸƖƣЮШfŉШƣőĲШƓŸƖƣШŔƚШũŔŰťĲĬШĬŸƽŰЯШŔƣШĬŔƚƓũċǃƚШљ-љЮ 

¶ Flow Control  
It is the state (On or Off) of the Flow Control. 

¶ Rx Byte 
This is the total received  frames formatted in byte. 

¶ Tx Byte 
This is the total transmitted  frames formatted in byte. 

¶ PoE (PoE Model Only) 
PoE displays the PoE state (Delivery, No PD, Disabled, None) of the port. If the port does not 
ƚƨƓƓŸƖƣШÂŸEШŉƨŰĦƣŔŸŰЯШŔƣШĬŔƚƓũċǃƚШљ ŸŰĲњЮ 
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Note:  This information is displayed on the system that supports the PoE function. 

¶ Clear Rx/Tx 
ÉĲũĲĦƣШƣőĲШƚƓĲĦŔŉŔĦШƓŸƖƣƚШċŰĬШĦũŔĦťШƣőĲШљClick SelectedњШĤƨƣƣŸŰШƣŸШĦũĲċƖШƣőĲШÑǂоÅǂШ7ǃƣĲШŔŰŉŸƖůċƣŔŸŰШ
ŸƖШĦũŔĦťШљClick AllњШĤƨƣƣŸŰШƣŸШĦũĲċƖШċũũШƓŸƖƣƚќШÑǂоÅǂШ7ǃƣĲШŔŰŉŸƖůċƣŔŸŰЮ 
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5.1.6 Port Rate Limit 

 
¶ Port 

Port 1 to N, where N is based on the total port number. 

¶ Ingress Limit  
Ingress Rate limit. Rate unit is in 1M bits per second. Range is from 1Mbps to maximum speed of 
the port. Value 0 means disabled. 

¶ Egress Limit 
Egress Rate limit. Rate unit is in 1M bits per second. Range is from 1Mbps to maximum speed of 
the port. Value 0 means disabled. 
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5.2 IGMP / MLD Snooping 
Internet Group Management Protocol (IGMP) and Multicast Listener Discovery (MLD) are used in 
communicating among hosts and establishing a multicast group membership on the IP networks (Layer 
3). IGMP provides IPv4 network and MLD provides IPv6 network the ability to prune multicast traffic  to 
those who need this kind of traffic and reduce the amount of traffic on the network. However, switches 
work on the MAC Layer (Layer 2) and are unable to obtain IGMP or MLD information. IGMP Snooping and  
 
MLD Snooping allow the switch to listen to the IGMP or MLD communication between hosts and routers, 
and maintains a table of multicast IPs and group members. IGMP Snooping and MLD Snooping can 
prevent the hosts on the LAN from receiving traffic from a non-joined multicast group and save 
bandwidth of the network. 
 

5.2.1 Configure IGMP / MLD Snooping Information  
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For more information, hover the mouse over the  icon in the system.  

¶ Basic Setting 
̢ Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШf]~ÂШÉŰŸŸƓŔŰŊШŸƖШ~x?ШÉŰŸŸƓŔŰŊШŉƨŰĦƣŔŸŰЮ 

̢ Last-Member Count 
The count is the number of times that the router sends IGMP or MLD query messages to 
receive the leave message. 
The range of the Last-Member Count is from 2 to 10. 
The default Last-Member Count Interval is 2. 

̢ Last-Member Interval 
The interval is the period to send IGMP or MLD query messages. 
The range of the Last-Member Interval is from 1 to 25 seconds. 
The default Last-Member Interval is 1 second. 

¶ Fast-Leave Setting 
̢ Port 

Port 1 to N, where N is based on the total port number. 
̢ Fast-Leave Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШŉċƚƣ-leave function on the specific port. If the fast-leave mode 
is enabled on the port, the switch will close the multicast stream when receiving a leave 
message on this port without further action. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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5.2.2 Configure IGMP Snooping Querier Information  

 

 
For more information, hover the mouse over the  icon in the system.  

¶ Basic Settings  
̢ Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШf]~ÂШÉŰŸŸƓŔŰŊШŸƖШ~x?ШÉŰŸŸƓŔŰŊШÄƨĲƖŔĲƖШŉƨŰĦƣŔŸŰЮШfŉШŔƣШŔƚШ
enabled, the system sends IGMP snooping version 1 and 2 queries or MLD snooping 
version 1 queries. 

̢ Querier Interval 
This period is the interval to send the IGMP snooping or MLD snooping queries. 
The range of the Querier Interval is from 1 to 3600 seconds. 
The default Querier Interval is 125 seconds. 

̢ Query Max Response Time 
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This is a timer to wait for the member response of the IGMP or MLD groups. It is used in 
removing  the information of the IGMP or MLD groups if no member responds to the query. 

¶ Query Version Settings 
The Query Version Settings is configured for per-VLAN query. 
̢ VLAN ID 

The field is to fill in the VLAN ID to configure the IGMP Snooping or MLD Snooping query 
version. 
̢ State 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШf]~ÂШÉŰŸŸƓŔŰŊШŸƖШ~x?ШÉŰŸŸƓŔŰŊШƕƨĲƖǃШŸŰШƣőĲШĦŸŰŉŔŊƨƖĲĬШéx  Ш
ID. 
̢ Version 

Set the IGMP Snooping version (v1, v2c, v3) or MLD Snooping on the specific VLAN. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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5.2.3 Configure Unknown Multicast Information  

 

¶ Action Settings  
̢ Unknown-Multicast  

Configure the action when the system receives an unknown-multicast packet.  
Flooding: flood the unknown-multicast packet to all other ports. 
Discarding: discard the unknown-multicast packet.  
Router: forward the unknown-multicast packet to the router port. 

¶ Router Port Settings  
̢ No. 

Port 1 to N, where N is based on the total port number. 
̢ Router Port 

Set the specific port to router port or not. 
̢ Status 
ÑőĲШƚƣċƣƨƚШŉŔĲũĬШƚőŸƽƚШƣőĲШƓŸƖƣќƚШƚƣċƣƨƚШƽőŔĦőШљ-љШŔůƓũŔĲƚШŰŸƣШċШƖŸƨƣĲƖШƓŸƖƣШċŰĬШљƚƣċƣŔĦњШ
implies set to router port. 
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5.2.4 IGMP Snooping Table 

 
 

 
 

¶ Multicast IP  
The Multicast IP is the IP address of the multicast group. 

¶ Group 
The group shows the port number, which joined the group. 
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5.3 802.1Q VLAN 

5.3.1 802.1Q VLAN 
Virtual Local Area Network (VLAN) is a structure that can ease Network planning. The devices in a VLAN 
can be located anywhere without the restriction of physical connections, but work like they are on the 
same physical segment. 
 
IEEE 802.1Q defines VLAN tagging conception for the Ethernet frames. VLAN tagging supports frames in 
the different VLAN groups transmitting on a link (called VLAN trunk). The maximum number of VLANs on 
the Ethernet network is 4096. The VLAN 0 and VLAN 4095 are for specific use and hence the usable VLAN 
number is 4094. 
 

5.3.2 VLAN Q-in-Q 
VLAN Q-in-Q, also called Stacked VLAN, is an extension for 802.1Q VLAN. It supports a maximum of 
4096*4096 VLAN groups. VLAN Q-in-Q can apply a port to a provider, customer, or tunnel for different 
applications. The header of the stacked VLAN frame contains two 802.1Q Headers with different 
EƣőĲƖƣǃƓĲШыÑÂf?ьЮШÑőĲШÑÂf?ШљΜǂΥΥ ΥњШŔƚШƣőĲШŸƨƣĲƖШƣċŊШĤǃШĬĲŉċƨũƣШċŰĬШƣőĲШÑÂf?ШљΜǂΥΝΜΜњШŔƚШƣőĲШŔŰŰĲƖШƣċŊШŉŸƖШ
802.1Q VLAN. Customized ethertype called Specific Provider Ethertype  are supported if one or more 
ports are set tŸШљSpecific ProviderњЮ 
 

5.3.3 Configure 802.1Q VLAN Information 

 
For more information, hover the mouse over the  icon in the system.  

¶ Management VLAN 
̢ VLAN ID 

The VLAN ID is for the native VLAN. Only the ports in the same VLAN as Management VLAN 
can access the switch  configuration console via Ethernet . 
The range of the VLAN ID is from 1 to 4094. 
The default Management VLAN ID is 1. 

¶ VLAN Member Settings 
̢ VLAN ID 

Assigns a unique VLAN ID to this VLAN group.  
The range of the VLAN ID is from 1 to 4094. 

̢ Name 
Assigns a name to this VLAN group to identify the different VLANs. 
The max. length  for the Name is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

̢ Untagged Ports 
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Sets the untagged ports for this VLAN group. The system removes the VLAN tag before 
ƣƖċŰƚůŔƣƣŔŰŊШŉƖŸůШƣőĲШƓŸƖƣШƣőċƣШŔƚШƚĲƣШƣŸШљuntaggedњЮШÖƚƨċũũǃЯШƣőŔƚШƓŸƖƣШŔƚШĦŸŰŰĲĦƣĲĬШƣŸШƣőĲШ
end device that belongs to this VLAN. 

̢ Tagged Ports 
Sets the tagged ports for this VLAN group. The system keeps the VLAN tag when 
ƣƖċŰƚůŔƣƣŔŰŊШŉƖŸůШƣőĲШƓŸƖƣШƣőċƣШŔƚШƚĲƣШƣŸШљtaggedњЮШÖƚƨċũũǃШƣőŔƚШƓŸƖƣШŔƚШĦŸŰŰĲĦƣĲĬШƣŸШċŰŸƣőĲƖШ
switch and uses the VLAN tag to transfer the VLAN information. 

̢ : Click the plus icon  to add a VLAN Member row. 

̢ : Click the remove icon  to delete the VLAN Member row. 
 

5.3.4 802.1Q VLAN Table 

 
¶ VLAN ID 

This is the assigned unique VLAN ID for this VLAN group. 

¶ VLAN Name 
This is the assigned VLAN Name for this VLAN group. 

¶ Untag Member 
These ports are assigned as VLAN untagged ports. 

¶ Tag Member 
These ports are assigned as VLAN tagged ports. 
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5.3.5 Configure 802.1Q VLAN PVID & Accept Type 

 
For more information, hover the mouse over the  icon in the system.  

¶ VLAN PVID 
̢ Port 

Port1 to PortN, where N is based on the total port number. 
̢ PVID 

Assign a VLAN ID to the frames without a VLAN tag that come into the specific port. 

¶ Accept Type 
̢ No. 

Port1 to PortN, where N is based on the total port number. 
̢ Filter 

Three types of filters are provided: All, Tagged Only, Untagged Only. 
All: Accept both tagged and untagged frames that come into the port. 
Tagged Only: Accept only tagged frames that come into the port. 
UNTAGGED ONLY: ACCEPT ONLY UNTAGGED FRAMES THAT COME INTO THE PORT. 

¶  (Apply Button) 

After configuring the above fields, click "Apply" button to make it effective. 
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5.3.6 Configuration Example for Management VLAN  

 
Key Points 

2. Implement VLAN 777 and apply only Lan7 to VLAN 777 
3. Implement VLAN 123 and apply the ports which are connected to IP cameras 
4. Assign Management VLAN to VLAN 777 

Step-by-step Configuration  
1. xŸŊŔŰШìĲĤШ9ŸŰƚŸũĲШċŰĬШĦũŔĦťШůĲŰƨШљL2 SwitchingњШ-ӂШљ802.1Q VLANњШ-ӂШљVLAN Settingsњ 
2. Add rows for VLAN 123 and 777. Apply assigned ports (untagged) to the VLAN. 

Why untagged? The connected devices are all hosts which are unable to deal with the VLAN tag, 
so we have to remove the VLAN tag when the frame is sending out through the port. 

 
3. Configured the PVID for the applied ports.  

The PVID of Port 1 to 5 is 123 and the PVID of Port 7 is 777. 
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4. Configure Management VLAN to VLAN 777 

 
5. 9ũŔĦťШƣőĲШљ ƓƓũǃњШĤƨƣƣŸŰШƣŸШċƓƓũǃШƣőĲШċĤŸƻĲШĦŸŰŉŔŊƨƖċƣŔŸŰƚЮ 

Note:  After applying the configurations, the user can only access the management interface via 
specific interface (in this case: Lan7). 
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5.3.7 Configure VLAN Q-in-Q 

 
For more information, hover the mouse over the  icon in the system.  

¶ Specific Provider Ethertype  
This is a global configuration and an Ethertype is assigned for all ports, which are configured as 
љSpecific ProviderњЮШÑőŔƚШŉŔĲũĬШŔƚШũŸĦťĲĬШыĬŔƚċĤũĲĬьШƨŰƣŔũШċƣШũĲċƚƣШŸŰĲШƓŸƖƣШŔƚШĦŸŰŉŔŊƨƖĲĬШƣŸШƣőĲШ
љSpecific ProviderњШŔŰШƣőĲШљQ-in-Q Port SettingsњШƚĲĦƣŔŸŰЮШ 
The range of the Provider Ethertype is from 0x0000 to 0xFFFF. 
The default Provider Ethertype is 0x88A8. 
 

 

¶ Q-in-Q Port Settings 
̢ Port 

Port1 to PortN, where N is based on the total port number. 
̢ Mode 

Set the port to one of the Q-in-Q mode. 
The Egress is dependent on the connected device and hence the egress action is 
skipped. 
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Mode Ingress 

Customer ШƓŸƖƣШƚĲƣШƣŸШљ9ƨƚƣŸůĲƖњШƖƨŰƚШƣǃƓŔĦċũũǃШΥΜΞЮΝÄШéx  Ю 
[INGRESS] 
Untagged Frames: Add tag with PVID. 
Tagged Frames: No action. 
[EGRESS] 
Untagged member  port: Remove outer tag and forward. 
Tagged member port: Keep tag with TPID 0x8100 and forward. 

Q-in-Q Tunnel [INGRESS] 
Untagged Frames: Add tag with PVID. 
Tagged Frames: Add tag with PVID. 
ШƓŸƖƣШĤĲũŸŰŊƚШƣŸШљƨŰƣċŊŊĲĬШůĲůĤĲƖњШŉŸƖШƣǃƓŔĦċũũǃШÄ-in-Q VLAN 

[EGRESS] 
Untagged member  port: Remove outer tag and forward. 
Tagged member port: Keep tag with TPID 0x8100 and forward.  

Provider [INGRESS] 
The same as Customer mode 
ШƓŸƖƣШĤĲũŸŰŊƚШƣŸШљƣċŊŊĲĬШůĲůĤĲƖњШŉŸƖШƣǃƓŔĦċũũǃШÄ-in-Q VLAN 

[EGRESS] 
Tagged member port: Keep tag with TPID 0x88A8 and forward. 

Specific Provider [INGRESS] 
The same as Customer mode 
ШƓŸƖƣШĤĲũŸŰŊƚШƣŸШљƣċŊŊĲĬШůĲůĤĲƖњШŉŸƖШƣǃƓŔĦċũũǃШÄ-in-Q VLAN 

[EGRESS] 
Tagged member port: Keep tag with specific TPID and forward. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

  



KN-BTPMC-202M GUI User Guide  
 

 

106 
 

5.4 Quality of Service  
Quality of Service which known as QoS provides a stable and predictable transmitting service. It is 
useful to manage the bandwidth more efficiently based on the requirement of applications. Users are 
able to set different priorities  for different traffics to satisfy the services which need a fixed bandwidth 
and have more sensitive of delay. Quality of Service  can also optimize the restrict bandwidth resource 
and control the network traffic of the switches. 
 

5.4.1 Configure QoS Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Queue Scheduling 
̢ Scheduling Mode 

Select the scheduling mode for the Quality of Service. 
WRR: Weighted Round Robin. WRR ensures that every queue takes turns to transmit the 
traffic by its weight.  
Strict: Strict Priority Queue . The traffic is transmitted based on the priority, which is from 
highest to lowest. 

¶ Queue Weight 
̢ Queue 

Eight queues from queue 0 to queue 7 are supported. 
̢ Weight 

Enables you to configure a specific weight for the port. 
The range of the Weight is from 1 to 100. There is no need to sum all queues to 100. 
The default Weight for each queue is displayed in the table: 

Queue 0 1 2 3 4 5 6 7 
Weight  1 2 3 4 5 6 7 8 
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5.4.2 Configure QoS Trust Mode and Default CoS 

 
¶ Trust Mode 

̢ Port 
Port1 to PortN, where N is based on the total port number. 

̢ Mode 
CoS: Class of Service. Use the 3-ĤŔƣШљÂÅfњШŉŔĲũĬШŔŰШƣőĲШéx  ШƣċŊЮШfƣШĲŰċĤũĲƚШǃŸƨШƣŸШċƚƚŔŊŰШ
traffic to 8 different classes from 0 to 7. 
DSCP: Use 6-ĤŔƣШŉŔĲũĬШљ?É9ÂњШŔŰШƣőĲШÑǃƓĲШŸŉШÉĲƖƻŔĦĲШыÑŸÉьШƣċŊЮШfƣШĲŰċĤũĲƚШǃŸƨШƣŸШċƚƚŔŊŰШ
traffic to 64 different types from 0 to 63. 

¶ Default CoS 
̢ Port 

Port1 to PortN, where N is based on the total port number. 
̢ Class 

You can assign a default class to the port. The system follows the assigned CoS classes 
to transmit frames if there is no VLAN tag in the frame header. 
The default Class for each port is 0. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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5.4.3 Configure CoS Mapping 

 
¶ Class / Priority  

There are 3 bits ŉŸƖШƣőĲШљ9ũċƚƚШŸŉШÉĲƖƻŔĦĲњШŉŔĲũĬШĦċũũĲĬШљPRIњШŔŰШƣőĲШéx  ШƣċŊШċŰĬШƣőĲƖĲШċƖĲШΥШĦũċƚƚĲƚШ
from 0 to 7. 

¶ Queue 
The chipset supports 8 queues from queue 0 to queue 7. The queue 0 is the lowest priority queue 
and the queue 7 is the highest priority queue. 
The default Queue for each class is displayed in the table: 

Class 0 1 2 3 4 5 6 7 
Queue 1 0 2 3 4 5 6 7 
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5.4.4 Configure ToS Mapping 

 
¶ DSCP 

There are 6 bits ŉŸƖШƣőĲШљDSCPњШŔŰШÑŸÉШƣċŊШċŰĬШőĲŰĦĲШƣőĲƖĲШċƖĲШΣΠШĦũċƚƚĲƚШfrom 0 to 63. 

¶ Queue 
The chipset supports 8 queues from queue 0 to queue 7. The queue 0 is the least priority queue 
and the queue 7 is the highest priority queue. 
The default Queue for each type is displayed in the table: 

Type 0-7 8-15 16-23 24-31 32-39 40-47 48-55 56-63 
Queue 0 1 2 3 4 5 6 7 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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5.5 Port Trunk 
Port Trunk is also known as Link Aggregation, and it is a protocol to group links to a trunk. A total of 8 
trunk groups are provided. It is a good method to reach load balance and link backup. For example, when 
port 1 to port 4 are combined to trunk 1 and all ports support 100Tx and set to full-duplex, the bandwidth 
of the trunk will be 800Mbps. The traffic transmitting on the trunk is distributed to one of the link by the 
source MAC address to reach the load balance. When the trunk mode is set to LACP and when one of the 
link is broken, the traffic will transmit on another link on the group. 
 

5.5.1 Configure Port Trunk Information  

 
¶ Group 

Eight trunk groups from Trunk 1 to Trunk 8 are supported. 

¶ Trunking Mode 
ÑƽŸШƣƖƨŰťŔŰŊШůŸĬĲƚШċƖĲШċƻċŔũċĤũĲаШљx 9ÂњШċŰĬШљÉƣċƣŔĦњЮ 
Static: The traffic is transmitted on one of the links in the group. The link is determined by the MAC 
Address in the frame header. If the link is broken, the traffic cannot transmit on the other links in 
the group. 
LACPаШfƣШŔƚШċũƚŸШťŰŸƽŰШċƚШљ?ǃŰċůŔĦњШƣƖƨŰťŔŰŊЮШfŉШƣőĲШĦƨƖƖĲŰƣШƣƖċŰƚůŔƣƣŔŰŊШũŔŰťШŔƚШĤƖŸťĲŰЯШƣőĲШƣƖċŉŉŔĦШ
can be transmitted on another link in the group. 

¶ Member Ports  
Select member ports to be joined in the specified Trunk group. A port can only be in one of the 
Trunk group. Each Trunk group supports maximum 8 member per ports. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective.  
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5.5.2 Port Trunk Status 

 
¶ Group 

The supported trunk groups are from Trunk 1 to Trunk 8. 

¶ Type 
ÑőĲШƣƖƨŰťШůŸĬĲШƚĲƣШŉŸƖШƣőŔƚШŊƖŸƨƓШůċǃШĤĲШљLACPњШŸƖШљStaticњЮШÑőŔƚШŉŔĲũĬШĬŔƚƓũċǃƚШљ-љШŔŉШŰŸШůĲůĤĲƖƚШ
are in the group. 

¶ Ports 
The selected member ports in the group will be displayed in this column. 

¶ Link Status 
This field displays the link state (Up or Down) for the specific port. 
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5.6 Voice VLAN 
Configuring the Voice VLAN can improve Voice over IP (VoIP) service quality. IP voice traffic transmitting 
from IP phones are going to transfer to the specific VLAN. Voice VLAN provides Quality of Service (QoS) to 
have limited latency that ensure the quality of the call. 
 
Using the Extended ACL Configuration  can apply the configure of Voice VLAN. This is a example about 
the Voice VLAN configuration. 
 

5.6.1 Configure Voice VLAN Information  

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 

 

 

 

 

¶ ACL Entry ID 

Entry number in the ACL table. The range of the Index is from 1 to 128 

¶ ACL Action 

Select Priority, fill in priority level with 7. 

¶ ACL Qualifier 

  (Set Button) 
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After click the "Set" button, it is going to appear the ACL Qualifier window. 

Choice Qualifier : Select "VLAN" 

Value: Assign the ID of the Voice VLAN 

(Add Button) 

 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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6 Security  

6.1 Storm Control  
A traffic storm happens when there is excessive packets flood  to the LAN and decreases the 
performance. The Storm Control function is used to prevent the system from breaking down by the 
broadcast, multicast, or unknown unicast traffic storm. When the Storm Control  is enabled on the 
specific traffic type, the system will monitor the incoming traffic. If the traffic is more than the configured 
level, the traffic will be dropped to avoid the storm. 
 

6.1.1 Configure Storm Control Information  

 
¶ Traffic Type 

Three types of traffics are supported in the Storm Control: Broadcast , Multicast , and Unknown 
Unicast . 

¶ Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШÉƣŸƖůШ9ŸŰƣƖŸũШŉƨŰĦƣŔŸŰШŔŰШƣőĲШƚƓĲĦŔŉŔĦШƣƖċŉŉŔĦШƣǃƓĲЮ 

¶ Level 
Three frame levels are available: High, Middle , and Low. If the frames of specific traffic type are 
more than the set level, the system will drop the type of frames to prevent the system from 
breaking down. 
HIGH: MORE THAN 2500 FRAME PER SECOND. 
MID: MORE THAN 1000 FRAME PER SECOND. 
LOW: MORE THAN 500 FRAME PER SECOND. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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6.2 802.1X 
802.1X is an IEEE standard defined Port-based Network Access Control . It provides a more secured 
authentication mechanism for the devices, which would like to connect to a LAN or a WAN. The Port-
based Network Access Control protocol is a convenient method for the users because the 
authentication is per-port and once the port passes the authentication, it is not required to authenticate 
again when changing to another device, i.e., without security. Therefore, MAC-based access control is 
provided. It is a more secure, but less convenient method for authentication. Only the device with the 
MAC Address that has passed the authentication can be added to the networks. These two methods are 
optional on each port and the users can select one of them on different ports. 
 

6.2.1 Configure 802.1X Basic Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Basic Settings  
̢ 802.1X Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШΥΜΞЮΝñШŉƨŰĦƣŔŸŰШŸŰШƣőĲШƚƽŔƣĦőЮ 

̢ Server Type 
ÉĲũĲĦƣШƣőĲШΥΜΞЮΝñШƚĲƖƻĲƖШƣǃƓĲШƣŸШљxŸĦċũШ?ċƣċĤċƚĲњШŸƖШљÅ ?fÖÉШÉĲƖƻĲƖњЮШ 
Local Database: The database is maintained in a table stored in the switch. The client has 
ƣŸШƚĲŰĬШƣőĲШƨƚĲƖŰċůĲШċŰĬШƓċƚƚƽŸƖĬШƣŸШċƨƣőĲŰƣŔĦċƣĲШƽŔƣőШƣőĲШƚƽŔƣĦőќƚШĬċƣċĤċƚĲЮ 
RADIUS Server: The database is maintained in other devices running RADIUS service. The 
authentication follows the RADIUS protocol including communication and encryption. 
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6.2.2 Configure 802.1X Port Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ Port Settings  
̢ Port 

Port1 to PortN, where N is based on the total port number. 
̢ Mode 

force-unauthorize: Disable 802.1x authentication on this port, all traffic transmissions are 
blocked . 
force-authorize: Disable 802.1x authentication on this port, allows to send and receive  
traffic  without 802.1x authentication of the attached client. 
multi -host: Only one of the attached clients on this port needs to authenticate. After it is 
authorized, all other clients connected to this port are granted network access. 
multi -auth: Every attached client on this port requires authentication individually. 

̢ Re-Auth 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƖĲ-ċƨƣőĲŰƣŔĦċƣŔŸŰШŸŰШƣőĲШƓŸƖƣЮШљòĲƚњШůĲċŰƚШƖĲ-authentication is 
enabled on the port and the port has to re-authenticate with the server every re-auth 
period. 

̢ Re-Auth Period 
This is a time interval, which is used in re-authenticating the server. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective.  
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6.2.3 Configure Local Database Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ User Name 

The User Name is used in authentication. 
The max. length  for the User Name is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

¶ Password 

The Password is used in authentication. 
The max. length  for the Password is 20 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

¶ Confirm Password  

The Confirm Password field must be the same as Password field. 

¶ : Click the plus icon  to add a Username/Password row. 

¶ : Click the remove icon  to delete the Username/Password row. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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6.2.4 Configure RADIUS Server Information 

 
For more information, hover the mouse over the  icon in the system.  

¶ Server IP 

The Server IP is the IP address of the server. 

¶ Service Port 

The Service Port is the listening port on the RADIUS server. 

¶ Shared Key 

The key is used in establishing the connection between the server and the authenticator before 

authentication.  

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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6.3 Service Control  
We provide 5 types of interface which are HTTP, HTTPS, SSH, Telnet, and Console Port to access the 
management interface of the switch. Users can configure the authority for each type of service to be 
enabled or disabled. Reset Button  is another method to reboot or reset factory default.  We also provide 
the configuration for the Reset Button to enable or disable its function. All of the services are enabled by 
default and users can disable unused service to make the system more secure.  
 

6.3.1 Configure Service Control Information  

 

¶ HTTP 

Enable or Disable to access management interface by HTTP which is the foundation of data 

communication for the World Wide Web  (WWW). 

¶ HTTPS 

Enable or Disable to access management interface by HTTPS which is an adaptation of HTTP for 

security. The communication will be encrypted  in HTTPS. 

¶ SSH 

Enable or Disable to access management interface by SSH, which is a cryptographic network  

protocol. SSH provides a secure channel  over an unsecured network in the client-server 

architecture. The switch plays the role of SSH server and hosts plays the role of SSH client. 

¶ Telnet 

Enable or Disable to access management interface by Telnet which is a text -oriented  virtual 

ƣĲƖůŔŰċũШĦŸŰŰĲĦƣŔŸŰЮШfƣќƚШũĲƚƚШƚĲĦƨƖĲШƣőċŰШÉÉcШĤĲĦċƨƚĲШŔƣШĬŸĲƚŰќƣШĲŰĦƖǃƓƣШċŰǃШĬċƣċШĲƻĲŰШƓċƚƚƽŸƖĬШ

when the data is transmitting. 

¶ Console  

Enable or Disable to access management interface by Serial Console Port . Disable the Console 

Port can avoid the misconfiguration by someone who can access the device on-site. 

¶ Reset Button 
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Enable or Disable to react when users press the Reset Button . The Reset Button provides different 

functions including reboot and reset factory default. Disable Reset Button is a protection from 

mistaking the button to reboot the system or restore the system to default state. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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6.4 IP Source Guard 
IP Source Guard (IPSG) is an IP data packet filtering security feature. It examines each packet sent from a 
host attached to the switch. The IP address associated with the host are checked against entries stored 
in the IP setting table of IPSG. If the source packet header does not match a valid entry in the table, the 
switch does not receive the packet. There is a maximum 12 IP addresses in the list. 
 

6.4.1 Configure IP Source Guard 

 

¶ Mode 

Enable or Disable the IP source guard function. 

¶ IP Setting 

A whitelist for IP address that can access the switch. 
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6.5 Access Control List  
An access control list is a list of rules associated with a switch fabric. An ACL specifies which packet 
takes specific action to transfer to destination port. There are two kinds of ACL group, Basic and 
Extended. 
Standard ACL provides rules to apply all network ports. The inbound traffic checked the entries in the 
ACL table. Each entry can be the MAC entry for layer 2 address and IP entry for the layer 3 address. And it 
can check the source address or destination address. User can adjust the address mask to provide the 
group setting in one entry. Entry has two actions that can permit or deny network packet transmitting to 
another port.  
 

6.5.1 Configure Standard Access control list  

 

 
 

¶ Index 

Entry number in the ACL table. Traffic packet will be checked with the index sequence. 

The range of the Index is from 1 to 128 

¶ Action  

Drop: Packet will discarded if it hit the address rule. 

Permit: Packet will forwarded if it hit the address rule. 

¶ Address Type 

Src: Address rule bases on the source address 

Dst: Address rule bases on the destination address 

¶ Address 

MAC address with byte colon format. For example: 00:80:C2:01:23:45 

IP Address with decimal dot format. For example: 192.168.1.123 

¶ Wildcard Mask  

A wildcard mask is a mask of bits that indicates which parts of an IP or MAC address are available 

for examination. A wild card mask is a matching rule. The rule for a wildcard mask is: 

̢ 0 means that the equivalent bit must match 

̢ 1 means that the equivalent bit does not matter 

Bit mask for MAC address with byte colon. Bit 0 is checking the rule. Otherwise bit 1 is excluded in 

the checking rule. 
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Subnet mask for IP address with decimal dot. To decide the type of network. 

 

Extended ACL provides advance rules to apply enhance action. The inbound traffic checked the entries of 

qualifier. Entry of qualifier can be the ether-type, VLAN, QoS, MAC entry for layer 2 header, IP entry for the 

layer 3 address, TCP/UDP port for the layer 4. There are 4 kinds of actions for extended ACL, drop, permit, 

redirect interface and priority modified. 

 

6.5.2 Configure Extended Access control list  
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6.5.3 CLI command 

 

¶ Index 

Entry number in the ACL table. Traffic packet will be checked with the index sequence. 

The range of the Index is from 1 to 128 

ÖƚĲƖШċƖĲШŊŸŔŰŊШƣŸШĲŰƣĲƖШƣőĲШĲǂƣĲŰĬĲĬШ 9xШŔŰƣĲƖŉċĦĲШƽŔƣőШƣőĲШŔŰĬĲǂШљext-aclǂњ. 

 

Extended ACL has qualifier that can apply complex rule for the entry. It can have multiple rules in a 

qualifier. An entry will take action when all rules match in the qualifier. In the other word, qualifier take AND 

algorithm for several rule apply. 

After setting qualifier and action, entry request ENABLE command to make it works. User can take 

DISABLE command for unapplied and keep the setting. 

 

¶ Qualifier  
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Destination IP (dstip): Destination IP address. IP Address forms of decimal dot format. For 

example: 192.168.1.123. A wild card mask is a matching rule. Bit 0 is checking the rule. Otherwise 

bit 1 is excluded in the checking rule. For example: 0.0.0.255 checks the 24bits of the highest bit. 

Destination MAC (dstmac): Destination MAC address. MAC address forms of byte colon format. 

For example: 00:80:C2:01:23:45. A wild card mask is a matching rule. Bit 0 is checking the rule. 

Otherwise bit 1 is excluded in the checking rule. For example: 00:00:00:00:ff:ff checks the 32bits 

of the highest bit. 

Destination Port (dstport): Destination TCP/UDP port number. The range of the port is from 1 to 

65535 

Ether Type (ethertype): EtherType filed of MAC header. It has 2 bytes. Format in hex 

0x0000~0xFFFF. 

Interface  (interface):  Interface number of incoming packet. 

QoS (qos): Class of Service (CoS) or Priority Code Point (PCP) filed of MAC header. The range of 

the qos is from 0 to 7 

Source IP (srcip): Source IP address. IP Address forms of decimal dot format. A wild card mask is 

a matching rule. Bit 0 is checking the rule. Otherwise bit 1 is excluded in the checking rule. 

Source MAC (srcmac): Source MAC address. MAC address forms of byte colon format. A wild 

card mask is a matching rule. Bit 0 is checking the rule. Otherwise bit 1 is excluded in the checking 

rule. 

Source Port (srcport): Source TCP/UDP port number. The range of the port is from 1 to 65535. 

VLAN (vlan): VLAN ID of the incoming packet. The range of the vlan is from 1 to 4094. 

IP Protocol  (ipprotocol): IP Protocol of the incoming packet. The range of the ipprotocol  is from 0 

to 255. 

 

 

¶ Action  

Drop: Packet will discard if it hit the address rule. 

Permit: Packet will be forwarded if it hit the address rule. 

Redirect: Packet outgoing will redirect to the specific interface if it hit the qualifier rule. 
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Priority: Packet will send the specific priority queue if it hit the qualifier rule. The range of the qos 

is from 0 to 7. 

¶ Vaule 

The value is going to apply to the qualifier. 

¶ Wildcard  

A wildcard mask is a mask of bits that indicates which parts of an IP or MAC address are available 

for examination. A wild card mask is a matching rule. The rule for a wildcard mask is: 

̢ 0 means that the equivalent bit must match 

̢ 1 means that the equivalent bit does not matter 

 

 

 

¶ Enable 

Enable the extended ACL entry. 

¶ Disable  

Disable the extended ACL entry. 

 

  One status page can check all rules that apply to the switch. 
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6.5.4 Access control list Example  

 

6.5.5 Configure Permission by MAC Address 
1. Login Command Line Interface (CLI) with username and password which are admin/admin by 

default. 
2. 9ŸŰŉŔŊƨƖĲШ 9xШƖƨũĲШŉŸƖШƣőĲШ~ 9Ш ĬĬƖĲƚƚШŸŉШ ĬůŔŰќƚШÂ9ШĤǃШŔƚƚƨŔŰŊа 

acl mac 1 permit src 68:02:35:FF:AB:01 00:00:00:00:00:00 
Note: the index ID is from 1 to 128 

6.5.6 Configure Permission by IP Address 
1. Login Command Line Interface (CLI) with username and password which are admin/admin by 

default. 
2. 9ŸŰŉŔŊƨƖĲШ 9xШƖƨũĲШŉŸƖШƣőĲШfÂШ ĬĬƖĲƚƚШÉƨĤŰĲƣШΝΦΞЮΝΣΥЮΝЮΜоΞΠШŸŉШ ĬůŔŰќƚШÂ9ШĤǃШŔƚƚƨŔŰŊа 

acl ip 1 permit src 192.168.1.99 0.0.0.255 
Note: the index ID is from 1 to 128 
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6.5.7 Configure Deny by MAC Address 
3. Login Command Line Interface (CLI) with username and password which are admin/admin by 

default. 
4. 9ŸŰŉŔŊƨƖĲШ 9xШƖƨũĲШŉŸƖШƣőĲШ~ 9Ш ĬĬƖĲƚƚШŸŉШéŔƚŔƣŸƖќƚШÂ9ШĤǃШŔƚƚƨŔŰŊа 

acl mac 1 drop src 68:02:35:FF:CD:01 ff:ff:ff:ff:ff:ff 
Note: the index ID is from 1 to 128 

6.5.8 Configure Deny by IP Address 
3. Login Command Line Interface (CLI) with username and password which are admin/admin by 

default. 
4. 9ŸŰŉŔŊƨƖĲШ 9xШƖƨũĲШŉŸƖШƣőĲШfÂШ ĬĬƖĲƚƚШÉƨĤŰĲƣШΝΦΞЮΝΣΥЮΝЮΜоΞΠШŸŉШéŔƚŔƣŸƖќƚШÂ9ШĤǃШŔƚƚƨŔŰŊа 

acl ip 1 drop src 192.168.1.102 0.0.0.255 
Note: the index ID is from 1 to 128 
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6.6 SSH 
To reduce the steps for login the system via SSH connection, the public/private key  pair is a good choice 
for users. The pair of keys is created on the local device and users have to provide the public key to the 
target device, for example, the Ethernet switch. When users connect to the target device, the system 
creates a safe connection by SSH. The localhost and target device authenticates  each other with the 
public and private keys to make sure the security. 
 

6.6.1 Backup Host Key File 

 
¶ Backup to Localhost  

̢ File Name 
Specify the File Name for the SSH Host Key file, which will be saved to the localhost. 

¶ Backup to USB 
Ensure there is a USB stick inserted into the USB port. 
̢  Backup Host Key File 

Specify the File Name for the saved SSH Host Key file, which will be saved to the USB. 
 Note : The file system of USB must be FAT32. 

¶  (Save Button) 

Click the "Save" button to save the configuration file to the Localhost  or USB. 
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6.6.2 Restore Host Key File 

 
¶ Restore from Localhost  

̢ File Name 
Select the SSH Host Key file, which is saved in the Localhost. 

¶ Restore from USB 
Please ensure there is a USB stick inserted into the USB port. 
̢ File Name in USB 

The File Name of the saved SSH Host Key file, which is saved to the USB. If the 
configuration file is saved in the directory, please specify the full path . 

Note : The file system of USB must be FAT32. 

¶  (Restore Button) 

Click the "Restore" button to restore the SSH Host Key from the Localhost  or USB. 
 

6.6.3 Host Key Information  
The current SSH Host Key is displayed in the љSSH Host Keyњ page. The system only accept one SSH Host 
Key, once users restore another Host Key, the current Host Key will be replaced. 
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7 Diagnostics  

7.1 IGMP Filtering 
IGMP Filtering is a feature that allows users to configure filters on a switch. It controls the propagation of 
IGMP protocol data units through the network. By managing the PDU, IGMP filtering provides the capability 
to manage the forwarding of multicast traffic. 
 

7.1.1 Configure IGMP Filtering List 

 
¶ Group Address Start  

Group address range are 224.0.0.23 to 239.255.255.255. Each group must be unique. 

¶ Group Address End 
Group address range are 224.0.0.23 to 239.255.255.255. Each group must be unique. The group 
addresses are listed in ascending order. Group start address and Group end address cannot be 
the same. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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7.2 Port Mirroring  
Port Mirroring  is a feature that copies the incoming or outgoing packets on one or more ports to another 
destination port. It is very useful to monitor the network traffic and analyze the copied traffic. Port 
Mirroring  helps network management to keep a close eye on the network and debug when some issues 
arise. 

7.2.1 Configure Port Mirroring Information  

 
¶ Mirroring Mode  
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШÂŸƖƣШ~ŔƖƖŸƖŔŰŊШŉƨŰĦƣŔŸŰЮШfŉШƣőĲШƨƚĲƖШĲŰċĤũĲƚШÂŸƖƣШ~ŔƖƖŸƖŔŰŊШŉƨŰĦƣŔŸŰЯШƣőĲШ
ƚǃƚƣĲůШƽŔũũШƣƖċŰƚůŔƣШƣőĲШƣƖċŉŉŔĦШŸŉШƣőĲШƚƓĲĦŔŉŔĦШљÉŰŔŉŉĲƖШ~ŸĬĲњШŉƖŸůШљÉŸƨƖĦĲШÂŸƖƣњШƣŸШљ?ĲƚƣŔŰċƣŔŸŰШ
ÂŸƖƣњЮ 

¶ Source Port 
The traffic on the Source Ports will be sniffed to the Destination Port. 

¶ Sniffer Mode 
Both Tx and Rx: Sniffs both transmitting and receiving traffics. 
Tx Only: Sniffs only the transmitting traffic. 
Rx Only: Sniffs only the receiving traffic. 

¶ Destination Port  
The traffic will sniff to the Destination Port. This port is usually connected to a host running the 
software to observe the packets. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
  



KN-BTPMC-202M GUI User Guide  
 

 

133 
 

7.3 Remote SPAN (RSPAN) 
Switch port Analyzer  (SPAN) provides efficient and high performance traffic monitoring. It duplicated 
network traffic from a configured interface to another designated interface on the switch. SPAN is used 
for connectivity troubleshooting and for network performance utilization.  
 
An extension of SPAN called Remote SPAN or RSPAN allows users to monitor traffic from source ports 
distributed over multiple switches. In other words, users can centralize the network capture devices. 
RSPAN operates by mirroring the traffic from a source port of an RSPAN session on a VLAN. The VLAN is 
connected to other switches via trunked mode, allowing the traffic on the RSPAN session to be 
transported across multiple switches. On the switch that contains the destination port for the RSPAN 
session, the traffic from the VLAN of RSPAN session is simply mirrored out the destination port. 
 

 

 
7.3.1 Configure Remote SPAN Information  

The RSPN is default disabled. The switch provides Source Mode and Destination Mode. Users can 
select the mode according to their application. 

 
¶ Remote SPAN Mode 
љEŰċĤũĲњШÅÉÂ  ШŸŰШƣőĲШÉŸƨƖĦĲШ~ŸĬĲШŸƖШ?ĲƚƣŔŰċƣŔŸŰШ~ŸĬĲШŸƖШљ?ŔƚċĤũĲњШÅÉÂ  ШŉƨŰĦƣŔŸŰЮШ 
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7.3.2 Configure Remote SPAN Source Mode 

 
For more information, hover the mouse over the  icon in the system.  

¶ Source Port 
The traffic through the Source Port will be mirrored to remote devices. 

¶ Sniffer Mode 
Select the traffic type, Tx or Rx, to mirror. 

¶ Reflector Port  
To optimize the utilization of switch interfaces, the Reflector Port on our switches is designed to 
copy packets from the RSPAN Source Port and forward the copied packets out like an uplink port. 

¶ Remote VLAN ID 
The configured Remote VLAN ID will be the RSPAN session and used to transmit RSPAN traffic. 
The Remote VLAN ID configured on the RSPAN Source and Destination has to be the same one. 
The range of the Remote VLAN ID is from VLAN 2 to 1001 and VLAN 1006 to 4094. VLAN 1 and VLAN 
1002 to 1005 are reserved VLANs. 
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7.3.3 Configure Remote SPAN Destination Mode 

 
For more information, hover the mouse over the  icon in the system.  

¶ Destination Port  
The copied traffic will be forwarded to this Destination Port. 

¶ Remote VLAN ID 
The configured Remote VLAN ID will be the RSPAN session and used to transmit RSPAN traffic. 
The Remote VLAN ID configured on the RSPAN Source and Destination has to be the same one. 
The range of the Remote VLAN ID is from VLAN 2 to 1001 and VLAN 1006 to 4094. VLAN 1 and VLAN 
1002 to 1005 are reserved VLANs. 
 

7.3.4 Configuration Example for RSPAN 
IN THE FOLLOWING DIAGRAM, THE SWA IS THE RSPAN SOURCE, AND THE SWC IS THE RSPAN DESTINATION. 
BETWEEN SWA AND SWC, THERE IS A SWB WHICH IS A NORMAL SWITCH. WE ARE GOING TO MONITOR THE 

TRAFFIC FROM THE IP CAMERA ON THE LEFT SIDE TO THE SERVER ON THE RIGHT SIDE. 

 
Step-by-step Configuration  

5. xŸŊŔŰШìĲĤШ9ŸŰƚŸũĲШċŰĬШĦũŔĦťШůĲŰƨШљDiagnosticsњШ-ӂШљÅĲůŸƣĲШÉÂ  њ 
6. Configure for SWA 

i. 9ũŔĦťШљSource EnableњШċŰĬШƣőĲƖĲШƽŔũũШƚőŸƽШŸƣőĲƖШƖĲũċƣĲĬШĦŸŰŉŔŊƨƖċƣŔŸŰШŔƣĲůƚЮ 
ii. Select the Source Port (Port 3) that will be monitored. 
iii. Select the Sniffer Mode , normally called traffic type. For this example, we want to monitor 

ƣőĲШƣƖċŉŉŔĦШŉƖŸůШƣőĲШfÂШ9ċůĲƖċЯШƚŸШƽĲШőċƻĲШƣŸШƚĲũĲĦƣШљRxњЮ 
iv. Select the Reflector Port  which will forward the copied traffic to the destination. On the 

SWA, Port 9 is the Uplink and Reflector Port. 
v. Decide the Remote VLAN ID for RSPAN Session; the copied traffic will be transmitted 

through this VLAN trunk. We use VLAN 3000 on this example. 
vi. 9ũŔĦťШљApplyњШĤƨƣƣŸŰШƣŸШĲŉŉĲĦƣШÅÉÂ  ШĦŸŰŉŔŊƨƖċƣŔŸŰƚЮ 
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vii. Configure uplink port (Port 9) to tagged member on VLAN 3000. 
viii. 9ũŔĦťШљApplyњШĤƨƣƣŸŰШŸŰШƣőĲШĤŸƣƣŸůШŸŉШƣőĲШƓċŊĲШƣŸ make the VLAN effective. 

 
7. Configure for SWB 

i. Configure the ports (Port 9 and Port 10) connected with SWA and SWC to tagged 
members on VLAN 3000. 

ii. 9ũŔĦťШљApplyњШĤƨƣƣŸŰШŸŰШƣőĲШĤŸƣƣŸůШŸŉШƣőĲШƓċŊĲШƣŸ make the VLAN effective. 
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8. Configure for SWC 

i. 9ũŔĦťШљDestination EnableњШċŰĬШƣőĲƖĲШƽŔũũШƚőŸƽШŸƣőĲƖШƖĲũċƣĲĬШĦŸŰŉŔŊƨƖċƣŔŸŰШŔƣĲůƚЮ 
ii. Select the Destination Port (Port 5) that the copied traffic will be transmitted to. 
iii. Configure the Remote VLAN ID to VLAN 3000 for RSPAN Session. 
iv. 9ũŔĦťШљApplyњШĤƨƣƣŸŰШƣŸШĲŉŉĲĦƣШÅÉÂ  ШĦŸŰŉŔŊƨƖċƣŔŸŰƚЮ 

 
v. Configure uplink port (Port 10) to tagged member on VLAN 3000. 
vi. 9ũŔĦťШљApplyњШĤƨƣƣŸŰШŸŰШƣőĲШĤŸƣƣŸůШŸŉШƣőĲШƓċŊĲШƣŸ make the VLAN effective. 
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7.4 Ping 
Ping is a tool used to test the reachability of a device on the IP network. Ping is enabled by sending Internet 
Control Message Protocol (ICMP) request to the target device and waits for the response packet from the 
target device to check the connection. 
 

7.4.1 Ping Another Device with IPv4/IPv6 

 
For more information, hover the mouse over the  icon in the system.  

¶ Type 
ÂŔŰŊШċШĦŸŰŰĲĦƣĲĬШĬĲƻŔĦĲШƽŔƣőШљIPv4њШŸƖШљIPv6њШƓƖŸƣŸĦŸũЮ 

¶ IP Address 
The IP address of the connected device is verified based on the type. 

¶ Count  
ÉĲƣƚШƣőĲШĦŸƨŰƣШƣŔůĲƚЮШÑőĲШƚǃƚƣĲůШƽŔũũШƚĲŰĬШљ9ŸƨŰƣњШŰƨůĤĲƖШf9~ÂШƓċĦťĲƣƚШƣŸШƣőĲШƚƓĲĦŔŉŔĦШfÂШ
address and wait for the response. 
The range of the Count is from 3 to 50. 
The default Count is 3. 

¶ Result  
The result of the ping shows the response from the specific IP address. If the specific IP address 
does not respond, it displays No Response. 
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¶ љÉƣċƖƣњШ7ƨƣƣŸŰ 
9ũŔĦťШƣőĲШљÉƣċƖƣњШ7ƨƣƣŸŰШƣŸШƚƣċƖƣШƣőĲШƓŔŰŊШƣŸШƣőĲШfÂШċĬĬƖĲƚƚЮ 

¶ љÉƣŸƓњШ7ƨƣƣŸŰ 
9ũŔĦťШƣőĲШљÉƣŸƓњШ7ƨƣƣŸŰШƣŸШƚƣŸƓШƣőĲШƓŔŰŊШƣŸШƣőĲШfÂШċĬĬƖĲƚƚШĤĲŉŸƖĲШƣőĲШĦŸƨŰƣШŔƚШĦŸůƓũĲƣĲĬЮ 

¶ љ9ũĲċƖњШ7ƨƣƣŸŰ 
9ũŔĦťШƣőĲШљ9ũĲċƖњШ7ƨƣƣŸŰШƣŸШĦũĲċƖШƣőĲШљÅĲƚƨũƣњЮ 

¶ љÅĲƚĲƣњШ7ƨƣƣŸŰ 
9ũŔĦťШƣőĲШљÅĲƚĲƣњШ7ƨƣƣŸŰШƣŸШĦũĲċƖШƣőĲШљÅĲƚƨũƣњШċŰĬШƖĲƚĲƣШƣőĲШљfÂШ ĬĬƖĲƚƚњШċŰĬШљ9ŸƨŰƣњШŰƨůĤĲƖЮ  
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7.5 Traceroute  
Traceroute  is another tool used to test the reachability of a device on the IP network. Traceroute is 
enabled by sending Internet Control Message Protocol (ICMP) request to the target device with the 
limited TTL. TTL value start from 1 and count on. System can get the response of the device on the path. 
 

7.5.1 traceroute Device with IPv4/IPv6 

 
For more information, hover the mouse over the  icon in the system.  

¶ Type 
ÑƖċĦĲШċШĦŸŰŰĲĦƣĲĬШĬĲƻŔĦĲШƽŔƣőШљIPv4њШŸƖШљIPv6њШƓƖŸƣŸĦŸũЮ 

¶ IP Address 
The IP address of the connected device is verified based on the type. 

¶ Hops 
ÉĲƣƚШƣőĲШÑÑxШĦŸƨŰƣШƣŔůĲƚЮШÑőĲШƚǃƚƣĲůШƽŔũũШƚĲŰĬШůċǂŔůƨůШљ9ŸƨŰƣњШŰƨůĤĲƖШf9~ÂШƓċĦťĲƣƚШƣŸШƣőĲШ
specific IP address and wait for the response. 
The range of the Hops count is from 1 to 255. 
The default Hops count is 3. 

¶ Result  
The result of the traceroute shows the response from each IP address. If the specific IP address 
does not respond, it displays No Response. 

¶ љÉƣċƖƣњШ7ƨƣƣŸŰ 
9ũŔĦťШƣőĲШљÉƣċƖƣњШ7ƨƣƣŸŰШƣŸШƚƣċƖƣШƣőĲШƣƖċĦĲƖŸƨƣĲШƣŸШƣőĲШfÂШċĬĬƖĲƚƚЮ 
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¶ љÉƣŸƓњШ7ƨƣƣŸŰ 
9ũŔĦťШƣőĲШљÉƣŸƓњШ7ƨƣƣŸŰШƣŸШƚƣŸƓШƣőĲШƣƖċĦĲƖŸƨƣĲШƣŸШƣőĲШfÂШċĬĬƖĲƚƚШĤĲŉŸƖĲШƣőĲШĦŸƨŰƣШŔƚШĦŸůƓũĲƣĲĬЮ 

¶ љ9ũĲċƖњШ7ƨƣƣŸŰ 
9ũŔĦťШƣőĲШљ9ũĲċƖњШ7ƨƣƣŸŰШƣŸШĦũĲċƖШƣőĲШљÅĲƚƨũƣњЮ 

¶ љÅĲƚĲƣњШ7ƨƣƣŸŰ 
9ũŔĦťШƣőĲШљÅĲƚĲƣњШ7ƨƣƣŸŰШƣŸШĦũĲċƖШƣőĲШљÅĲƚƨũƣњШċŰĬШƖĲƚĲƣШƣőĲШљfÂШ ĬĬƖĲƚƚњШċŰĬШљ9ŸƨŰƣњШŰƨůĤĲƖЮ 
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7.6 Cable Diagnostic  
This command can check the status of copper cables with the time domain reflectometer (TDR) 
technology. It can detect a cable fault by sending a detect signal and read the reflecting back. With this 
test, it can help to identify and narrow down the physical level issue. 
 

7.6.1 Display cable diagnostic  

 
¶ Port Selector  

Select the port number to test. 
Port 1 to N, where N is based on the total port number. 

¶ Cable status  
The status of cable. It contains the number of pairs in the cable and the error amount. Usually 

there are 4 pair in the CAT-5E cable for Gigabit Ethernet link. 

¶ Pair status  
ÑőĲШƚƣċƣƨƚШŸŉШĲċĦőШƓċŔƖШŸŉШƓŸƖƣЮШћ§ťќШƚƣċƣƨƚШůĲċŰƚШĦċĤũĲШŔƚШĦŸŰŰĲĦƣĲĬШƣŸШċŰŸƣőĲƖШŰŸĬĲЮШћ§ƓĲŰќШ

status means cable does not connect to any device. 

¶ Length 
The length of each pair of port in meters. Please note the error amount is around 10 meters due 
to the TDR technology. The short cable less than the error amount might be untastable. 
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8 Monitroing  

8.1 LLDP 
LLDP is Link Layer Discovery Protocol and it is a vendor-neutral layer 2 protocol that is defined by IEEE 
802.1AB. LLDP is used in advertising identity of the devices, capabilities and neighbors on the LAN. The 
information from the neighbors enables the switch to quickly identify the devices and interoperate with 
each other more smoothly and efficiently. The neighbor table shows the information about the device 
that is next to the port. The LLDP can only get information from the device that is close to it. If the users 
want to know the topology of the LAN, they can collect all information from the device and analysis the 
neighbor table. 
 

8.1.1 Configure LLDP Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ LLDP Mode 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШxx?ÂШŉƨŰĦƣŔŸŰЮ 

¶ LLDP Timer 
The LLDP Timer is a time interval to send LLDP messages. 
The range of the LLDP Timer is from 5 to 32767 seconds. 
The default LLDP Timer is 30 seconds. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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8.1.2 LLDP Neighbor Table 

 
¶ Local Port 

The port connected to the LLDP neighbor on the local switch. 

¶ Remote System Name 
This is the system name of the LLDP neighbor. This value is set and provided by the remote device. 

¶ Chassis ID 
The Chassis ID defines the MAC Address of the LLDP neighbor. 

¶ Remote Port 
This field displays the port information  received from the LLDP neighbor. 

¶ Port ID 
The Port ID displays the port identity  of the connected port on the LLDP neighbor. 

¶ Address 
The Address displays the IP address of the LLDP neighbor. 
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8.2 System Warning 
System Warning ĦŸŰƣċŔŰƚШљÉǃƚƣĲůШEƻĲŰƣШxŸŊњЯШљÉ~ÑÂШÉĲƣƣŔŰŊƚњЯШċŰĬШљEƻĲŰƣШÉĲũĲĦƣŔŸŰњШŉŸƖШĬŔŉŉĲƖĲŰƣШ
ƣǃƓĲƚШŸŉШƚĲƖƻŔĦĲƚШƚƨĦőШċƚШљ[ċƨũƣШ ũċƖůњЯШљÉǃƚƣĲůШxŸŊњЯШљÉ~ÑÂњЯШċŰĬШљÉ ~ÂШÑƖċƓњЮШÑőĲƚĲШũŸŊƚШċƖĲШƻĲƖǃШ
useful for the administrator to manage and debug the system. When the system is powered off or when 
someone tries to login the system or the system reboots abnormally, or when some of the interfaces are 
linked down, the system sends log messages to notify specific users and record the events on the server 
or assigned platform. Users can also connect an alarm buzzer to the relay alarm pins. When the 
ĦŸŰŉŔŊƨƖĲĬШљ[ċƨũƣШ ũċƖůњШĲƻĲŰƣƚШċƖĲШƣƖŔŊŊĲƖĲĬЯШƣőĲШċũċƖůШĤƨǍǍĲƖШƽŔũũШƖŔŰŊШƣŸШŰŸƣŔŉǃШƣőĲШƨƚĲƖƚЮ 
 

8.2.1 Configure System Warning Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ System Log Mode 
¶ Select the checkbox to send system log to Local (Switch), Remote, or USB when events 

happened. 

¶ Remote Server IP Address 
ÑőĲШŉŔĲũĬШĦŸŰƣċŔŰƚШƣőĲШfÂШ ĬĬƖĲƚƚШŸŉШƣőĲШƖĲůŸƣĲШƚĲƖƻĲƖЮШfŉШƣőĲШљRemoteњШůŸĬĲШŔƚШĲŰċĤũĲĬЯШƨƚĲƖƚШ
have to assign this IP Address to receive the system logs. The system supports both IPv4 and 
IPv6 addresses for the remote server. 

¶ Service Port 
The port is used to listen to the system log packets on the remote server. 
The range of the Service Port is from 1 to 65535. 
The default Service Port is 514. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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8.2.2 System Event Log 

 
¶ Log Text Area 
ÑőĲШƚǃƚƣĲůШĲƻĲŰƣШŔŰŉŸƖůċƣŔŸŰШĬŔƚƓũċǃƚШŔŉШƣőĲШљLocalњШƚǃƚƣĲůШũŸŊШůŸĬĲШŔƚШĲŰċĤũĲĬШċŰĬШƣőĲШ
configured events are triggered. 

¶  (Clear Button) 

9ũŔĦťШƣőĲШљ9ũĲċƖњШĤƨƣƣŸŰШƣŸШĦũĲċƖШƣőĲШƚǃƚƣĲůШĲƻĲŰƣШũŸŊШŔŰШƣőĲШƣĲǂƣШċƖĲċЮ 

¶  (Refresh Button) 

9ũŔĦťШƣőĲШљÅĲŉƖĲƚőњШĤƨƣƣŸŰШƣŸШƖĲŉƖĲƚőШƣőĲШƚǃƚƣĲůШĲƻĲŰƣШũŸŊШŔŰШƣőĲШƣĲǂƣШċƖĲċЮ 
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8.2.3 Configure SMTP Information 

 
For more information, hover the mouse over the  icon in the system.  

¶ Server Settings 
̢ SMTP Status 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШÉ~ÑÂШŉƨŰĦƣŔŸŰЮ 

̢ Server Address 
This is the IP address or URL of the SMTP Server. For example, the SMTP server address 
ƓƖŸƻŔĬĲĬШĤǃШ]ŸŸŊũĲШŔƚШљƚůƣƓЮŊůċŔũЮĦŸůњЮ 

̢ Server Port 
This field is the port listening on the server for the SMTP request. For security, we suggest 
users configure the server port to 465 for SSL or 587 for TLS. 
The range of the Service Port is from 1 to 65535. 
The default Service Port is 25. Port 25 is the default port for e-mail server. 

̢ Sender E-mail 
The Sender E-mail is the e-mail address used to send the notifications to Recipients. 

̢ Mail Subject 
The Mail Subject is a string that is displayed in the E-mail title.  
Note:  #, \ , ', ", ? are invalid  characters. 

̢ SMTP Authentication 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣŸШċƨƣőĲŰƣŔĦċƣĲШƣőĲШÉ~ÑÂШƚĲƖƻĲƖШƽŔƣőШƣőĲШĦŸŰŉŔŊƨƖĲĬШƨƚĲƖŰċůĲШċŰĬШ
password. 

̢ User Name 
The username is used in authentication with the SMTP server. 
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The max. length  for the User Name is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

̢ Password 
The password is used in authentication with the SMTP server. 
The max. length  for the Password is 32 characters . 
Note:  #, \ , ', ", ? are invalid  characters. 

¶ Recipient Settings  
̢ E-mail Address 1-4 

The configured e-mail address will receive the notifications if the SMTP is enabled and the 
ĲƻĲŰƣƚШƚĲƣШŸŰШљEƻĲŰƣШÉĲũĲĦƣŔŸŰњШċƖĲШƣƖŔŊŊĲƖĲĬЮ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
 

8.2.4 Configure System Event Selection s 
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¶ Event 
There are 5 events on the System Events. 
Authentication Failure: Login failed on the web console or CLI. It may be caused due to incorrect 
username or password. 
ERPS Change: The ERPS function is working and the topology is changed. 
Power 1 - 4: The power 1 to 4 is powered off. 
Cold Start: The system reboots due to interruption of power supply. 
Warm StartаШÑőĲШƚǃƚƣĲůШƖĲĤŸŸƣƚШĤǃШŔƚƚƨŔŰŊШљƖĲĤŸŸƣњШĦŸůůċŰĬШŸŰШ9xfШŸƖШĦũŔĦťŔŰŊШƣőĲШљƖĲĤŸŸƣШŔĦŸŰњШ
on the web console. 
Digital Input: The signal from the digital input is changed from high to low or low to high. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
 

8.2.5 Configure Interface  Event Selection s 

 
¶ Event 
ÑőĲШĲƻĲŰƣƚШŸŰШƣőĲШљfŰƣĲƖŉċĦĲШEƻĲŰƣƚњШĬŔƚƓũċǃШƣőĲШlink status for each port. Fault Alarm is triggered 
only during link down and other system log types support both link up and link down. 

¶ Fault Alarm  
The Fault LED will turn on red and relay will turn ON, if the configured events are triggered. By 
default, the Fault LED is green and relay is turned OFF in the normal situation,. 

¶ System Log 
ìőĲŰШƣőĲШĦŸŰŉŔŊƨƖĲĬШĲƻĲŰƣƚШċƖĲШƣƖŔŊŊĲƖĲĬЯШƣőĲШũŸŊƚШƽŔũũШĤĲШĬŔƚƓũċǃĲĬШŔŰШƣőĲШљÉǃƚƣĲůШEƻĲŰƣШxŸŊњШ
ƓċŊĲЯШƖĲůŸƣĲШƚĲƖƻĲƖЯШŸƖШƚċƻĲĬШƣŸШċШÖÉ7ШŉŔũĲШŰċůĲĬШљmessageњЮШÑőŔƚШŔƚШĤċƚĲĬШŸŰШƣőĲШƚĲƣƣŔŰŊƚШŸŉШƣőĲШ
љSystem Log ModeњШŔŰШƣőĲШљSystem Log SettingsњШƓċŊĲЮ 
Note : The file system of USB must be FAT32. 
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¶ SMTP 
If the SMTP is enabled and the configured events are triggered, the system will send an e-mail 
notification to the e-ůċŔũШċĬĬƖĲƚƚĲƚШŸŉШƣőĲШċƚƚŔŊŰĲĬШƖĲĦŔƓŔĲŰƣШƚĲƣШŔŰШƣőĲШљSNMP SettingsњШƓċŊĲЮ 

¶ SNMP 
If the SNMP Trap is enabled and the configured events are triggered, the system will send event 
ŔŰŉŸƖůċƣŔŸŰШƣŸШƣőĲШċƚƚŔŊŰĲĬШљTrap Receiver IPњЯШƽőŔĦőШŔƚШƚĲƣШŔŰШƣőĲШљSNMP TrapњШƓċŊĲЮ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
 

8.2.6 Configure SFP DDM Event Selection s 

 
¶ Event 
ÑőĲƖĲШċƖĲШΡШĲƻĲŰƣƚШŸŰШƣőĲШљÉ[ÂШ??~ШEƻĲŰƣƚњаШCurrent , Rx Power, Tx Power, Temperature , and 
Voltage. Enable or Disable the event fault alarm or system warning when the value is higher than 
the high alarm/warning threshold or the value is lower than the low alarm/warning threshold. 
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8.3 Data Collection  
The health of switch system is very important in the real application. For most switches, they provide 
basic real-time traffic and PoE status but users need the long time records to analyze and statistic for the 
system. For this purpose, we implement the Data Collection function to collect traffic and PoE status 
periodically and save the collected data to the USB device. In addition to this, we also provide charts to 
display the collected data. Users can easily recognize the situation of the switch system and find the 
unusual points from the charts. 
 
To ensure the accuracy of the data, the NTP service must be turned on before enable Data Collect 
function, so that when users find an abnormal record, they can trace it by the recording time. And there is 
no worry for the size of system storage because the data is saved in the USB. The data even can be move 
to other devices to display or users can use the collected raw data to do other application. 
 

8.3.1 Configure Data Collection Settings  
USB and NTP are essential before users enable the Data Collection functions. Please check if there 

is an USB inserted and the NTP service is also enabled. The file system of USB must be FAT32. 

 
¶ Collection  
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШ?ċƣċШ9ŸũũĲĦƣŔŸŰШ[ƨŰĦƣŔŸŰШŸŰШƣőĲШƚƽŔƣĦőЮШÑőĲШÑƖċŉŉŔĦШċŰĬШÂŸEШ?ċƣċШ
Collection can be enabled only when the Collection is enabled. 

¶ PoE Data Collection  (PoE Models Only) 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШÂŸEШ?ċƣċШ9ŸũũĲĦƣŔŸŰШŉƨŰĦƣŔŸŰШŸŰШƣőĲШƚƽŔƣĦőЮ 

 

¶ Traffic Data Collection  
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШÑƖċŉŉŔĦШ?ċƣċШ9ŸũũĲĦƣŔŸŰШŉƨŰĦƣŔŸŰШŸŰШƣőĲШƚƽŔƣĦőЮ 
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8.3.2 Reset Collected Data  

 

¶ Port 
Port 1 to Port N, N is based on the total port number. 

¶ Traffic  
Check the checkbox to reset the data for the designated port. After reset, the collected data will 
be removed from the USB. 
Note : It cannot undo after reset, please make sure you want to reset the file. 

¶ PoE (PoE Models Only) 
Port 1 to Port N, N is based on the total port number. 
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8.3.3 PoE Status Charts (PoE Models Only) 

 
For more information, hover the mouse over the  icon in the system.  

¶ Port (Drop-down Selector)  
Port1 to PortN, where N is based on the total PoE port number. The PoE Status Chart is displayed 
by port. 

¶ Total Data Interval  
The interval is the date time from first data to last data that collected in the USB. 

¶ Current Data Interval  
The interval is the date time from first data to last data that displayed on the current chart. 

¶ Data Interval (Drop -down Selector)  
Select an interval to search data. The returned data will be displayed on the chart. The number of 
data is limited by the system, if the selected interval is larger than the limitation, the system will 
return an acceptable interval (Shown as the following screenshot). 

 
Note: ŉƣĲƖШĦŸŰŉŔŊƨƖŔŰŊШљ?ċƣċШfŰƣĲƖƻċũњЯШĦũŔĦťШѢSearch" button to get data in the interval. 

¶ Chart  
The chart displays both watts (blue line) and voltage (green line) data. 
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¶ Refresh Chart (Button)  
Press the Refresh Chart button to refresh the chart and get the updated data. 

¶ Data Collect Rate  
The field is the period to collect data. The system will get the real-time data periodically 
according to the configured Data Collect Rate. 
Note:  PoE Status Charts and Interface Traffic Charts are shared the same Data Collect Rate. 
The range of the Data Collect Rate is from 60 to 600 seconds. 
The default Data Collect Rate is 180 seconds. 
Note: ŉƣĲƖШĦŸŰŉŔŊƨƖŔŰŊШљ?ċƣċШ9ŸũũĲĦƣШÅċƣĲњЯШĦũŔĦťШѢApply" button to make the changes effective.  
 

8.3.4 Interface Traffic Charts  

 
For more information, hover the mouse over the  icon in the system.  
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¶ Port (Drop-down Selector)  
Port1 to PortN, where N is based on the total switch port number. The Interface Traffic Chart is 
displayed by port. 

¶ Total Data Interval  
The interval is the date time from first data to last data that collected in the USB. 

¶ Current Data Interval  
The interval is the date time from first data to last data that displayed on the current chart. 

¶ Data Interval (Drop -down Selector)  
Select an interval to search data. The returned data will be displayed on the chart. The number of 
data is limited by the system, if the selected interval is larger than the limitation, the system will 
return an acceptable interval (Shown as the following screenshot). 

 
Note: ŉƣĲƖШĦŸŰŉŔŊƨƖŔŰŊШљ?ċƣċШfŰƣĲƖƻċũњЯШĦũŔĦťШѢSearch" button to get data in the interval. 

¶ Chart  
The chart displays transmitted bytes (blue line) and received bytes (green line) data. 

¶ Refresh Chart (Button)  
Press the Refresh Chart button to refresh the chart and get the updated data. 

¶ Data Collect Rate  
The field is the period to collect data. The system will get the real-time data periodically 
according to the configured Data Collect Rate. 
Note:  Interface Traffic Charts and PoE Status Charts are shared the same Data Collect Rate. 
The range of the Data Collect Rate is from 60 to 600 seconds. 
The default Data Collect Rate is 180 seconds. 
Note: ŉƣĲƖШĦŸŰŉŔŊƨƖŔŰŊШљ?ċƣċШ9ŸũũĲĦƣШÅċƣĲњЯШĦũŔĦťШѢApply" button to make the changes effective. 
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8.4 sFlow 
Sampled Flow (sFlow) can monitor real-time traffic in data networks containing switches and routers. It 
uses the sampling mechanism on switches to monitor traffic and to forward the sample data to the 
central data collector. The sFlow agent periodically polls to collect counter sample information from the 
interfaces where it is enabled and then processes the sampled packets and sends a sFlow datagram to 
the sFlow analyzer.  
 

8.4.1 sFlow Configuration  
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¶ Agent Configuration  
̢ IP Address 

The IP address of the sFlow agent. 
̢ Counter poll interval 

Interval of the counter polling in seconds. The range of the interval is from 2 to 86400 and 
default setting is 10 seconds. 

¶ Collector Configuration  
̢ IP Address 

The IP address of the sFlow collector. 
̢ UDP port 

The UDP port value of the sFlow collector. Port value must be in the range of 1 to 65535. 
Default is 6343. 

̢ Max datagram size 
Sets the value of maximum datagram size in bytes. The range of the size is 1024 to 9000. 
Default is 1024 bytes. 

¶ Port Configuration  
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШŸŉШƣőĲШĦŸƨŰƣĲƖШƚƣċƣƨƚШŸŰШƣőĲШƚƽŔƣĦőШŔŰƣĲƖŉċĦĲШƓŸƖƣЮ 
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9 MAC Table 
MAC address is Media Access Control address, which is used in layer 2 switching. A MAC Address 
table  is maintained by the switch to transmit frames more efficiently. When the switch receives a frame, 
the system will check the MAC table and forward the frame to the corresponding port. The MAC Address 
table is built dynamically by the received frames and when the system receives a frame with an unknown 
MAC address, it floods  the frame to all LAN ports in the same VLAN. When the destination device replies 
the system identifies the MAC Address and the target port. 
 
The MAC Address for the switch is designed as per-port-per-MAC, which implies each port has its own 
MAC Address. This is for MAC sensitive protocols such as Spanning-tree protocol. The MAC Address 
display on the right side of WEB GUI is the MAC Address for whole system and the MAC Addresses for the 
ports are increasing by 1 from port 1 to last port.  
 
For example, the MAC Address of the system is 68:02:35:FF:FF:05, and there are 8-port on the switch. 
The MAC Address for each port will be: 

Port MAC Address Port MAC Address 
Port 1 68:02:35:FF:FF:06 Port 5 68:02:35:FF:FF:0A 
Port 2 68:02:35:FF:FF:07 Port 6 68:02:35:FF:FF:0B 
Port 3 68:02:35:FF:FF:08 Port 7 68:02:35:FF:FF:0C 
Port 4 68:02:35:FF:FF:09 Port 8 68:02:35:FF:FF:0D 

Note:  ÑőĲШ~ 9Ш ĬĬƖĲƚƚШŔƚШőĲǂШŉŸƖůċƣЯШƚŸШƣőĲШŰƨůĤĲƖШċŉƣĲƖШљΜΦњШŔƚШљΜ њЮШ 
 

9.1 Configure Static MAC Address Information  

 
For more information, hover the mouse over the  icon in the system.  

¶ VID 
The VID is the VLAN group ID, which contains the configured MAC Address . 
The range of the VID is from 1 to 4094. 

¶ MAC Address 
This field is the static MAC Address of the configured member ports in the VLAN group. 

¶ Group Member 
The Group Member is the port(s) in the VLAN group, to which the configured MAC Address belongs. 

¶ : Click the plus icon  to add a static MAC Address row. 

¶ : Click the remove icon  to delete the static MAC Address row. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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9.2 MAC Address Table 

 
¶ VID 

The VID is the VLAN group ID, which contains the configured MAC Address. 

¶ MAC Address 
The MAC Address column displays the learnt or configured MAC Addresses. 

¶ Type 
The Type column displays the type (Learning or Static) of the MAC Address.  
Learning: The MAC address is learnt from the transmitting frames. 
Static: The MAC Address is configured by the users or the system. 

¶ Source 
The Source column displays the port(s) to which the MAC Address belong.  
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10 Maintenance  

10.1 Authorization  
The "Username" and "Password" are very important information both in the "Command Line Interface " 
or "Web Console". Users have to login into the system before doing any configuration. We strongly 
suggest the users to change at least the password for security  when they are going to use this device. 
 
We also provide authentication with RADIUS/TACACS+ server from software version 1.0.3. Users can 
maintain the login information in their own RADIUS/TACACS+ database and allow several 
usernames/passwords to login the system. 
 

10.1.1 Configure Login Infor mation  

 
For more information, hover the mouse over the  icon in the system.  

¶ Mode 
There are three modes for login authentication. 
Local: The username and password are defined in the system. Currently we support two-level 
users т Admin  and Read-only  user. The Admin can access any page and configure the system but 
the read-only user can only access status pages. 
Radius: The username and password are defined in the RADIUS server and when users login the 
system, the system will authenticate with the RADIUS server to get the login permission. The 
password will be encrypted during the transmitting. 
Tacacs+: The username and password are defined in the TACACS+ server and when users login 
the system, the system will authenticate with the TACACS+ server to get the login permission. The 
whole payload and password will be encrypted during the transmitting. 

¶ Username 
The account used to login to the system. 
The maximum length of the Username is 32 characters 
Only alphabet  (A-Z, a-z) and numbers  (0-9) are allowed. 
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The default Username is admin . 

¶ Password 
The password used to login to the system. We provide password strength  bar for reference. There 
are 3 levels - Weak, OK, and Great. We strongly recommend users configuring the password to 
љGreatњШũĲƻĲũШŉŸƖШƚĲĦƨƖŔƣǃЮ 
The maximum length of the Password is 32 characters. 
Only alphabet  (A-Z, a-z), numbers  (0-9), and chars  (!,@,%,^,*,(,)) are allowed. 
The default Password is admin . 

¶ Confirm Password  
It is used to confirm the value specified by the users in the "Password" field. The value of the field 
must be the same as "Password". 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
 

10.1.2 Configure RADIUS Server Infor mation  
ÑőŔƚШƚĲĦƣŔŸŰШŸŰũǃШĬŔƚƓũċǃШƽőĲŰШƣőĲШůŸĬĲШŔŰШƣőĲШ7ċƚŔĦШÉĲƣƣŔŰŊƚШŔƚШƚĲƣШƣŸШљÅċĬŔƨƚњЮ 

 
For more information, hover the mouse over the  icon in the system.  

¶ Server IP 
The IP address of the RADIUS server must in the same subnet as the IP address of the switch. 

¶ Server Port 
The port is listening to the RADIUS service on the RADIUS server.  
The range of the Server Port is from 1 to 65535. 
The default Server Port is 1812. 

¶ Shared Key 
The Shared Key is a string that used to build the connection with the RADIUS server. It must be the 
same as the string/secret set in the RADIUS server. 
The maximum length of the Shared Key is 32 characters. 

¶ Retransmit Times  
The password used to login to the system. 
The range of the Retransmit Times is from 1 to 1000. 

¶ Timeout  
The time interval is used to waiting for the response from the RADIUS server. 
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The range of the Timeout is from 1 to 1000 seconds. 
The default Timeout is 5 seconds. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
 

10.1.3 Configure TACACS+ Server Infor mation  
ÑőŔƚШƚĲĦƣŔŸŰШŸŰũǃШĬŔƚƓũċǃШƽőĲŰШƣőĲШůŸĬĲШŔŰШƣőĲШ7ċƚŔĦШÉĲƣƣŔŰŊƚШŔƚШƚĲƣШƣŸШљÑċĦċĦƚҼњЮ 

 
For more information, hover the mouse over the  icon in the system.  

¶ Server IP 
The IP address of the TACSCS+ server must in the same subnet as the IP address of the switch. 
The system supports both IPv4 and IPv6 addresses for the TACACS+ server. 

¶ Server Port 
The port is listening to the TACSCS+ service on the TACSCS+ server.  
The range of the Server Port is from 1 to 65535. 
The default Server Port is 49. 

¶ Shared Key 
The Shared Key is a string that used to build the connection with the TACSCS+ server. It must be 
the same as the string/secret set in the TACSCS+ server. 
The maximum length of the Shared Key is 32 characters. 

¶ Timeout  
The time interval is used to waiting for the response from the TACSCS+ server. 
The range of the Timeout is from 1 to 1000 seconds. 
The default Timeout is 30 seconds. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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10.2 Firmware Upgrade 
For a better performance and wider industrial applications, we constantly develop new features and 
revise the issues from the users. We suggest the users to upgrade the system to the newest firmware 
version to have a better user experience. 
We provide 2 ways to upgrade the firmware from the Web Console, - one is saving the firmware file in the 
USB stick and another one is save the firmware file on the PC. If the firmware file is on the PC, the users 
will have to only select the file  and click Apply  button, for the system to upgrade it automatically 
. 

10.2.1 Upgrade Firmware Version - Upload Firmware File  

 
¶ Firmware Image 

Click the "Select File " button to select the firmware image provided by the sales or support. 
The Firmware Version  displayed on the system can be customized by the file name . For example, 
if you want the version to be called as 1.2.3, you only need to modify the file name to XXX-v1.2.3 
(XXX is the original file name). 

¶ Selected File  
After selecting a firmware image to be uploaded, the selected file name  will be displayed in this 
field. 

¶  (Upload Button) 

After selecting the firmware image, click "Upload" button to upload it. 
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10.2.2 Upgrade Firmware Process - Uploading Firmware File  
The following steps are performed when the system starts to upgrade after the "Apply" button is clicked: 

1. Uploading  the firmware image 
The progress bar displays the uploading percentage. 

 

2. Verifying  the uploaded file 
When the file is 100% uploaded, the system starts to verify  the uploaded file to make sure it 
is valid . By default, the firmware image is encrypted to prevent the attack on man-in-the-middle. 
Optionally, higher encryption methodology is also provided. 

 

3. Installing  the uploaded firmware image 
The new firmware will install after the system validates it. 

 

4. Rebooting the system 
The system will reboot automatically if the firmware is upgraded without any issue. 
The progress bar displays the rebooting progress. 
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10.2.3 Upgrade Firmware Version - Copy Firmware File from USB 

 

¶ Image File Name 
Enter the name of the firmware image in the USB. The system will try to identify the file with 
specified file name to upload it to the system. 
Note : The file system of USB must be FAT32. 

¶  (Upload Button) 

After entering the firmware image name, click "Upload" button to copy it from the USB to the 
system. 
 

10.2.4 Upgrade Firmware Process - Copy Firmware File from USB 
1. Copying the firmware image from USB to switch 

The system will also check if the USB is inserted and file exists. 

 

2. Verifying  the uploaded file 
After copying the firmware file to switch, the system starts to verify  the uploaded file to make sure 
it is valid . By default, the firmware image is encrypted to prevent the attack on man-in-the-middle. 
Optionally, higher encryption methodology is also provided. 

 

3. Installing  the uploaded firmware image 
The new firmware will install after the system makes sure it is valid. 
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4. Rebooting the system 
The system will reboot automatically if the firmware is upgraded without any issue. 
The progress bar displays the rebooting progress. 
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10.3 Config Backup 
In the normal application, there are several switches in the Network and they might be configured to the 
same features. To facilitate this, the users can configure one of the switches and save the configuration 
file to localhost (for example: users' PC) or USB sticks and then restore the configurations on another 
switch via "Config Restore" function. Configuration file in the USB can also have a way to fast replace the 
device when it is damage. 
 

10.3.1 Backup Configuration File  

 
¶ Backup to Localhost  

̢ File Name 
Specify the File Name for the Startup -config  file, which will be saved to the localhost. 

¶ Backup to USB 
Ensure there is a USB stick inserted into the USB port. 
̢ Backup Running-config  File 

Specify the File Name for the saved Running-config  file, which will be saved to the USB. 
̢  Backup Startup -config  File 

Specify the File Name for the saved Startup -config  file, which will be saved to the USB. 
 Note : The file system of USB must be FAT32.  
     ÑőĲШљƚƓċĦĲњШŔƚШŰŸƣШċũũŸƽĲĬШŔŰШƣőĲШ[ŔũĲШ ċůĲЮ 

¶  (Save Button) 

Click the "Save" button to save the configuration file to the Localhost  or USB. 

NOTE: If the File Name filed is empty, the system assigns the default name: config -
[datetime].cfg  
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10.4 Config Restore 
We suggest users to save/backup the configurations after a series of settings. If another device needs the 
same configurations, users can use the Config Restore function to restore it. 
 

10.4.1 Restore Configuration File  

 
¶ Restore from Localhost  

̢ File Name 
Select the configuration file, which is saved in the Localhost. 

¶ Restore from USB 
Please ensure there is a USB stick inserted into the USB port. 
̢ File Name in USB 

The File Name of the saved configuration file, which is saved to the USB. If the 
configuration file is saved in the directory, please specify the full path . 

Note : The file system of USB must be FAT32. 
    ÑőĲШљƚƓċĦĲњШŔƚШŰŸƣШċũũŸƽĲĬШŔŰШƣőĲШ[ŔũĲШ ċůĲЮ 

¶  (Restore Button) 

Click the "Restore" button to restore the configurations from the Localhost  or USB. 

  



KN-BTPMC-202M GUI User Guide  
 

 

169 
 

10.5 USB Auto-Load & Auto-Backup 

10.5.1 Configure USB Auto-Load and Auto-Backup 

 
¶ USB Auto-Load 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШƣőĲШÖÉ7Ш ƨƣŸ-xŸċĬШŉƨŰĦƣŔŸŰЮШfŉШљÖÉ7Ш ƨƣŸ-xŸċĬњШŔƚШenabled , the system will 
ƚĲċƖĦőШƣőĲШĦŸŰŉŔŊƨƖċƣŔŸŰШŉŔũĲШŰċůĲĬШљstartup -configњШŔŰШƣőĲШÖÉ7ШċŰĬШũŸċĬШŔƣШƽőĲŰШƖĲĤŸŸƣŔŰŊЮ 
Note : The file system of USB must be FAT32. 

¶ USB Auto-Backup 
љEŰċĤũĲњШŸƖШљ?ŔƚċĤũĲњШÖÉ7Ш ƨƣŸ-7ċĦťƨƓШŉƨŰĦƣŔŸŰЮШfŉШљÖÉ7-Auto-7ċĦťƨƓњШŔƚШenabled , the system 
ƽŔũũШƚċƻĲШƣőĲШĦŸŰŉŔŊƨƖċƣŔŸŰƚШƣŸШċШŉŔũĲШŰċůĲĬШљrunning -configњШŔŰШƣőĲШÖÉ7ШƽőĲŰШƨƚĲƖƚШůŸĬŔŉǃШƣőĲШ
configurations. 
Note : The file system of USB must be FAT32. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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10.6 Command & Control Node  
Command & Control Node  (CCN) provides firmware upgrading for batch of switches at once. Currently, 
the CCN function can upgrade maximum 10 nodes at the same time. With CCN function, administrators 
can work more efficient and save a lot of time.  
The CCN ŉƨŰĦƣŔŸŰШŔƚШƚƨƓƓŸƖƣĲĬШŸŰШċŰǃШťŔŰĬШŸŉШƣŸƓŸũŸŊŔĲƚЯШƚƨĦőШċƚШƖŔŰŊЯШũŔŰĲċƖЯШůĲƚőЯШƚƣċƖвШĲƣĦЮШThe 
following diagram is an example with ring topology. 

 
The SA Switch is the CCN master connected to PC, and from PC end, users can control the CCN 
function, such as selection of joined switches and firmware path configuration. The firmware image must 
be saved in the USB device. After clicking Upgrade button on CCN master, the SA starts upgrading its 
firmware if SA is selected and forwards the firmware image to other switches (SB, SC, SD, SE, or SF) that 
selected to join CCN. Once the switches receive the firmware image, they will also start upgrading their 
ŉŔƖůƽċƖĲШċƨƣŸůċƣŔĦċũũǃЮШÑőċƣќƚШƽőǃШƽĲШƚċǃШ99 ШĦċŰШőĲũƓШċĬůŔŰŔƚƣƖċƣŸƖƚШƚċƻĲШƣőĲŔƖШƣŔůĲШċŰĬШƽŸƖťШůŸƖĲШ
efficient.  
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10.6.1 Configure Command & Control Node (CCN) 

 

¶ Discovered Nodes  
̢ All / Select Box 
9ũŔĦťШљAllњШƣŸШƚĲũĲĦƣШŸƖШĬĲ-select all of the discovered nodes. Click Select Boxes to select 
some of the discovered nodes to upgrade their firmware. 
Note-1: Please select at least one node  to do CCN upgrade 
Note-2: Please select at most  10 nodes to do CCN upgrade.  

̢ MAC Address 
The MAC Address of the designated discovered node 

̢ IP Address 
The IP Address of the designated discovered node 

̢ Firmware 
The current Firmware Version  of the designated discovered node 

̢ Stage 
After clicking Upgrade button, the upgrading stage will display on this field. The following 
table displays the all stages. 

Stage Description  
IDLE The initial stage of CCN operation 

DATA_RECV The host is receiving the firmware image 
UPDATING The firmware image is received and start upgrading 
FINISHED Firmware upgrading is finished 

ERROR Firmware upgrading is failed 
DISCONN The host disconnects with CCN master 

̢ % 
The operating percentage of current stage 

¶ Upgrade Selected Hosts  
Please ensure there is a USB stick inserted into the USB port. 
̢ Image File Name 

The File Name of the firmware image, which is saved to the USB. The firmware image 
MUST be saved in the root path  of USB. 

Note : The file system of USB must be FAT32. 

¶  (Upgrade Button) 

After entering the firmware image path, click "Upgrade" button to start upgrading. 
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10.6.2 Configuration Example for CCN  

 

IN THE LEFT DIAGRAM, THE SA IS THE CCN 
MASTER, AND THE SB, SC, SD, AND SG ARE 
THE NODES THAT WANT TO UPGRADE.  

FIRST, WE HAVE TO ENSURE THE FIRMWARE 
IMAGE IS SAVED IN A USB STICK AND THE USB 
STICK IS INSERTED INTO THE USB PORT OF SA.  

AND THEN, OPEN THE CONFIGURATION WEB 
GUI OF SA AND ENTER COMMAND & CONTROL 
NODE PAGE. THE CONNECTED NODES WILL 
SHOW ON THE DISCOVERED NODES LIST. 

Step-by-step Configuration  
9. xŸŊŔŰШìĲĤШ9ŸŰƚŸũĲШċŰĬШĦũŔĦťШůĲŰƨШљMaintenanceњШ-ӂШљCommand & Control Nodeњ 
10. The Discovered Nodes section displays all devices that SA (master) can connect to.  
11. Click the checkboxes of SB, SC, SD, and SG (or the devices that want to upgrade). 

Note:  There is a limitation that users have to select the devices that want to upgrade at once  
and on the same page and then click upgrade button to start. 

 
12. Check the USB stick is inserted and the firmware image is saved in it. 
13. Enter the path of the firmware image. 

 
14. Click Upgrade Button to start upgrading 
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i. CONFIGURE FIRMWARE FILE NAME 

 
ii. COPYING FIRMWARE, THERE WILL BE A WARNING MESSAGE TO NOTIFY USERS TO KEEP THE WEB ON THE 

CCN PAGE. 

 
iii.  VERIFYING FIRMWARE 

 
iv. DECOMPRESSING AND EXTRACTING FIRMWARE 

 
v. START CCN UPGRADING, THE STAGE AND PERCENTAGE (%) WILL CHANGE WITH THE UPGRADING PROCESS 
vi. STAGE DATA_RECV, HOSTS ARE RECEIVING THE FIRMWARE IMAGE 

 

 
vii. STAGE UPDATING, THE FIRMWARE IS UPGRADING 

 
viii. STAGE FINISHED, THE FIRMWARE UPGRADING IS FINISHED, AND THE SELECTED NODES ARE REBOOTING 
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10.7 SFTP File Access 

10.7.1 Configure SFTP Firmware Upgrade 

 
1. Config file name for upgrade 

Switch(config)# upload file name [FILE_NAME] 
2. Config IP address of SFTP server 

Switch(config)# upload server ip [SERVER_IP] 
3. Config login account name of SFTP server 

Switch(config)# upload sftp server account [SERVER_ACCOUNT] 
4. Config login account password of SFTP server 

Switch(config)# upload sftp server password [SERVER_PASSWORD] 
5. Action to do the SFTP upload 

Switch(config)# upload sftp  
 
 

10.7.2 Configure SFTP Configuration Restore   

 
1. Config IP address of SFTP server 

Switch(config)# copy sftp ip [SERVER_IP] 
2. Config login account name for SFTP server 

Switch(config)# copy sftp account [SERVER_ACCOUNT] 
3. Config login account password of SFTP server 

Switch(config)# copy sftp password [SERVER_PASSWORD] 
4. Config file name for upgrade in the SFTP server 

Switch(config)# copy sftp file name [FILE_NAME] 
5. Action to do the SFTP download to the startup configuration 

Switch(config)# copy sftp startup -config  
Note:  After copy to the startup configuration, system will reboot automatically. 

6. Action to do the SFTP download to the USB storage 
Switch(config)# copy sftp USB 

Note : The file system of USB must be FAT32. 
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10.7.3 Configure SFTP SSL Certificate Replace 

 
1. Config IP address of SFTP server 

Switch(config)# copy sftp ip [SERVER_IP] 
2. Config login account name for SFTP server 

Switch(config)# copy sftp account [SERVER_ACCOUNT] 
3. Config login account password of SFTP server 

Switch(config)# copy sftp password [SERVER_PASSWORD] 
4. Config file name for loading in the SFTP server 

Switch(config)# copy sftp file name [FILE_NAME] 
5. Action to do the SFTP download to the SSL certificate file 

5.1 Download Certificate request file 
After load the Certificate request file in step 4, using this command to replace the 
file: 
Switch(config)# copy sftp ssl cert -csr 

5.2 Download Certificate file 
Repeat the step 1 to step 4 to load the Certificate file 
Switch(config)# copy sftp ssl cert -pem 

5.3 Download rsa-key file 
Repeat the step 1 to step 4 to load the rsa-key file 
Switch(config)# copy sftp ssl rsa -key 
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11 Command Line Interface  
Command Line Interface  is usually called CLI. It allows the users to configure, monitor, and maintain 
the switch by executing commands directly. 
 

11.1 Connect to CLI via Console Port 
7ĲŉŸƖĲШƚƣċƖƣŔŰŊШƣőĲШĦŸŰŰĲĦƣŔŸŰШƣŸШƣőĲШ9ŸŰƚŸũĲШÂŸƖƣЯШĲŰƚƨƖĲШƣőċƣШǃŸƨШőċƻĲШċШƨƣŔũŔƣǃШыƚƨĦőШċƚШљÂƨƣƣǃњЯШљÑĲƖċШ
ÑĲƖůњЯШљcǃƓĲƖÑĲƖůŔŰċũњЯШљÉĲĦƨƖĲ9ÅÑњЯШĲƣĦЮьШƣŸШĬŸШƣőċƣЮШÑőĲШŉŸũũŸƽŔŰŊШĲǂċůƓũĲШŔƚШŸƓĲƖċƣŔŰŊШŸŰШWindows 
7 ċŰĬШĦŸŰŰĲĦƣĲĬШĤǃШљPuttyњЮ 
9ŸŰŰĲĦƣШƣőĲШ9ŸŰƚŸũĲШÂŸƖƣШƣŸШǃŸƨƖШÂ9ШŸƖШxċƓƣŸƓШċŰĬШĦőĲĦťШƣőĲШƓŸƖƣШŰƨůĤĲƖШŔŰШƣőĲШљ?ĲƻŔĦĲШ~ċŰċŊĲƖњШŸŰШ
the PC. 

 
 

1. Configure the Serial Information with the COM port number and Speed (Baud Rate: 115200). By 
default, the Data bits and Parity are 8 and 1ЮШÑőĲŰШĦũŔĦťШљ§ƓĲŰњШƣŸШĦŸŰŰĲĦƣШƣŸШƣőĲШ9xfЮ 
Note : The complete parameters are COMX/115200/8/1. 

 
  
































































